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Security, privacy and trust in Internet of Things:

The road ahead

L deg3

JolS 00 das 5 dlie degd gl p.dblun das 3 31 iewd g5 L8 ol

dwolé &tls o) dlia Wli.:l dwd b olyon (Lol bB) 3y Cwyd b

aizye Ol s oKy 3




o—d)c -l

539-LI15 sLaULS o5oig 48

9. Conclusions

The real spreading of l1oT services requires customized
security and privacy levels to be guaranteed. The broad
overview provided with this survey arises many open
issues, and shed some light on research directions in the
loT security field. More in details, a unified vision regarding
the insurance of security and privacy requirements in such
an heterogeneous environment, involving different tech-
nologies and communication standards is still missing.
Suitable solutions need to be designed and deployed,
which are independent from the exploited platform and
able to guarantee: confidentiality, access control, and pri-
vacy for users and things, trustworthiness among devices
and users, compliance with defined security and privacy
policies. Research efforts are also required to face the inte-
gration of loT and communication technologies in a secure
middleware, able to cope with the defined protection con-
straints. Another research field is that of IoT security in
mobile devices, increasineglv widespread todav.
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