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Markov Modeling of Fault-Tolerant Wireless Sensor Networks
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Our main contributions in this paper are:

* We investigate the synergy of fault detection and FT for
WSNs and propose an FT sensor node model consisting
of duplex sensors (i.e., one active sensor and one inactive
spare sensor), which exploits this synergy between fault
detection and FT. Whereas sensors may employ N-
modular redundancy (e.g., triple modular redundancy
(TMR) is a special case of N-modular redundancy) [2],
we propose a duplex sensor model to minimize the
additional cost for our FT model.

To the best of our knowledge, we for the first time develop
a Markov model for characterizing WSN reliability and
MTTEF. Our Markov modeling facilitates WSN design by
enabling WSN designers to determine the exact number
of sensor nodes required to meet the application's lifetime
and reliability requirements. Our Markov modeling
provides an insight on the type of sensor nodes (duplex
or simplex) feasible for an application to meet the
application's requirements.
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