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II. PREVIOUS DETECTION APPROACHES

In order to overcome the shortages of traditional testing
methods in Trojan detection, new low-cost testing schemes
are of high priority to secure the whole design chain when
the fabrication foundry is untrusted. Several Trojan detection
schemes have already been proposed, among which two main
techniques are functional testing and side-channel fingerprint
generation. In [1], the author argues that attackers would
only choose rarely occurring events as triggers and proposes
equations to compute low frequency events as a complement
to input patterns generated by commercial ATPG tools. The
assumption here is quite weak, since as soon as attackers know
the testing scheme, they will surely do the same computation
and choose more frequently occurring patterns as triggers. [2]
is the first paper to present the idea of differentiating Trojan-
inserted chips by comparing the side-channel fingerprints
of tested chips with those generated from gold models. It
analyzed the common behavior of various types of Trojans and
demonstrated the feasibility of building effective fingerprints
for an IC family to detect Trojan-inserted ICs. Noise modeling
was used to construct the fingerprint for an IC family and
Karhunen-Loeve (KL) expansion was a computational tool to
separate the randomness and the time-variation of a random
process. This method is useful in detecting Trojans when the
Trojan circuit is large enough compared to the whole chip
area and the process variation is low. The false alarm rate
will emerge and increase quickly if the Trojan only occupies
a trivial percentage of the whole chip area and there is large
process variation.
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