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Encryption is a method of converting data into an unreadable format to prevent unauthorized access. There
are two main types of encryption; symmetric encryption and asymmetric encryption.

Symmetric encryption uses the same key for both encryption and decryption. that both the sender and the
receiver must keep the key secret. While and asymmetric encryption is generally faster and more efficient.
it poses a risk if the key is compromised.

Asymmetric encryption, on the other hand, uses a pair of keys; a public key and a private key. The public
key can be shared openly, while the private key must be kept secret by the owner.

This method enhances security because even if someone obtains the public key, they cannot decrypt
messages without the private key.

In addition to these technologies, two-factor authentication requires users to enter an additional code sent
to their mobile phone, in addition in their password. Users should also be cautious and avoid using public
networks for financial transactions.

Regularly updating software and using strong passwords can further enhance security. By following these
tips, users can enjoy online banking services with greater confidence.

1- Which security technology is commonly used in online banking? (iranarze.ir)

1) Encryption 2) Sending emails ~ 3) Phone calls 4) Physical tokens

2- according to the text, which key(s) are shared in asymmetric encryption? (iranarze.ir)

1) Public Key 2) Public Key and private key

3) private key 4) Secret Key

3- What is a primary advantage of asymmetric encryption over symmetric encryption? (iranarze.ir)

1) It allows for faster processing of data.

2) It requires fewer resources to implement.

3) It provides enhanced security through separate keys

4) It uses only one key for both encryption and decryption.

4- What does two-factor authentication require from users? (iranarze.ir)
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1) A secret question 2) A fingerprint sea

3) Only one password 4) An additional code sent to their mobile phone
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