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A High-Assurance Trust Model for Digital Community

Control System Based on Internet of Things
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5 Conclusion

Digital community develops with increasing intro-
duction of additional “smart” devices and programmed
sensor over the coming years, which will make cyberse-
curity issues more important and complicated. We use a
three level_criticality model to determine the potential
impact that exists in digital community system, and im-
plement a defense-in-deep approach for security issue to

increase digital community reliability. A high-assurance
trust model, which assumes insider compromise existing
in the digital community, is finally proposed according to
the security issues analysis. The proposed security model
provides more security services and less security man-
agement issues than related security models.
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