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A systemic and cognitive approach for IoT security
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V. DISCUSSION AND CONCLUSION

IoT is a novel concept, that involves different technologies,
human and non-human entities. Some recent efforts have been
made in the direction of designing and deploying unifying
architectures. However, none of these attempts specifically
aimed at proposing a holistic vision of IoT security. Also,
practical solutions, if they exist, are intended to fulfill precise
application needs (RFID, WSN, etc.). In the future, when
attempting to realize a wide range of applications and services,
it will become impossible to use a unique reference architec-
ture model for real achievements. This openness and diversity
require serious reflections concerning security issues. Our
systemic and cognitive approach for IoT security remains still
applicable even in the presence of the previously mentioned
constraints and limitations of the IoT paradigm.

In the previous sections, we presented the open issues related
to the tensions between the constituting components of our
scheme. In the following, we group some of the mentioned
issues according to their importance for future IoT systems
along with other relevant and unmentioned issues.
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