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Internet of Things: Security Vulnerabilities and Challenges
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VIL.CONCLUSION

IoT has been a major research topic for almost a decade now, where physical entities
would interconnect using existing network technologies. Due to its rapid progression
many threats in security and privacy exists, which hinder its development. This paper
explored the security goals required for a secure IoT system, and classified its security
challenges and issues using a new unique classification method consisting of four classes of
attacks; Physical, Network, Software, and Encryption Attacks. Based on this
classification, we then highlighted the security countermeasures needed to
successfully secure an IoT system. Furthermore, future directions for security for
IoT were discussed. This classification could be used as a framework to categorise
attacks, as well as to guide the secure deployment of IoT systems. As future work, we
aim to investigate the interaction between heterogeneous IoT devices and its impact on
security. Further, we aim to investigate weaknesses in trust management systems proposed for
IoT systems.
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