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6 Concluding remarks

The amount of data in anomaly intrusion detection is
becoming increasingly massive in current computing en-
vironments. Building a lightweight model for anomaly
intrusion detection to achieve real-time detection there-
fore becomes an important challenge. In this paper, we
abstract big audit data by finding a small set of exem-
plars from a large set of original data. An exemplar is
nicely representative of other data items. Exemplars are
identified among data items and clusters of data items
are formed around these exemplars. The exemplars are
then fed as data input for training the detection mod-
els. This method improves detection efficiency for two
reasons: first, only a smaller set of data needs to be pro-
cessed for the training, and second, the detection process
only needs to be based on a compressed model. For a
comparative view of different strategies of data abstrac-
tion in intrusion detection, in this paper we also intro-
duced Information Gain based attribute selection and
PCA based attribute abstraction for anomaly detection.
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