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Trust Your Wallet: a New Online Wallet

Architecture for Bitcoin

L e

JolS ouds daz )5 dllie dpd Sl ddilun doz )3 )1 Glawd g5 L

dolé SIS o) cdlie owedSO) dsend b ol oy (iolng JB) 9y9 Csyd b

T Y g it BN WP



http://iranarze.ir/trust+your+wallet+new+online+wallet+architecture+bitcoin

()

% JTd dIJ__ll

539-L1> sLaULS ol5ig 43

V. CONCLUSION

In this paper, we propose a high availability architecture of
online wallet in Bitcoin: HA-eWallet. In HA-eWallet, a Bitcoin
transaction must be signed by any 3 private keys rather than
one. Besides, the private keys are stored separately in different
places: 3 private keys are stored in the user node, while
the other 2 encrypted private keys are stored in the service
units separately. According to the multi-signature mechanism,
even though both of the two private keys in online wallet

providers are stolen or cracked by attackers, they cannot forge Gyd douss .0
a signature of the users’ Bitcoin. In addition, each online wallet T 5 L - . = _—
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service unit connects with the disaster recovery center, and - J}'! = J Y ? Ly e leso - o
backs up the private keys timely. In this way, our system can GiS1 ol ol o0ls slgiio HA-eWallet pb b 5395 Cus 3o
be always available unless all service units and the disaster AlS 4w yo gl Caual o @olgids ilema ) 53 2eS

recovery center fail.
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