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4. Further Research and Conclusion

Since Smart Cities are still a work in progress, there are naturally a multitude of
opportunities for further research on their security and privacy challenges. Areas of
further research include the following. SCADA systems alone are lacking when it comes
to security monitoring tools, access controls, and security buffers such as firewalls, micro-
firewalls, and smart cards [14]. Further research on IoT security measures will be crucial
to securing a smart city that relies on such devices. Research into advanced forensics
methods, establishing a reference database for malicious code, and automatic classification
of malware would be helpful for securing the potential digital points of entry into a smart
city [10]. Furthermore, researchers and business leaders could cooperate to create a cyber
crime label that would signal to consumers the level of protection that an IoT device
provides [10].
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