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7. Conclusion

Todays IoT devices are insecure and incapable of defending themselves. This is due to
mainly the constrained resources in IoT devices, immature standards, and the absence of secure
hardware and software design, development, and deployment. The efforts of defining a robust
global mechanism for securing the IoT layers are also being hampered due to diversity of
resources in IoT. In this pa-per, we survey and review main IoT security issues. We categorize
these issues depending upon the high-level, intermediate-level, and low-level IoT layers. We
discuss succinctly the mechanisms suggested in the literature for leveraging IoT security at
different levels. A parametric analysis of attacks in IoT and their possible solutions is also
provided. We consider the attack implications and map them to possible solutions proposed
in the literature. We also discuss how the blockchain can be used to address and solve some of
the most pertaining loT security problems. The paper also outlines and identifies future and open
research issues and challenges that need to be addressed by the research community in order to
provide reliable, efficient, and scalable IoT security solutions.
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