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Effectiveness and performance analysis of model-oriented
security requirements engineering to elicit security
requirements: a systematic solution for developing

secure software systems
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5 Conclusion

The evaluation of MOSRE on web application was carried
out by a group of participants to elicit and specify security
requirements. The SRS gathered from the participants were
examined for the lists of assets, threats, and vulnerabilities
and compared with the SRS of existing SRE methods. On
investigating the SRS of MOSRE, it is found that the effec-
tiveness and performance are comparatively better than the
existing methods.

It is also inferred from the evaluation that MOSRE is
simple and understandable for the requirements engineers
to elicit security requirements, which guarantee the desired
level of protection to the software systems.

The identified security requirements can be reused with
the activities of any SRE methods to elicit effective secu-
rity requirements. We intend to extend further our work for
security requirements reusability, in order to reduce security
knowledge and dependency on security experts. It will help
to save time/cost and make better choices in applying secu-
rity requirements, since the framework allows requirements
engineers to exploit the accumulated knowledge. Thus, very
high level of security can be achieved for the software sys-
tems.
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