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6 Conclusions
Over the last few years, a research program on the economics of security has built many

cross-disciplinary links and has produced many useful (and indeed delightful) insights

from unexpected places. Many perverse aspects of information security that had been

long known to practitioners but just dismissed as ‘bad weather’ turn out to be quite

explicable in terms of the incentives facing individuals and organisations, and in terms of

different kinds of market failure.

As for the future, the work of the hundred or so researchers active in this field has started

to spill over into at least three new domains. The first is the technical question of how we

can design better systems, in particular by making protocols strategy-proof so that the

incentives for strategic or malicious behaviour are removed a priori.
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