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Analysis of Security Requirements, Attacks and Vulnerabilities

at Transport Layer in Wireless Sensor Networks
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10. CONCLUSION

There are various attacks to hamper the smooth functioning of wireless sensor networks like
denial of sleep, homing etc. In many situations, attacks may overlap also with each other. It is
difficult to measure the attacks and their solution at physical layer as sensors have native radios
of very low power and are operated in open area, unattended environment, hence are very poor
to resist such attacks. Though there are algorithms and security mechanisms for network
security and protection from above attacks but cannot be applied in WSN nodes due to node’s
constraints. There is need of tiny low computational algorithms for WSN. However there are
many algorithms existing for WSN infrastructure and being applied also. But those are failure to
be proved as correct and fruitful measures against above attacks. DoS situation at any layer in
WSN requires to be addressed by strong mechanism. It is recommended to develop a prevention
scheme against attacks which can be applied already to make WSNs. much stronger against DoS
attacks. DoS may appear as individual and sometime altogether. It is always advisable to
develop and deploy a proper suitable measure in WSN as prevention already.
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