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Identity-based undetectable digital signature for mobile

agents in electronic commerce
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6 Conclusions

Compared with traditional computing models (e.g., the client/server model),
mobile agent technology has several significant advantages for electronic
commerce and other applications. However, because these agents may operate
in WBACs on potentially malicious the hosts, a glaring threat is that malicious
hosts might endanger passing agents. There-fore, these advantages cannot be
reached without appropriate security countermeasures to guarantee that business
data are well protected and business partners can work together with integrity.

In this paper, we proposed the idea of identity-based undetachable digital
signatures so that mobile agents can perform identity-based signing operations
on behalf of the original signers securely, even on malicious hosts. We provided
a formal definition of identity-based undetach-able digital signature schemes.
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