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V. CONCLUSION

According to antiviral solutions editors, they are able to
detect 99.9999 per cent of known and unknown malware.
However, in 1986, F. Cohen proved that the detection of
viruses is an undecidable problem [17].

Many defense strategies are deployed nowadays to reduce
the level of accepted risk. Primary, network traffic analysis
is used to create a baseline for ordinary network flows and
spot anomalies. Also, full-packet capture mechanisms are
deployed for better visibility, reporting and network forensics.

Furthermore, payload and behavioral analysis in sandboxes are 
considered for advanced malware discovery. Moreover, appli-
cation containment approaches are employed through agents 
to exclude potential offensive programs in containers and 
intercept their malicious activity.
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