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Future challenges for smart cities: Cyber-security and digital forensics
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Conclusion

Challenges associated with acquisition and storage of smart city data
emerging from its individual components i.e., Smart grids, Building
Automation Systems, Unmanned Aerial Vehicles and Smart Vehicles; and
enabling IoT Sensors, Cloud platform, remain largely unaddressed. Through
this article we have provided a thorough insight into the smart city threat
landscape for each of its four components and as well as for the enabling
technologies/platforms. A detailed assessment of the type and source of data
originating from the smart city components, for secure storage in the Cloud
was also elaborated upon. A summary of our findings are presented in Table 2.
Based on our findings, some of the questions that could be posed for forensic
investigation on smart city data include:
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