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On the Tradeo between Privacy and Utility in Collaborative

Intrusion Detection Systems-A Game Theoretical Approach
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7 CONCLUSIONS AND FUTURE WORKS

In this work, the utility-privacy tradeoff problem in CIDSs
is for-mulated as a repeated two-layer single-leader multi-
follower game which ends once the IDSs respond to the a
ttacker successfully. By solving the first layer leader-
follower game, the utility-privacy tradeoff curve for given
collaboration strategies depending on the privacy policies
of different organizations is obtained. By solving the
second layer game, the collaborative strategies for the
IDSs at NE can be computed. In addition, the existence of
NE of the second-layer game is proved and an
asynchronous dynamic up-date algorithm is developed to
compute the NE. Further extending this work to dynamic se
ttings or multiple possible attacks settings constitute
interesting future directions.
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