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5. Conclusion
This paper used four categories of attributes Basic, Content, 
Traffic and Host in which 41 attributes of KDD data set were 
categorized and fifteen variants of data set were generated by 
forming all combinations of four classes. These fifteen sets of 
training and test data files were simulated on Random Tree 
algorithm in Weka tool. The results were analyzed to study 
dominance of each class of attributes in improving the 
Detection Rate (DR) and minimizing the False Alarm Rate 
(FAR). This study can help increase the suitability of the data 
set so that higher DR can be achieved with minimum FAR. 
Hence, future work can lead to an improved data set that can 
be utilized for online intrusion detection.
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