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Secure privacy vault design for distributed multimedia surveillance

system
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8. Conclusion

This paper proposes a privacy preserving technique to safe-
guard privacy-sensitive information that might be exposed
through different leakage channels in a distributed video surveil-
lance system. A privacy vault is designed based on Hadamard and
Discrete Cosine Transformation in order to counter such privacy
leakage. The proposed privacy vault design ensures that privacy
information will not be disclosed even when the vault is stolen.
However, it can only be disclosed by compromising the top level
authorities of the system, which is infeasible. Detail security analy-
sis and the implementation guidelines for hostile environment are
also described in this paper. The future work will concentrate on
implementing the proposed technique in real-world multimedia
surveillance environment.
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