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5.2.  Managerial implications, limitations and future work

Firms worldwide invest a vast amount of money to ensure in-formation security throughout
their organization. Although those investments are highly prioritized, knowing how to shape
employees’ behavioral intentions related to managing infor-mation security threats is still
challenging. The results from our empirical investigation can support managers in their
decision-making process by offering insights into social engi-neering threats in practice. Our
results show that it is important for organizations to change their employees’ beliefs about
in-formation security threats. Employees both need to be made aware of the benefits with
protecting their computers systems (or risk by not doing so) and different manipulative tech-
niques that social engineers use to trick them into conducting malicious acts. However, just
being aware of threats is not enough. People can be aware of things that are not good for
them, but that does not mean that they will change their be-haviors. If that would be the
case there would be fewer smokers today.
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