o \Ye JT< CJIJ—.'I

53515 sLaULS o8 g 9

sl Glo ot 5§50y 5 dius Jo 6y slo wS

i LSS Olgas
Behavioral Keys in Cryptography and Security Systems

JolS 00 dasy3 dlie degd &y ddlos dasy3 ) e g5 Ll ol

aiz e Ol i oKy 5



http://iranarze.ir/behavioral+keys+cryptography+security+systems

()

N JTd le__ll

539-L1> (sLaUls olSiig 43

5 Conclusions

In this paper we have presented different possibilities of using personal features and
unique characteristics for security application and cryptography. Personal information
extracted from motion sequences and representing behavioral features may be used in
security protocols dedicated for information sharing, fuzzy vaults and multi-secret
steg-anography. Besides traditional simple finger and palm movements, for security
appli-cation we can consider more complex gesture patterns representing personal
behavioral features. Extraction of personal or behavioral characteristics is possible
thanks to the application of cognitive information systems, which allow evaluate
unique parameters from nonstandard personal patterns or specific human body
movements. Application of such specific and unique parameters proved that personal
features and cognitive systems can be used in development of advanced cryptography
procedures for strong key gener-ation, secret management, visual cryptography, and
creation of behavioral lock.
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