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Abstract

As a special case of public key encryption, identity-based encryption (IBE) takes any public known infor-
mation as public key for encryption and then decrypts a ciphertext by a well-generated private key from
private key generator (PKG). Unlike the traditional IBE using a text-baSed identity (e-mail, etc.) as public
key, in this paper, we aim to design a secure, time-saving and space-Saving biometric identity-based encryp-
tion (BIBE) regarding the biometric-based identity (face, etc.)4as public key. To overcome the challenge
introduced by the fuzziness of biometric identities, First, we propose a provable-secure inner-product encryp-
tion (IPE) with short ciphertext and show the IPE is indistinguishable against selective identity, adaptive
chosen-plaintext attack (IND-sID-CPA). Then, we construetia-distance-based encryption (DBE) leveraging
the proposed IPE and prove that the DBE captures the same security with the underlying IPE. Furthermore,
we optimize the proposed DBE so that it also has'short private key. We theoretically analyze the overhead
of IPE, DBE, and optimized DBE (ODBE)in terms of time, space, and communication complexities. We
also conduct experiments to measure the time and space costs of the proposed ODBE, and experimental
results validate its effectiveness and. efficiency.

Keywords: Biometrics, identity-based encryption, distance-based encryption, inner-product encryption,

IND-sID-CPA.

1. Introduction

Identity-based encryption (IBE) possesses the ability of doing public key encryption without accessing
to the publieikey certificate, and can be deployed in various practical applications. IBE allows for a sender
to encrypt a message into a ciphertext using publicly known identity information of the receiver, such as
e-mail address, social security number, or physical IP address. At the receiver’s side, he can extract the
message from the ciphertext by decrypting it with a key generated from the identity. Figure 1 depicts the

basic principle of IBE, where Alice and Bob serve as the sender and the receiver respectively.
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Encrypt —

The identity of Bob, such as
e-mail, SSN or IP address.
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The private key associated
with his identity.

Message
A,

Figure 1: The principle of identity-based encryption (IBE).

One common feature of many existing IBE schemes is that they regard(identity information as a string
that combine the alphabet, numbers and special symbols in any order; and such identities are called text-
based identity. The text-based solutions suffer from the following weaknesses: 1) the length of the text
style identity information may be too long, it is hard for decryptor to be well-remembered; 2) the identity
representations may be different in various situations, the decryptor has to derive different private keys for
different representations.

To remedy these drawbacks, researchers proposed to\employ one’s Biometric-based identities instead of
text-based identity in IBE [22, 23], and the corresponding schemes are called biometric identity-based en-
cryption (BIBE). Biometric-based identities, such, as face, fingerprint, pupil, etc., can offer many interesting
features that text-based identities do net provide.” For example, 1) biometric identity is physical, and one
does not need to remember it; 2) biometric identity is unique, and one can use the same identity repre-
sentations in many different situations. Furthermore, both of these features can provide safety, because no
other people can forge one’s biometric feature. Therefore, biometric-based identity is more secure and more
convenient because it freés the user from remembering the text-style identity information.

While biometric-based idemtity brings a lot of benefits, it is still challenging to leverage these biometric
identities as the public keys, due to the fuzziness of the biometric measurements. In traditional IBE, it must
be identical between the identity generating the private key for encryption and the other one for decryption.
In BIBE, however, these two identities may not be equal but they possibly belong to the same user due
to the,fuzziness. For this reason, the traditional IBE is out of order, and we are motivated to build a
BIBE s¢heme that works successfully as long as two identities mentioned above are close to each other. A
trivial approach is to employ a fuzzy identity-based encryption (FIBE) [42] for fault-tolerance. However, the
methods of FIBE do not always suitable for practical deployment. Because the similarity measurements in
FIBE are also based on text-style methods, such as Hamming distance, it is not applicable for BIBE when

more practical similarity measurements are employed, such as Euclid distance and Mahalanobis distance.



For this reason, it is necessary to design a BIBE scheme for these practical similarity measurements.

As the pioneer, Guo et al. in [22, 23] have made outstanding contributions in this research direction.
Based on the Mahalanobis distance, they built a BIBE scheme, called distance-based encryption (DBE). The
main idea of their proposal is to transform the distance to an inner-product form, and then derive the DBE
from an inner-product encryption (IPE). However, their work may suffer from the following weaknesses in
terms of efficiency and security. First, from the view of time and space efficiency: 1) the scale fa¢tor ! in their
work is about 2, and higher scale factor implies higher computational complexity and space complexity; 2)
their work has short private key but long ciphertext, which is not applicable for the networkslimited situation.
Second, from the view of security, they did not give a proof that DBE captures_the same security as the
underlying IPE. For tackling these weaknesses, we are motivated to design a s¢cure-and-efficient biometric
identity-based encryption scheme with lower scale factor and short ciphertext, and make it suitable for the
network-limited situation.

In this paper, we propose a secure and efficient biometric identity-hased encryption scheme by optimized
distance-based encryption. Our contributions have three salient features from the technical view. Firstly,
using the symmetric of covariance matrix, we give an improved vector transformation such that a n-dimension
DBE can be constructed from a (n + 2)-dimension IPE and“thus the scale factor is reduced to about 1,
which saves more computational resources and space resources. Secondly, we improve the definition of DBE
reasonably and appropriately. In their original definition, the threshold parameter is blurry, because the
encryptor set a larger threshold may increase the probability of attacking the ciphertext. We define this
parameter in the setup phase, and the sizesof private key and ciphertext are independent with threshold
parameter. Thirdly, our new IPE comstruection aggregates all components in identity vector of the encryptor
into one group element in G, whichizésults in short ciphertext and long private key. In [23], they aggregate
all components in identity vector of the decryptor into private key, which results in short private key but
long ciphertext. Therefore, our construction is suitable for network-limited situation, while the work in [23]
is suitable for deviceAimited situation.

Our contributions can be summarized in a compact form as follows:

o We formulate the communication model of biometric identity-based encryption, and give a vector
transform method, which denotes the n-dimension Mahalanobis distance by a (n + 2)-dimension inner

product.

e We propose an inner product encryption (IPE) scheme with short ciphertext. Using the proposed IPE

and vector transformation, we present a provable-secure distance-based encryption (DBE) with short

1Scale Factor: If a distance of two di-dimension vectors can be represented by the inner-product of two dz-dimension vectors,

da

then the scale factor 7 is defined as n = -



ciphertext. We further optimize the private key of the DBE and construct an optimized distance-based
encryption (ODBE) with both short ciphertext and private key.

e We show that our proposed IPE is indistinguishable against selective identity, chosen-plaintext attack
(IND-sID-CPA), and formally prove that our DBE and ODBE schemes capture the same security as
the IPE.

e We theoretically analyze the overhead of IPE, DBE and ODBE in terms of time, space, and commu-
nication complexities. We measure the time and space costs of ODBE by extensive.experiments, and

the results validate its effectiveness and efficiency.

The rest of the paper is organized as follows. Section 2 reviews the related work.“Section 3 gives necessary
notations and preliminaries. Section 4 presents the communication model ‘and related definitions. Section
5 describes the construction of our IPE and DBE, and Section 6 provides.their security analysis. Section 7
describes the optimized DBE and its security analysis. Section 8 provides+the performance evaluation from

both theoretical and experimental perspectives. Finally, Section 9 concludes the paper.

2. Related work

In 1984, Shamir [46] first introduced the notion of identity-based encryption (IBE) for eliminating the key
management in a certification-based public key infrastructure (PKI). The sender encrypts messages directly
with the receiver’s identity (arbitrary string) and the receiver decrypts the ciphertext using a private key
associated with the corresponding identity from the private key generator (PKG). Until 2001, Boneh and
Franklin [10] proposed the first pragtical and secure IBE using bilinear map, and it is provable secure under
the random oracle model [8]./Following, Waters [49] constructed an efficient IBE, which is provable secure
under the standard model. Since then, IBE evolved into numerous variations, e.g. hierarchical identity-
based encryption [9, 13, 24],;anonymous identity-based encryption [13, 45], etc.; IBE is then also suitable to
various identity related applications [15-18, 47].

In [42], Sahai and Waters first introduced the notion of fuzzy identity-based encryption (FIBE) allowing
for a certadin amount of error-tolerance in the identities. In an FIBE, identities are regarded as a set of
descriptive ‘attributes instead of a string of characters in standard IBE system, and a user with the private
key associateéd with an attribute set w is able to decrypt a ciphertext encrypted with the public key w’ if
and onlyif the distance between w and w’ is bounded by a predefined threshold. Since then, FIBE became
an active research field and many related concepts were proposed, such as predicate encryption [29], hidden-
vector encryption [12]. In recent years, the generalized concept of functional encryption (FE) [11] has been

developed for providing stronger functionality. However, generic FE is still computationally expensive for



practical usage. For improving the efficiency of FE, many FE with special functionality was proposed, such
as inner-product [3, 4, 6, 30], threshold [5], garbled circuits [21], and regular languages [50].

Due to the uniqueness and the physical property, biometric features of human beings have been intro-
duced to cryptography research community for encryption [26, 38, 43, 44, 48], digital signature [20, 27],
authentication [28, 32, 34], identification [19, 51], access control [36, 37], and other security areas [14, 25,
31, 33, 35]. However, these solutions for embedding biometrics are based on the Hamming distance, and
they are not applicable for many real situations those employ more practical similarity measurements, such
as Euclid distance, Mahalanobis distance. In [22] and [23], a biometric identity-based encryption (BIBE)
scheme based on Mahalanobis distance was proposed, which treats biometrics as public information and the
private keys are generated from biometric information and a master secret key. Howewer, their scheme has
higher scale factor and long ciphertext, which is not applicable for the network-limited situation. In this
paper, our goal is to design a BIBE that has lower scale factor and shert ciphertéxt. Besides, our proposal

achieves the indistinguishable against selective identity, chosen-plaintext attack (IND-sID-CPA).

3. Notations and preliminaries

We give notations, preliminaries, definitions of the key concepts used throughout the paper. Also,
we present the threat model in which we analyse(the sécurity of our proposed biometric identity-based

encryption.

3.1. Notations

Let N denote the set of natural numbers, R be the set of real numbers, Z, be a finite field of prime order
p and [n] be the set {1,2,--- ,n}AIf n'e N then {0,1}" denotes the set of n-bit strings, and {0,1}* is the
set of all bit strings. The empty string’is denoted as . If S is a set, then by a &S we denote that a is
sampled uniformly from S Tf\A is an algorithm, then by y + A(z) we denote that a deterministic algorithm
A on input x outputs; and by y £ A(x), we denote that the algorithm A is probabilistic. By d(Z, ¥) and

(Z, ), we denote the Mahalanobis distance and the inner-product of two vectors Z and ¥, respectively.

3.2. Preliminaries
3.2.1. Mahalanobis distance

The:Mahalanobis distance is a measure of the distance between two vectors in a multi-dimensional space.
Let & =\(2z1, - ,2p) and ¥ = (y1, -, yn) be two n-dimension vectors sampled from same distribution with
covariance matrix F, which is a symmetric matrix. Suppose all values are from the real number space R.

The Mahalanobis distance is defined as

At (2.9)? = \/ (@~ HTF-1(F — §) (1)

2For simplicity, we only use d(Z, %) to denote the Mahalanobis distance throughout this paper.
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where ¥ — ¢ = (v1 — Y1, -+ ,¥n — Yn) and F~! is the inverse of F. Without loss of generality, F~! is also a

symmetric matrix and we define the F~1 as

ai,1 ai2 -+ Q1n
Pl a1 a2 -+ Q2n
Gn,1  Qan2 o Qpon

where a; ; = a;; for all 1 < 4,7 < n due to the symmetry of the covariance matrix £, If the covariance
matrix is the identity matrix, the Mahalanobis distance reduces to the Euclidean distance. If'the covariance

matrix is diagonal, then the resulting distance measure is called a weighted Euélidean. distance.

3.2.2. Bilinear map
Bilinear map [10] is a cryptographic tool, which has been used for amumber of cryptographic construc-
tions. Let G and G be two multiplicative cyclic groups with the(same ‘prime order p of size x and g be the

generator of G. A bilinear map e is a map e : G x G — G with, thedfellowing properties:

o Computability: there exists a polynomial time algorithmfor computing map e efficiently;
e Bilinearity: for all u,v € G and a,b € Z,, e(u%2°) = e(u,v);
e Non-degeneracy: there exist g1 and go such that e(gy,g2) # 1

The bilinear decision Diffie-Hellman, exponent (BDDHE) problem in groups (G,Gr) is: given a tu-
_ 1

ple (g,gal,ga2,~- g 1,g"‘n e ,go‘zn,h, z), to decide whether z = e(g,h)®" holds. We say that a
polynomial-time adversary A lias advantage € in solving the BDDHE problem in groups (G, Gr) if

n—1 n+1 2n n—1 n+1 2n

’PT[A(ga"'vga ,ga 7"'7ga 7h72):1:|_Pr|:A(g7"'vga 7ga ’_._7904 7h:e(gvh)an):1:|‘>€

where the probability is taken over the randomly chosen «, h, z and the random bits by A.
BDDHE assumption. We say that (¢,¢)-BDDHE assumption holds in groups (G,Gr) if no t-time
adversary has the advantage at least € in solving the BDDHE problem.

4. Communication model and definitions

4.1. Communication model

First, we give the communication model of biometric identity-based encryption (BIBE), which is shown
in Figure 2. Our BIBE is based on distance-based encryption (DBE) that consists of four probabilistic or

deterministic polynomial algorithms DBE = (Setup, KeyGen, Enc, Dec). There are three roles involved
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Figure 2: Communication model of biometric identity-based encryption.

in biometric identity-based cryptosystem: sender, receiver and private key generatory(PKG). First, PKG
invokes algorithm Setup and outputs a master public key mpk, a master secret{key msk, and a threshold
parameter t. Master public key and master secret key are called public key and master key for short in our
subsequent statement respectively. On the receiver’s side, the receiveratakes a biometric trait (biometric
1) and outputs a feature vector § by an image processing procedure. “Then the receiver sends i to PKG
and PKG runs algorithm KeyGen to generate a private key sky for decryption. After that, the sender takes
another biometric trait (biometric 2) and outputs a feature vector,Z bysthe same image processing procedure,
then encrypts the message m to a ciphertext ¢ using the algorithm Enc by taking Z and a threshold ¢ as
inputs. Finally, the receiver tries to decrypt the ciphertextic tsing algorithm Dec by taking sky and the
same threshold ¢ as inputs.

Another role shown in Figure 2 is the adversary, with the goal to recover the message m or private key
sky of the receiver. In BIBE, the adversary has the ability to eavesdrop the communication between the
sender and the receiver, to register a“private key from PKG. For simplicity, we also assume that all the
communication among the senderdand/the réceiver are authenticated.

Compared to the model in}[22], heré the communication model has been improved. In the model in
[22], the encryptor determines the threshold parameter. If the encryptor set a large threshold unconsciously,
the probability of attacking'the ciphertext by adversary may be increased. In our model, the threshold is
predefined by the PKG/and then anyone in the BIBE cryptosystem knows the threshold. Specifically, in the
construction offour proposed DBE, the threshold serves as an input only in decryption algorithm but not
encryptiond this overcomes the above weakness because the sender cannot set the threshold on their own to

increase the,probability of being attacked by adversary.

4.2. Definitions and security model

Here we provide the related definitions and security model. Informally in the DBE, the encryption, by
taking a vector  and message M as input, outputs the corresponding ciphertext C'T'; the decryption, by
taking vector ¢ as the private key and a threshold ¢, outputs the message M if and only if d(Z,¥) < t.

First, we define the DBE formally in the following:



Definition 1. (Distance-based encryption)

1. (mpk, msk,t) £ Setup(k,n, F'): The Setup algorithm is a probabilistic algorithm, which takes as
input the security parameter x and the distance parameter (n, F') and outputs a public key mpk, a
master key msk and a threshold ¢.

2. sky £ KeyGen(msk, 77): The KeyGen algorithm is a probabilistic algorithm, which takes as input the
master key msk and a n-dimension vector i and outputs a private key sk;.

3. 0T & Enc(mpk,Z,m): The Enc algorithm is a probabilistic algorithm, which fakes as input the
public key mpk, a n-dimension vector & and a message m, and outputs a ciphertext C7.

4. {m, L} < Dec(mpk, skg,t,CT): The Dec algorithm is a deterministic algorithm, which takes as input
the public key mpk, private key sky, threshold ¢ and the ciphertext C7T, andieutputs the message m
if and only if d(Z, ) < t. Otherwise, it simply outputs L.

Correctness: For any pair of master key and public key (mpk, msk) tuis Setup(k,n, F), any private key
sky i KeyGen(msk, ), any message m and any ciphertext C'T’ & Enc(mpk, &, m), the following condition
holds:
m, it d(Z,y) <t
Dec(mpk, skg, t,CT) =
pid if d(Z,9) >t
We now describe the security model of DBE i.e. selective identity, adaptive chosen-plaintext attack (IND-
sID-CPA). The security model requires that an‘adversary cannot distinguish which message is encrypted

under well-defined security game.

First, we provide the key extraction oracle to the selective identity adversary:

e Key Extraction Oracle @k (7). % The adversary can issue a polynomial number of queries ¢ to the
challenger, and thensthe challenger responds by running algorithm KeyGen to generate a private key

sky corresponding to Wector ¢. Finally, the challenger sends the private key sky to the adversary.

Then, we define*the’IND-sID-CPA of DBE by a game between the adversary and the challenger, which

is described formally as the following five phases.

Definition 2. (IND-sID-CPA in distance-based encryption)

1. Sepup: The challenger first runs the Setup algorithm to generate master parameters and threshold t,
gives mpk and threshold ¢ to the adversary and keeps msk by itself. At the same time, the adversary
determines a vector & for the challenge in the following stage and then sends it to the challenger.

2. Query 1: The adversary can issue a polynomial number of queries to the oracles Ok (7). But it is

required that d(Z,y) > t holds for all queried .



3. Challenge: The adversary determines two messages mg and mj and sends to the challenger. Then
the challenger chooses a bit b s {0,1}, encrypts m; to a ciphertext CT™* under the pre-determined
identity vector & and sends it to the adversary.

4. Query 2: The adversary can issue a polynomial number of queries to the oracles Ok (%) as in Query 1
and it is also required that d(Z, %) > ¢ holds for all queried ¥.

5. Guess: The adversary outputs a guess bit o', and wins the game if b’ = b.

The advantage of A is defined as Pr[b’ = b] — 1.
A DBE is (T, gx, ¢) IND-sID-CPA secure if for all T' polynomial time adversaries‘who make at most g

queries to the oracle Ok (+), they only have a negligible advantage € in the above’game.

Next, we define the Inner-Product Encryption (IPE), which serves as fa supportive mechanism in our
DBE. An IPE scheme also includes four probabilistic or deterministic pelynomial.algorithms IPE = (ISetup,
IKeyGen, IEnc, IDec). Unlike the definition in DBE, the receiver in“IPE decrypts successfully if and only if

the inner-product of two vectors equals to zero. Formally, IPE iS'defined as follows:

Definition 3. (Inner-product encryption)

1. (impk,imsk) £ ISetup(k,n): The Setup algorithm iswa,probabilistic algorithm, which takes as input
the security parameter x and the dimension parameter n, and outputs a public key impk and a master
key imsk.

2. iskz s IKeyGen(imsk, Z): The KeyGen algorithm is a probabilistic algorithm, which takes as input
the master key imsk and a n-dimension vector Z" and outputs a private key isks.

3. 10T & IEnc(impk, W, m):”The/Eng ‘algorithm is a probabilistic algorithm, which takes as input the
public key impk, a n-dimension yector w and a message m, and outputs a ciphertext ICT.

4. {m, L} < IDec(impk,iskz, ICT): The Dec algorithm is a deterministic algorithm, which takes as
input the publi¢ key impk, private key i¢skz and the ciphertext ICT, and outputs the message m if
and only if {w, Z).= 0¢ Otherwise, it simply outputs L.

Correctness:»For, any/pair of master key and public key (impk,imsk) i ISetup(k,n), any private key
iskz £ IKeyGen(imsk, Z), any message m and ciphertext ICT £ IEnc(impk, W, m), the following condition
holds:
m, if (w,2) =0
IDec(impk, iskz, ICT) =
1, if (w0,2) #0
We now describe the IND-sID-CPA security model of IPE. The security model requires that an adversary

cannot distinguish which message is encrypted under well-defined security game.

First, we provide the key extraction oracle to the selective identity adversary:



e Key Extraction Oracle Ori(Z). The adversary can issue a polynomial number of queries Z' to the
challenger, and then the challenger responds by running algorithm IKeyGen to generate a private key

iskz corresponding to vector Z. Finally, the challenger sends the private key skz to the adversary.

Then, we define the IND-sID-CPA of IPE by a game between the adversary and the challenger, which

is described formally as the following five phases.

Definition 4. (IND-sID-CPA in inner-product encryption)

1. Setup: The challenger first runs the ISetup algorithm to generate master parameters, gives impk to
to the adversary and keeps imsk by itself. At the same time, the adversary/determines a vector w for
the challenge in the following stage and then sends it to the challenger.

2. Query 1: The adversary can issue a polynomial number of queries to, the oracles O;k(2). But it is
required that (@, Z) # 0 holds for all queried Z.

3. Challenge: The adversary determines two messages m{ and mj and“sends them to challenger. Then
the challenger chooses a bit b £ {0, 1}, encrypts mj to“aciphertext JCT* under the pre-determined
identity vector w and sends it to the adversary.

4. Query 2: The adversary can issue a polynomial number of queries to the oracles Ori (Z) as in Query

1 and it is also required that (@, Z) # 0 holds for all queried Z.

5. Guess: The adversary outputs a guess bit b'pand wins the game if b = b.

The advantage of A is defined as Pr[b’ =] 1.
A TPE is (T, qx, €) IND-sID-CPAssecure if for all T' polynomial time adversaries who make at most g

queries to the oracle Ok (-), they only have a negligible advantage € in the above game.

5. Constructions

In this section, e showjhow to construct a DBE from an IPE in a generic way. We first give a vector
transformation fvith small scale (the scale factor in [23] is about twice of ours). Then we present an IPE
with IND-sID-CPA security. Finally, we construct a DBE scheme with short ciphertext by employing the
proposed IPE as the black box.

5.1. Vector'transformation with small scale factor

In DBE, we consider the Mahalanobis distance d(Z, %) of two vectors & and ¢, while in IPE we are
interested in the inner-product (w, Z) of two vectors @ and Z. Therefore, we require to find two « and Z
such that its inner-product (w0, Z) can be used to express the Mahalanobis distance d(Z, %) in DBE. Before

we describe the details for vector transformation, we first give the definition of scale factor as follows:

10



Definition 5. (Scale factor)
If a distance of two dj-dimension vectors can be represented by the inner-product of two ds-dimension

vectors, then the scale factor n is defined as n = z—f.

Now, we present the vector transformations based on the Equation (1) of Mahalanobis distance. As in
[23], we also use the squared distance and the squared Mahalanobis distance can be denoted alternatively

as

d(@,9) = Z aij(zi —yi)(xj —y;) (2)

1<i,j<n
Then, we have
Az ) = Y i@y — ziy; — v+ yiy;)
1<i,j<n
= Y agmmit Y —ai(ay £

1<i,j<n 1<i,j<n

+ E @i,5YiYj

1<i,j<n

Now we analyze the coefficient of x;y; from two cases. Cage 1): when i # j, because z;y; appears twice
in the above equation, —a; j(z;y; + z;v;) and —a; ;(z;y:+%sy;); then the coefficient of z;y; is —(a; ; + a;;)-
Due to the symmetric a; ; = a;;, the coefficient of @;y; is —2a; ;. Case 2): when i = j, the coefficient of
x;y; is —2a;; because —a; j(2:y; + x;Yi) = —2a;5@;&;. 'Thus, we have

d(f, g) = Z ai7inIj + Z 720@7]‘1‘1‘3/]’

1<i,g<n 1<i,j<n

- Z @i,YiYj

1<i,j<n
Let X, Y, a;(§) be defined as follows

X = E A; LT 5

1<i,j<n

Y = Z @i,jYiY;

1<i,j<n

and .
£i§) =Y —2ai ;
j=1

Then, we obtain that



where @ and Z are two (n + 2)-dimension vectors that are defined as
w:(xth,"'axnaX?l) (3)

and
Z= (fl(g),f2(g)a 7fn(g)a1’y) (4)

Since that the DBE decrypts successfully when d(Z, %) < t, but the IPE requires that (1)z) = 0. For
adapting the IPE to DBE we should relax the IPE to decrypt when (), 2) < t. It mean$ that at least one
of the following holds (w, Z5) = 0, where

25:(f1(g))f2(g)7 7fn(?~7)alay_5) (5)
and d € [0,¢]. Then we have 3§ € [0,¢] such that
<U_;755> = <U_jv'g> _5:d(fvg)_5 (6)

Thus we have 6 = d(&, ).

As Z5, we also define the ws as follows:
11_)’5:(581,%2,"’,1'”,)(75,1) (7)

Form above, we know Mahalanobis distance_ofstwo n-dimension vectors can be denoted by the inner-

product of two (n + 2)-dimension vectorssand we define the scale factor as in Definition 5. Thus, the scale

factor n in our work is 7 = %2 while'in [23] the scale factor is 7 = 222 Although, in [22], their scale
factor is also ”TH, but they leveraged a \Euclidean distance in their work, which is just a special case of
Mahalanobis distance.

However, for adopting’the Mahalanobis distance, two aspects must be taken into consideration: 1) All
the parameters Z, ¥, ! in'the Mahalanobis distance should be integers. If the parameters are decimal, as
in [23], we can adjust@ll values to integers by right shifting the decimal points. 2) The distance should be

an integer and we hence ‘adopt the squared Mahalanobis distance in the construction of DBE. In this paper,

for simplicity, we directly assume all values of the defined parameters and distance to be integers.

5.2. IPEwwith short ciphertext

In this part, we propose a new IPE with IND-sID-CPA security. For simplicity, we only present the
construction of n-dimension instead of a (n + 2) dimension. This is because it can be extended to a (n + 2)
dimension straightforwardly and then followed by applying to DBE directly.

We first demonstrate the principal difference of our IPE and the IPE in [23] in a high level view. Let &

be the system parameter, @ and Z' be the identity vectors for encryption and decryption, respectively. The
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IPE in [23] basically uses Equation (8) to evaluate the inner-product (W, Z), where (&, Z) is embedded into
private key and w + & is embedded into ciphertext, so it results in short private key but long ciphertext.
Our IPE in a high level has the form as shown in Equation (9), where Z+ & is embedded into private key
and (@, W) is embedded into ciphertext, therefore our IPE has short ciphertext but long private key.
(0,2) = (W +d,2) — (d,7) (8)
(0, 2) = (Z+ a,w) — (@, ) 9)
Construction 1. (Inner-product encryption)
1. (impk,imsk) & ISetup(x,n):
(a) Choose group parameters (G, Gr, g, p, e), where G and Gt are two groups)with k-bit prime order
p, and g is a generator of group G.
(b) Choose 7, 8,7, a; <= Z, for all i € [n].
(c) Compute g; = g% for all i € [n], v = ¢, and u = e(g; g)7.
(d) Return impk = (n,G,Gr, g,p,e€, [gi],v,u,g") and imsk= (g7). 3
2. isky <& IKeyGen(imsk, 2):
(a) Choose t Rid Ly,.
(b) Compute isk; = gt, iskl = (¢"7%g;)* for all'ie [n] and isks = g7v'.
(c) Return iskz = (isky, [iskd], isks).
3. 10T & IEnc(impk, W, m):
(a) Choose s & Z,, and compute Cy = u® - m and Cy = g°.
(b) Compute C5 = (v ]_n[ 9:" ).
(¢) Return ICT = (C’;,:102, C3):
4. {m, L} < IDec(impk, iskz, ICT):
(a) Computele; = e(isks - ﬁ (iskd)wi, Cy).
(b) Compute e =ve(isky, 61'3

(c) Returnn = C - ey ' - eo.

Correctness.”We show that the decryption is correct if the inner-product (@, 2) = 0. If (), Z) = 0, then

3For simplicity, [g;] denotes the set {g1,92, -+ ,gn} and we use the same manner to represent the notations, such as [a],
(Ci].
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ACCEPTED MANUSCRIPT

we have

=1
= e(H((g"z‘g)t)w’,gs)
= e([Jg" %) . 9)*

(w

= e(g"?, g) (gt g)*
= e(g,9)"") - e(g, g)* N
el = e(isks, Cy)
= e(g"0v",g°)
= e(g"(¢").9°)
_ 6(g,g)sr+5tﬂ
€y = €(i8k1,03)

<

stfB+st-(w,a)

Since that e; %}and then it is clear that C; - 61_1 - eo = m. It completes the correctness proof.

5.3. DBE iphertext

e(9,9)

In this'section, we construct a new DBE with short ciphertext using the proposed IPE. Suppose the IPE
schem ple of four algorithms (ISetup, IKeyGen, IEnc, IDec) as constructed in Section 5.2. With the

vector transformation in Section 5.1, we now present our construction of DBE as follows.

Construction 2. (Distance-based encryption)

1. (mpk,msk,t) £ Setup(k, n, F):

(a) Run algorithm (impk, imsk) ria ISetup(k,n).
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(b) Choose a reasonable threshold t according to F' and n.*
(¢) Return mpk = (impk, F,n), msk = imsk and t.

2. sky £ KeyGen(msk, §):
(a)

(b) Run algorithm iskz, s IKeyGen(imsk, Zs) for 6 =0,1,2,3,--- ,t.
(c) Return sky = {iskz, : 6 =0,1,2,3,--- ,t}.

3. cT & Enc(mpk, Z,m):

Compute vector Z from ¢ by Equation (4).

(a) Compute vector @ from Z by Equation (3).
(b) Run algorithm ICT £ IEnc(impk, @, m).
(¢) Return CT = ICT.
4. {m, L} < Dec(mpk, sky, CT):
(a) Compute 0 = d(Z,¥).
(b) If 6 € [0,¢], extract iskz, from sky, and then running the decryption algorithm

m’ = IDec(impk,iskz, , ICT)
(c¢) Else output L.

Correctness. We show that the decryption is cerrect when the Mahalanobis distance d(Z, %) < t. In the
decryption, IDec algorithm is employed to decrypt the ciphertext. IDec can decrypt correctly, which implies
that our DBE decrypts correctly. From Equationy(6) we have

(ns) = d(Z,5) — 6 =0 —6=0

Therefore we show (W, Z5) = 0, #hich completes the proof.

6. Security analysis

In this section, we/analyze the security of our DBE and show that our DBE captures the provable

semantic security by security reduction, which is presented in a high level view as follows
BDDHE <, z-IPE <, IPE <, DBE (10)

where \<,, isythe hardness reduction, z-IPE denotes the selectively secure zero IPE proposed in [7], which
is selectively secure under the Bilinear Decision Diffie-Hellman Exponent assumption (BDDHE). We first
proof that our proposed IPE captures the same security level as z-IPE achieves, then we proof that our DBE

captures the same security level as our proposed IPE achieves.

4The method to chose a reasonable threshold is not the core work of this paper and it has been studied extensively in the

pattern recognition community.
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6.1. Security analysis of IPE

In the following Theorem 1, we prove that our IPE captures the same security level as z-IPE achieves.

This implies that our proposed IPE is selectively secure under the BDDHE assumption.

Theorem 1. Let A be a selective (n,T,qx,€)-adversary on our n-dimension IPE with a non-negligible
advantage €, then there is a (n + 1,T", ¢}, € )-adversary B can break (n + 1)-dimension IPE with another

non-negligible advantage €, where T' = T, q;. = q, and € =e.

Challenger IND-sID-CPA of z-IPE B IND-sID-CPA of IPE A
9,9%, [g%] for i = 0,1, n,e(g,9)* , ;
g,v=g",[g; = g“).u=¢e(g,9)* g" =4 0
Setup . W= {wy,wo, -+, Wy}
w = {0,wy,ws, -, wy}
B Z={z1,22( - %n}
2 ={1,z1,20, -, 2n}
Query 1 Do = g, Dy = goteot [K; = (g~ go')]
isky = Do, lisky = Kj),isks = Dy
mg,mi
mg, mi
Challenge By = mie(g, g)**, By = <gm,g<z;r,&’>)s,E2 =g
Cy = Fy,Co = E1,C3 = s
- Z={z1,2 Zn}
2= {1, 21,280z
Query 2 Dy = g', Dy = g%Heot [K; = (g7 g*")t]
isky = Dy, [isk} = Ki,isks = D
%
Guess v

Figure'3: High-level illustration of the security proof of inner-product encryption.

Proof. Let Abe the attacker that breaks the semantic security game of our IPE with € advantage in T" time
after at most ¢ queries to Ok . Then we can build an adversary B that uses A as a block box and breaks
the semantic security of z-IPE with advantage ¢’ = €. B’s goal is to win the semantic security game of z-IPE
and B interacts with A as follows, which has also been depicted in Figure 3. Please note that 55 serves as not
only the adversary in the semantic security game of z-IPE, but also the simulator in the semantic security

game of our proposal IPE.

1. Setup: The challenger first runs the Setup algorithm of z-IPE to generate master parameters, then

gives public parameter g, g*°, [gai‘] for i =0,1,---,n and e(g,g)* to B and keeps g by itself. Let
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o = {af,a), - ,al}, then B sets the impk as follows: g; = g% fori = 1,---,n, v =g, u =
e(g,9)*, and g" = g~ where a; = o fori=1,---,n, = ay v=aand n = —aqf all are the
unknown secret from public parameter of z-IPE. Let & = {a1, a2, -+ ,ay,}, then B gives the public
information to adversary A. The adversary A determines a vector & and then sends it to B. B sets
w = {0, w1, ,w,} and gives w' to the challenger. Please note that the game in z-IPE is n + 1
dimensions and the game in our IPE is n dimensions.

2. Query 1: The adversary A can issue a polynomial number of queries to the oracles Or(2). It is
required that (w0, Z) # 0 holds for all queried Z. B serves as the oracle and responses the private key as
follows: If the adversary submits a query Z to key extraction oracle Ok (2), B.firstiobtains the vector
2 from Z by setting 2 = (1,21,29, -+ ,2,) and sends 2 to the challenger. " Thensthe challenger runs
key extraction algorithm of z-IPE and sends the private key of 2 to Bl Let Dy = gt, D1 = g®t®ot and
K; = (g_%zig""/i)t for i = 1,--- ,n be the private key. B can simulate the"private key of vector zZ' by
setting isk; = Dy, iski = K; for i = 1,--- ,n and isks = D;. Einally, B sends the private key to A.
In this private key simulation, ¢ is uniformly random in Z, and the adversary cannot gain additional
information beyond the private key.

3. Challenge: The adversary A determines two messages m§,and mj. Then A sends them to B. B gives
mg, mj to the challenger. The challenger chooses a/bit b £ {0, 1}, encrypts m; to the ciphertext C;,
and sends it to B. Let Cy = (Ey, E1, E2), where Eg = m; - e(g,9)**, E1 = (g“0g<7‘?"‘;'>)s and Fy = ¢°.
Then B sets the ciphertext ICT} as follows: € = Ey, Co = E; = (ga0g<“;"‘;/>)s = (gPglPa)ys =
(v ﬁ g;"")° and C3 = Es. Finally,/B responds A with ICT}".

4. Quze:rly 2: The adversary can iSsue a'polynomial number of queries to the oracle Ok (Z) as he does in
Query 1. Tt is also required-that (w,Z) # 0 holds for all queried Z. B answers the queries in the same
manner with what he does'in Query 1.

5. Guess: The adversaty A outputs a guess bit &’ to B and B bets b'.

If A can breakthe/Semantic security of our proposed IPE with a non-negligible advantage €, then B
also can distinguish the ciphertexts of m{ and mj with a non-negligible advantage ¢ = € in the security
game of zIPE. Ttuisclear that ¢}, = g, and T" = T because at cach time the adversary queries the key
extraction‘oracle/in IPE, B has to query the corresponding key extraction oracle in z-IPE. This completes

the proof. O

6.2. Security analysis of DBE

Theorem 2. Let A be a (T, qx, €)-adversary that can attack our proposed DBE with a non-negligible advan-
tage €. Then there is a (T", q},, €')-adversary that can attack our IPE with another non-negligible advantage

€, where T' = (t+1)-T, q;, = (t +1) - gx and €’ = ¢, where t is the threshold parameter in DBE.
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ACCEPTED MANUSCRIPT

mpk = (impk, Ft)

&
-s1D- %

Challenger
IND-sID-CPA of IPE
impk
Setup
w
{%0, 21, 2}
Query 1

{iskz,,isksz,,--- iskz}

Query 2

sky = {iskz,, iskz,--- iskz}

Figure 4¢ High-level illustration of the security proof of distance-based encryption.
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Proof. Let A be the attacker that breaks the IND-sID-CPA security game of distance-based encryption
with € advantage in T time after at most g; queries to Ok, at most g4 queries to Op. Then we build an
adversary B that uses A as a block box and breaks the semantic security of our IPE with advantage ¢ = e.
B’s goal is to decide which message, m{ or mj, is encrypted in the IND-sID-CPA security game of IPE. B
interacts with A in the security game as follows, which has also been depicted in Figure 4. Please note that
B serves as not only the adversary in the IND-sID-CPA security game of IPE, but also the challenger in the
IND-sID-CPA security game of DBE.

1. Setup: The challenger first runs the ISetup algorithm to generate master parameters, gives impk to
B, and keeps imsk by itself. Then B chooses the appropriate parameters/Covarianee matrix F and
threshold ¢, and sends mpk = (impk, F,t) to A. After that, A determines a vector * for challenge
and then sends it to B. Finally, B transforms & to @ by Equation (3) and sehds & to the challenger.

2. Query 1: The adversary can issue a polynomial number of queries,tosthe oracle Ok (¢), which requires
that d(Z,y) > t. The oracle is defined in the following procedures, Ifthe adversary submits a query i
to key extraction oracle Ok (%), B first obtains the vector, Z5 for.each 0 < § < ¢ from ¥ by Equation
(5) and sends them to oracle Ok (%). Then the challengerruns algorithm IKeyGen ¢ + 1 times and
sends the private keys [iskz] to B. Finally, B setsusky = {iskz, : § = 0,1,2,3,--- ,t} and responds
isky to A.

3. Challenge: The adversary A determines4wo, messages m(, and mj. Then A sends them to B. B gives
mg, mj to the challenger. The challenger chooses a bit b £ {0,1}, encrypts m; to the ciphertext
ICT, and sends it to B. Then B sends the ciphertext CT;" = ICT}" to the adversary.

4. Query 2: The adversary candissue a polynomial number of queries to the oracle Ok (%) as he does in
Query 1. It is also requiréd thatid(Z, ) > t holds for all queried 3. B answers the queries in the same
manner with what hesdoes imQuery 1.

5. Guess: The adversaryfoutputs a guess bit b’ to B and B outputs b’.

If A can break*the security of the DBE with a non-negligible advantage ¢, then B also can distinguish
the ciphertexts'of m§ and mj with a non-negligible advantage ¢/ = e. Now we analyze the complexity of A
from abové interaction. Since that in the key extraction oracle of DBE, the adversary B queries the Ojg (%)
(t + 1) timespso we have ¢;, = (¢t + 1) - g and 7" =~ (¢t + 1) - T, where ¢ is the threshold parameter. This
completes the proof. O

7. Optimization on DBE with short key

In this section, we further optimize our proposed DBE. As we can see from the construction of DBE

in Section 5, it has short ciphertext; however it has long private key, which causes inconvenience for the
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decryptor in practice. This is because that the decryptor has to store all the private keys of the vector zj
by their own, and then accesses the corresponding decrypting key in the decryption algorithm.

To reduce the size of private key, we optimize our DBE by letting the decryptor calculate decrypting key
when it is necessary in the decryption algorithm. The optimized scheme is called optimized distance-based

encryption (ODBE). In detail, our proposed ODBE works as follows.

1. (mpk,msk,t) %l Setup(k,n, F):
(a) Run algorithm (impk,imsk) & ISetup(k, n).
(b) Choose a reasonable threshold ¢ according to F' and n.
(¢) Return mpk = (impk, F,n), msk = imsk and t.
2. isksz, £ KeyGen(msk, ¢, 6):
(a) Compute vector Z5 from ¢ and ¢ by Equation (5).
(b) Run algorithm iskz, %l IKeyGen(imsk, Zs).
(¢) Return iskz,.
3. 0T & Enc(mpk, Z, m):
(a) Compute vector @ from Z by Equation (3).
(b) Run algorithm ICT & IEnc(impk, W, m).
(¢) Return CT = ICT.
4. {m, L} < Dec(mpk,t,CT):
(a) Compute 0 = d(Z,¥).
(b) If § € [0, ], extracts iskz, by running KeyGen algorithm.
(c) Else return L.
(d) Run the decryption‘algorithm

m’ = IDec(impk, iskz,, ICT)

The ODBE may. deviate/the definition of DBE defined in Section 4.2 a little bit. However, it can maintain
the correctnessiand security. From the view of correctness, this strategy not only can ensure the correct
recovery of message by decryption algorithm, but also can save space cost of storing private key for the

decryptor atythe’same time. From the view of security, we have the following Theorem 3.
Theorem 3. Our ODBE scheme captures the same security level as the DBE scheme.

Proof. To show this, we prove that the views of the adversaries in our ODBE and our DBE are equivalent.

The view of arbitrary adversary A are defined as follows:

1. Public parameter mpk.

2. Private key iskz, from key extraction oracle.
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3. Challenged messages m{, and mj, and ciphertext C7T}".

Clearly, the views of 1) and 3) in DBE and ODBE are equivalent. The view of 2) is also equivalent in DBE
and ODBE. Because all the queries to the key extraction oracle are limited by d(Z, %) > ¢, so the views of

the adversaries in DBE and ODBE are equivalent. It completes the proof. O

8. Performance analysis

In this section, we present theoretical and experimental performance analysis of our/proposals.” First, we
theoretically analyze the asymptotic time and space complexities of each algorithm of\the proposed IPE,
and compare it with existing work. Then, we do the some thing for the propésed DBE and ODBE, and
compare it with the work in [23]. Finally, we implement our ODBE and the DBE in [23], and present an

experimental comparison between them.

8.1. Theoretical analysis

We denote by P a pairing computation, £ a modular exponentiation computation, M a multiplication

computation and H a hash computation. Let |G| be the length of one element in a paring group with a

prime group order, and |G¢| be the length of one element inwa paring group with a composite group order.

(For simplicity, we assume that |Z,| = |Gr| = |G| and |Z5| = |G| = |G*)

8.1.1. Inner-product encryption

We now compare our proposed IPE{scheme with previous work from two aspects: time complexity and

space complexity. Table 1 summarizes,the analytical results.

Table(1l: Comparison with previous inner-product encryption schemes

o] AT 1)y ] [40] | m ] [39] \ [39] | 23 | OurScheme
Setup @Cn+A)PE (4n+5)E | 25n+3)E+P | (n+11)E | (16n+3)E+P (16n + 3)& m+1DE+P|(n+2)E+P
Time KeyGen (4nl+ 1)R° | (13n 4+ 1)E (15n 4+ 2)& (4n +11)E nM (15n 4+ 9)& 2 +nM (2n + 3)&
Enc (4n +2)E° /| (12n 4 3)E (6n + 2)E (n+3)¢E (10n 4+ 8)& (4n + 2)E (2n + 2)& (n+3)&
Dec @Cn+1)P° | 4n+2)P |(bn—5)E+11P| nE+2P |4(n—1)E+ 9P |4(n —1)E+9P n& + 2P n€ + 2P
Master.Key |\(2n +4)|G°| | (8n + 6)|G]| (5n — 1)|G| (n+2)|G| | (10n + 14)|G| (10n + 14)|G| (n 4+ 1)|G| |G|
Space | Pl Key (2n +3)|G°| | 8n + 4)|G|| (10n—4)|G] |(n+12)|6]] (20n +21)|G| | (20n+21)|G] | (n+4)|G| | (n+3)G]|
Private Key [/(2n + 1)|G°| | (4n + 2)|G]| 11|G]| (n+1)|G]| (4n + 1)|G| 9|G| 2|G| (n +2)|G|
Ciphertext | (2n + 2)|G°| | (4n + 3)|G| (51 + 2)|G]| 3|G| 10|G| (4n + 2)|G]| (n + 2)|G| 3|G|

Time complexity. The Setup algorithm in our IPE requires n+2 modular exponentiation computations

and one pairing computation. The KeyGen algorithm requires 2n+ 3 modular exponentiation computations.

The Enc algorithm is dominated by n+3 modular exponentiation computations. The Dec algorithm requires

n modular exponentiation computations and two pairing computations.
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Space complexity. The master key imsk only consists of one group elements in G. The public key
impk is composed of n+ 3 group elements in G. Correspondingly, the size of private key is about (n + 2)|G|
, and the size of ciphertext is only three-element length in G.

Obviously, our IPE scheme has short ciphertext and it is suitable for network-limited application, while
the IPE in [23] has short private key and it is suitable for device-limited application. Although the schemes
in [7] and [39] also have short ciphertext, but our work outperforms their work in terms of other aspects,

such as the time costs of all algorithms and the space costs of master key and public key.

8.1.2. Distance-based encryption
We also compare our two DBE schemes with [23] from two aspects: time complexity and’space complexity.

Table 2 summarizes the analytical results.

Table 2: Comparison with previous distance-based encryptiomschemes

\ 23] | bpBe 7\] ODBE
Setup @2n+3)E+P (n+4ELP | (n+4)E+P
Time KeyGen | (ko + 1)(2€ +2nM) | (2n +7)tE 2n+ 7)€
Enc (lo+1)(4n+6)E (n+5)&E (n+5)E
Dec 2n€ + 2P (n +2)E+2P | (B3n+9)E + 2P
Master Key (2n + 3)|G| |G| |G|
Space Public Key (2n + 6)|G| (1 + 5)|G| (n +5)|G]
Private Key 2(ko + 1)|G| (n + 4)t|G| (n 4+ 4)|G|
Ciphertext | (lo +1)(2n+ 4)|G| 3|G| 3|G|

Time complexity. The Setup algotithm in our DBE and ODBE requires n +4 modular exponentiation
computations and one pairing computation: The KeyGen algorithm requires 2n 4+ 7 modular exponentiation
computations in ODBE, and it/Tequires (2n + 7)t modular exponentiation computations in our DBE. The
Enc algorithm in our DBE and ODBE is dominated by n+5 modular exponentiation computations. The Dec
algorithm requires 3n +9umodular exponentiation computations and two pairing computations in ODBE,
and it requires n +.2 modular exponentiation computations and two pairing computations in our DBE.

Space complexity. The master key in our DBE and ODBE only consists of one group element in G,
and the publie key in/our DBE and ODBE is composed of n + 3 group elements in G. The private key in
ODBE requires nH+4 elements in group G, and in our DBE it requires (n+4)t¢ elements in group G. Finally,
the sizewof ciphertexts in our DBE and ODBE is only three-element length in G.

Obviously, our DBE and ODBE schemes have short ciphertext and they are suitable for network-limited
application, while the DBE in [23] has short private key and it is suitable for device-limited application.
The time cost of our DBE and ODBE is also lower than that of the DBE in [23]. Besides, if [y is small such
that ko > "TH, the size of the private key in ODBE is asymptotically equal to that in [23].
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8.2. Ezxperimental analysis

We now evaluate the performance of our ODBE and the DBE in [23] experimentally. All the following
experiments are implemented in C++ programming language and are conducted on an Intel-based 15-2320
personal computer with 3GHz processor and 4GB RAM. In our experiments, we utilize the GNU multiple
precision arithmetic (GMP) library [1] and pairing based cryptography (PBC) library version 0.5.14 [2] to
do the pairing computation parameterized by a.param. All experimental results represent tlie mean of 10
trials.

We conduct two groups of experiments. First, we evaluate the time cost of each algorithm in our ODBE
and the DBE in [23], then in the second group experiment, we evaluate the spaceycost of the master key,
public key, private key, and the ciphertext respectively by varying the parameters ky“and t. We set the

security parameter £ = 1024 bits and the dimension of DBE n = 32 for all the following experiments.

8.2.1. Time cost evaluation

Time Cost (ms)

(b)

8000

1200

- (23
7000 Ours
1000 [
6000 [

800 [

5000

ms]

4000 - 600 [

Time Cost
Time Cost (ms)

3000
400 [
2000 -

200 [
1000 -

(c) (d)
Figure 5y/The time cost of each algorithm under different ¢. (a) The Setup algorithm. (b) The KeyGen algorithm. (c) The

Enc algorithm. (d) The Dec algorithm.

In this group of experiments, we evaluate the time cost of each algorithm when the threshold parameter
t is set to 32, 64, 96, - - -, 256, other parameters are set constant kg = 16, n = 32, and F is initialized with

a symmetric matrix. Figure 5 shows the experimental results. Observed from Figure 5(a), the time cost
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of our Setup algorithm is about half of that in [23]. The reason is that the scale factor in our scheme is
about 1.0, while it is 2.0 in [23]. For the algorithm KeyGen, our scheme has a slight cost than [23], which is
about 7ms. As shown in Figure 5(c), the threshold parameter ¢ does not influence the algorithm Enc in our
scheme, which just requires 160+ms for encryption; but in [23], the cost increases with the threshold and
requires at least 1000ms when ¢ = 32. In Figure 5(d), the decryption cost of both schemes is independent

with the increase of parameter threshold ¢, and cost of our scheme is about 180ms more than/hat in [23].
8.2.2. Space cost evaluation

Table 3: Space cost (KB) under different ¢

DBE in [23] Qurs
Algorithm
t=16 | t=32 | t=064 | t =128 | t =256 | t=16,32,64,128,256
Master key | 8.375 | 8375 | 8.375 8.375 8.375 0.125
Public key 8.5 8.5 8.5 8.5 8.5 4.625
Private Key | 4.25 4.25 4.25 4.25 4.25 4.5
Ciphertext 8.5 17 34 68 136 0.375
Table 4: Space cost\(KB) under different ko
DBE. in"[23] Ours
Algorithm
ko =32 | ko=064 | ko =128 | ko =256 | ko = 32,64, 128,256
Master key 8.375 8375 8.375 8.375 0.125
Public key 8.5 8.5 8.5 8.5 4.625
Private Key 8.25 16.25 32.25 64.25 4.5
Ciphertext 68 34 17 8.5 0.375

In this group~of experiments, we evaluate the space cost of master key, public key, private key, and
ciphertext respectively. We first set the threshold parameter ¢ from 16 to 256 by doubling ¢ and other
parameters constant, kg = 16, n = 32, and F' is initialized with a symmetric matrix. We then set the
parameter kg*from 32 to 256 by doubling kg and other parameters constant, ¢ = 256, n = 32, and F is
initialized with a symmetric matrix. Table 3 and Table 4 show the experimental results.

As shown in Table 3, with the change of parameter ¢, the space cost of master key, public key, and
ciphertext in our scheme keeps constant and it is lower than that of the scheme in [23], respectively. The
size of ciphertext grows exponentially in [23] and it requires at least 8.5KB when ¢ = 16, but our scheme only
requires 0.375KB. The size of private key in our scheme is 4.5KB and in [23] it is 4.25KB. Similar results
can be observed from Table 4. The space cost of our scheme keeps unchanged with the change of parameter
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ko. In [23], the master key and the public key are independent of ky. However, the size of private key grows
exponentially with the increasing of ky and it requires at least 8.25KB when kg = 32, which is still higher
than ours. The ciphertext size decreases exponentially with the parameter kg, but it is still much higher

than ours when k = 256.

8.2.8. Qwerall comparison

Finally, we normalize all eight indicators considered in our experiments (i.e. the time cost of Setup,
KeyGen, Enc, Dec and the space cost of master key, public key, private key, and ciphertext) into the range
[0.1, 10] by letting the best score be 10 and the worst score 0.1. Then we plot the radarychart of these
normalized eight indicators in Figure 6, which gives an overall comparison betweén our ODBE and the DBE
in [23]. The area size of the closed curve can be used to measure the overall performance of the scheme: the
larger, the better. Clearly, our scheme has a better overall performancethan.the work in [23].

Setup

Ciphertext KeyGen

7

Private Key i\/\ Enc

Public Key Dec

Master Key
—23] Ours

Figure 6: The radar chart of normalized eight indicators.

9. Conclusion

In this paper; we design a biometric identity-based encryption (BIBE) by constructing a time-saving and
space-saving distance-based encryption (DBE), where Mahalanobis distance serves as the measurement tool
for determining”whether two biometrics information belongs to the same user. Leveraging the symmetric
property” of ‘the covariance matrix, we build a vector transform between the DBE and the inner-product
encryption (IPE). We propose an inner product encryption (IPE) scheme that has short ciphertext. Based
on the IPE, we construct a provable-secure DBE with short ciphertext. Furthermore, we optimize the
proposed DBE such that it also has short private key, the optimized version is called ODBE. We prove
that the proposed IPE is secure under selective identity, adaptive chosen-plaintext attack (IND-sID-CPA),
and our DBE and ODBE capture the same security with the IPE according to the security reduction. Our
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theoretical analysis in terms of time, space and communication complexities shows the superiority of the

proposed IPE, DBE and ODBE over existing work, and our extensive experimental results validate the

theoretical analysis and demonstrate the effectiveness and efficiency of our proposal.
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