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Abstract

6LoWPAN has radically changed the IoT (Internet of Things) landscape by seeking to extend the use of IPv6 to smart and tiny
objects. Enabling efficient IPv6 communication over IEEE 802.15.4 LoWPAN radio links requires high end-to-end security rules.
The IEEE 802.15.4 MAC layer implements several security features offering hardware hop-by-hop protection for exchanged frames.
In order to provide end-to-end security, researchers focus on lightweighting variants of existing security solutions such as IPSec
that operates on the network layer. In this paper, we introduce a new security protocol referred to as ”6LowPSec”, providing
a propitious end-to-end security solution but functioning at the adaptation layer. 6LowPSec employs existing hardware security
features specified by the MAC security sublayer. A detailed campaign is presented that evaluates the performances of 6LowPSec
compared with the lightweight IPSec. Results prove the feasibility of an end-to-end hardware security solution for IoT, that operates
at the adaptation layer, without incurring much overhead.

Keywords: Internet of Things, 6LoWPAN, End-To-End Security, IPSec, IEEE 802.15.4, Routing Protocols

1. Introduction

The mash-up of captured data with retrieved Internet data
gives rise to new synergistic services that surpass the services
supported by isolated embedded systems. This new vision in-
troduced by the Internet of Things (IoT) allows IP communica-5

tion and interaction between objects possessing computing and
sensorial capabilities [1]. This lead to the definition of Low
Power and Lossy Networks (LLN) composed of a large num-
ber of constrained devices characterized by limited power and
memory processing, high loss rates, and short-range wireless10

communications [2][3].
With respect to all these constraints, defining appropriate

protocol stacks covering all aspects, from application to ra-
dio layer, has became a major concern of researchers and in-
dustrials. To address this need, the Internet Engineering Task15

Force (IETF) created the 6LoWPAN Working Group (IPv6 in
Low-Power Wireless Personal Area Networks) [4]to standard-
ize necessary adaptations of IPv6 for networks that use the
IEEE 802.15.4 physical and MAC layers [5].

Provision of an end-to-end security connection is key to en-20

sure fundamental functionalities. In fact, 6LoWPAN takes ad-
vantage of the strong AES-128 link-layer security mechanisms
provided by IEEE 802.15.4 [5], but this robust hardware solu-
tion is restricted to hop by hop security, i.e., end-to-end security
is managed by upper layers. End-to-End (E2E) security solu-25

tions protect communications between IP enabled sensors and
the traditional Internet.The 6LoWPAN Border Router (6LBR)
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[6] has the responsibility to interconnect the traditional Inter-
net with the LLN and to allow access to 6LoWPAN devices.
Thus, the 6LBR is the best part where one should implement30

E2E security features.
While IPSec [7] and Transport Layer Security (TLS) [8]

are mature and proven technologies in the world of the Inter-
net, their adaptation to the LoWPAN world is still a challenge.
These protocols require considerable amounts of resources and35

substantial overhead.
A protocol that compresses IPSec headers only in transport

mode is provided in [9][10][11]. This protocol implements the
route-over routing scheme. However, despite the compression,
this protocol remains unsuitable for constrained devices due to40

its overhead and heavy key establishment process i.e., the Inter-
net Key Exchange protocol (IKEv2) [12].

On the other hand, the use of DTLS (Datagram Transport-
Layer Security) to secure the CoAP (Constrained Application
Protocol) application layer raises many questions about its im-45

plementation and its usability in the real world is still unproven
[13][14]. The new design of DTLS for IoT requires the use of a
header compression scheme, which could compromise end-to-
end security properties provided by the original DTLS protocol.
Further, its handshake (for authentication and key agreement50

scheme, using ECC (Elliptic Curve Cryptography), is unsuit-
able for constrained devices due to the fragmentation of large
messages performed at the adaptation. This implies retransmis-
sion and reordering of DTLS handshake messages. In addition,
this solution does not support multicast communications, which55

is a major requirement in IoT environments.
The lack of authentication at the 6LoWPAN layer ren-

ders fragmentation mechanisms vulnerable despite some
lightweight defense mechanisms. In fact, there is a proposal

Preprint submitted to Journal of LATEX Templates January 31, 2018



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

to protect 6LowPAN networks against packet fragmentation at-60

tacks [15][16],
In this paper, we propose a new security solution, referred

to as 6LowPSec, implemented over the 6LoWPAN adaptation
layer of the Contiki OS, but running using the Mesh-under rout-
ing (LOADng) scheme. 6LowPSec benefits from the existing65

hardware security features of the IEEE 802.15.4 MAC layer.
Our goal is to prove the feasibility of our solution and to com-
pare its performance with that of lightweight IPSec solution.

The remainder of the paper is organized as follows. In sec-
tion II, we provide a brief survey on the work done so far on70

6LowPan Security as well as the routing methods. Section III
details the 6LowPSec security protocol. Performance evalua-
tion of 6LowPSec and a comparison with the lightweight IPSec
is presented in Section IV. In section V, we deal with security
and performance analysis of proposed protocol. Finally, con-75

clusions and perspectives are given in Section VI.

2. State of the art

The 6LoWPAN standard enables an efficient use of IPv6 over
low power and lossy networks [17]. The gateway device, gen-
erally the border router device, runs the fragmentation function80

and the header compression to forward 6LoWPAN packets be-
tween WSNs and the Internet [18]. Security is one of the ma-
jor issues that must be addressed for such networks [19][20].
Protecting internal communication between network nodes is
achieved thanks to the IEEE 802.15.4 security sublayer [21]85

while securing the communication between the LoWPAN and
IPv6 end devices is made using heavyweight legacy security
protocols such as lightweight IPSec or DTLS [22]. Routing is
one of the factors that may impact security, so we distinguish
two types of routing : mesh-under routing and route-over rout-90

ing [23].

2.1. 6LoWPAN Security

Security is a critical and costly trade-off for Low Power and
Lossy Networks (LLNs) [24][25].It can be handled at the link
layer, the network layer, and/or the application layer. IEEE95

802.15.4 security sublayer guarantees the protection of the
wireless medium defined as hop-by-hop security, whereas up-
per layers security is designed to achieve end-to-end security
between two distant equipments. Such networks will be open
to many security threats related to the Internet as well as the lo-100

cal network itself [26][27].Thus providing security using cryp-
tography techniques is required to provide anonymity, privacy
confidentiality, and integrity to the communicating IoT devices.

2.1.1. IEEE 802.15.4 security
Link layer security is implemented between the MAC and105

the network layer, referred to as the IEEE 802.15.4 security
sublayer [5][28]. All the IEEE 802.15.4 frames are crypto-
graphically protected in order to ensure integrity, authentica-
tion, freshness, and optionally confidentiality. The general for-
mat of the IEEE 802.15.4 frame is depicted in Figure1.The110

Frame Control field is depicted in Figure2.

Octets:2 1 0/2 0/2/8 0/2 0/2/8 0/5/6/10/14 Var. 2
Frame
Control

Sequence
Number

Destination PAN Id Destination Address Source PAN Id Source Address Auxiliary
Security Header

Frame
Payload

FCS
Addressing Fields

MHR MAC Payload MFR

Figure 1: IEEE 802.15.4 Frame Format

Bits:2 3 4 5 6 7-9 10-11 12-13 14-15

Frame
Security Frame AR PAN Id Reserved Destination Frame Source

type Enabled pending Compression Addressing Mode Version Addressing Mode

Figure 2: Frame Control Field

The Auxiliary Security Header field specifies security related
information [5]. This field is present only if the Security En-
abled field is set to one. The Auxiliary Security Header field has
a variable length and contains three subfields: Security Control,115

Frame Counter, and a Key Identifier (see Figure3).

Octets: 1 4 0/5/9
Security Control Frame Counter Key ID

Figure 3: Format of the auxiliary security header

The Security Control field provides information regarding
the type of protection to be applied to the frame. It contains
three subfields: Security Level, Key Identifier Mode, and a Re-
served field (see Figure 4).120

Bits: 0-2 3-4 5-7
Security Level Key Identification Mode Reserved

Figure 4: Security Control field format

The Security Level contains a value that indicates the level
of frame protection that is provided. This value can be set on a
frame-by-frame basis, allowing various security levels depend-
ing on application needs. The cryptographic protection offered
by the various security levels is given in Table 1. Note that re-125

play protection is provided for all security level values higher
than 0. Replay protection is provided by means of the Frame
Counter field.

Security
Security Level Security Data Data Encrypted Auth.

Level field bits 2 1 0 Attribute Confidentiality Authenticity Tag length (bytes)
0 000 None OFF NO 0
1 001 MIC-32 OFF YES 4
2 010 MIC-64 OFF YES 8
3 011 MIC-128 OFF YES 16
4 100 ENC ON NO 0
5 101 ENC-MIC-32 ON YES 4
6 110 ENC-MIC-64 ON YES 8
7 111 ENC-MIC-128 ON YES 16

Table 1: Security levels

The Key Identifier Mode field indicates whether the key can
be derived implicitly or explicitly. It is also used to indicate130
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the particular representations of the Key Identifier field if de-
rived explicitly. The Key Identifier Mode field is set to one of
the values given in Table 2. The Key Identifier field (Figure
5) of the Auxiliary Security Header is present only if the Key
Identifier Mode field has a value superior to 0x00.135

Key Identification
Mode

Key Identification
Mode bits 1 0

Description Key Id field length

0x00 00 Key is determined
implicitly from the
originator and recip-
ient of the frame as
per the header

0

0x01 01 Key is determined
from the Key index
field

1

0x02 10 Key is determined
explicitly from the
4octet Key source
field and Key index
field

5

0x03 11 Key is determined
explicitly from the
8octet Key source
field and Key index
field

9

Table 2: Values of the Key Identifier Mode field

The Key Source field indicates the originator of a group key,
where a group key is defined as a key that is known only to
a set of devices. If the Key Identifier Mode field indicates a
4 bytes Key Source field, then the Key Source field is in fact
the macPANId of the originator of the group key, right concate-140

nated with the macShortAddress of the originator of the group
key. Note that the macPANId is the identifier of the PAN on
which the device is operating. If the device is not associated to
a PAN, then the value of the macPANId is set to 0xFFFF. Fur-
ther, the macShortAddress is the address that the device uses to145

communicate in the PAN.
If the Key Identifier Mode field indicates an 8 bytes Key

Source field, then the Key Source field is set to the macEx-
tendedAddress (i.e., the IEEE address assigned to the device)
of the originator of the group key [3].150

Finally, the Key Index field allows unique identification of
different keys with the same originator. It is up to each key
originator to make sure that the actively used keys that it issues
have distinct key indices and that the key indices are all different
from 0x00.155

Octets: 0/4/8 1
Key Source Key Index

Figure 5: Format for the Key Identifier field, if present

We note that the included Figures 1,2,3,4, and 5 and Tables
1 and 2 respects the security specifications format of the IEEE
802.15.4 standard [5].

2.1.2. Lightweight IPSec
IPSec [7] offers integrity and optionally confidentiality of IP160

(v4 or v6) packets exchanged between two peers. It is per-

formed for devices which are not subject to severe restrictions
on battery life, memory allocation, processing and transmis-
sion. IPSec supports AH (Authentication Header) for authenti-
cating the IP header and ESP (Encapsulating Security Protocol)165

for authenticating and encrypting the payload.
Given the inherent constraints of 6LoWPAN networks, IPSec

may not be suitable to be used in such environment. IPSec in-
troduces additional overhead (AH or ESP) and requires more
bits to be transmitted, and thus more energy consumption. Fur-170

ther, IPSec involves two communicating peers to share a secret
key that is typically established dynamically with the Internet
Key Exchange (IKEv2) protocol[12]. Thus additional packet
overhead will be provoked by IKEv2 exchanges. All these cir-
cumstances leads us to lighten this security protocol in order to175

adapt it to such constrained networks.
Raza et al [29] proposed a compressed lightweight design,

implementation, and evaluation of 6LoWPAN extension for
IPSec that is based on already existing compression mecha-
nisms used for compressing IPv6 packets as HC13. In fact180

HC13 [30] offers context aware header compression mecha-
nisms: the LoWPAN IPHC (IPHC) encoding for IPv6 header
compression and the LoWPAN NHC (NHC) encoding for the
next header compression. This latter could be used to encode
AH and ESP extension headers. It is feasible to employ the AH185

and ESP header in combination, evidently the compressed AH
and ESP headers could be used in succession. The AH header
is identified by 1101 value in the NH ID, as for the ESP header
is identified by 1110.

Bit 0 1 2 3 4 5 6 7
LOWPAN NHC AH 1 1 0 1 PL SPI SN NH

Figure 6: LOWPAN NHC AH Encoding

Bit 0 1 2 3 4 5 6 7
LOWPAN NHC ESP 1 1 1 0 SPI SN - NH

Figure 7: LOWPAN NHC ESP Encoding

Figures 6 and 7 illustrate respectively the AH and ESP secu-190

rity extension headers compressed using NHC encoding. The
next header field specifies the transport layer protocol used by a
packet’s payload by indicating which extension header follows
such as TCP, UDP, ICMPv6. This field is reduced to two bits. In
both security headers, the sequence number field is reduced to195

two bytes, it ensures safety against replay attacks. Concerning
the Security Parameters Index (SPI) , which also compressed to
two bytes, is responsible for identifying the number of security
associations to which the packet belonged.

The payload length in the AH security header is limited to200

three bits given the restriction of the maximum payload size
available with 6LoWPAN. The size of authentication and pay-
load (encrypted) blocks is variable for both AH and ESP secu-
rity extensions.

In regards to the ESP specifications, the payload is preceded205

by an Initialization Vector of 8 bytes and succeeded by a vari-
able Integrity Check Value (ICV) field. The size of the later

3
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field depends on the encryption used algorithm and on the se-
curity level.The ability of efficiently applying different crypto-
graphic algorithms with different key sizes is considered one210

fundamental requirement for the successful usage of the new
compressed 6LoWPAN security headers.

This proposal is limited to the use of Internet pre-shared keys
and could be enhanced by the deployment of IPSec’s Internet
Key Exchange protocol (IKE). However the idea of compres-215

sion and appeasement of existing security protocols remains
limited and does not make sense when it is to dump efficient
protocol of its basic values.

2.2. Routing in 6LoWPAN Networks

Routing in 6LoWPAN networks is one of the biggest chal-220

lenge [31]. There are indubitable routing requirements needed
to be satisfied using 6LoWPAN routing protocol like sup-
porting various traffic patterns, diverse communication, scal-
ability, security performances, and distinct routing conditions.
6LoWPAN supports two routing modes: mesh-under and route-225

over [23]. In practice, mesh-under routing is reflected in
LOADng (6LoWPAN Ad Hoc On-Demand Distance Vector
Routing Next Generation) [32] and route-over routing is inter-
preted by RPL (Routing Protocol for Low Power and Lossy
Networks)[33].230

2.2.1. Route-over vs. Mesh-under
In mesh-under, the 6LoWPAN adaptation layer performs

routing, the network layer does not fulfill any IP routing [23].
The adaptation layer forwards frame fragments to the destina-
tion over multiple radio hops. Routing and forwarding are ac-235

complished at the link layer based on IEEE 802.15.4 header or
the 6LoWPAN header. To reach a particular destination, the
EUI 64 bit address or the 16 bit short address is used to for-
ward a fragment to a neighbour node. Multiple link layer hops
are sought as a single IP hop. In order to determine the source240

and the destination of a single IP hop within the PAN, 6LoW-
PAN employs the concept of originator and final address, re-
spectively.

IEEE
802.15.4
Header

1 0 1 F Hops Left
4 bits or
OxFF+8bits

Originator
Address 16 or
64 bits

Final Address
16 or 64 bits

Other 6LoW-
PAN Headers

Figure 8: 6LoWPAN Mesh header

The 6LoWPAN Mesh Header (4 - 5 bytes) is depicted in Fig-
ure 8. The Mesh header is used to encode the hop limit and the245

link layer source and destination of the packets. The values of
Originator (O bit) and the final destination (F bit) fields are set
to 1 if the address is 16 bits and 0 if the address is 64 bits. The
Hops left field is used to limit the number of hops between the
source and the destination.250

The Hops left field is typically coded on 4 bits allowing up
to 15 hops, which should be enough for a PAN. The value of
0xF is used to indicate that an extra byte is added, allowing up
to 255 hops.

An IP packet is fragmented by the adaptation layer grant-255

ing each fragment a datagram tag, the common identifier to all

fragments of the same Ip packet, and a datagram offset, the po-
sition of the fragment in the IP packet. Different fragments of
an IP packet can be routed via different paths and will be re-
ordered at the destination. If all fragments are delivered to the260

destination node successfully, the adaptation layer reassembles
all fragments and creates an entire IP packet. In case of any loss
of fragment, all fragments of the IP packet will be retransmit-
ted.

In route-over, all routing decisions are taken at the network265

layer and each node acts as an IP router i.e., each hop behaves
as an IP hop in terms of routing. IP routing tables and IPv6
hop-by-hop options are used to forward packets. For routing
and forwarding decisions, the network layer uses the additional
encapsulated IP header [23].270

It is widely agreed that route-over performs better than mesh-
under in terms of total number of transmissions while mesh-
under outperforms route-over in terms of latency.

2.2.2. LOADng
LOADng [32][34] is a lightweight variant of AODV [35]275

that emerged as an alternative solution intended for use through
IEEE 802.15.4 devices in 6LoWPAN and LLN environments.
It is standardized by the ITU under the recommendation ITU-
T G.9903 [36]. This standard is deployed in particular by
the Linky program of smart communicating electricity meters280

within the context of ERDF and Enexis projects.
LOADng inherited basic operations of AODV, encompass-

ing generation and forwarding of Route Request RREQs to dis-
cover a route to a specific destination. Upon receiving RREQ
message, only the indicated destination could respond by a285

RREP (Route Reply ) and forward it on unicast, hop-by-hop
to the RREQ originator. When receiving RREP message, inter-
mediate devices will unicast a proper RREP ACK (Route Reply
Acknowledgement) to the neighbor from which they obtained
the Request message, to the amount of notifying that the link is290

bidirectional. Moreover, if a route is identified broken, an error
message should be returned to the data packet source.

As in any reactive routing protocol, routes are established
only when there is data to be sent and there is any path towards
destination. Routes are maintained for as long as there is traffic295

using this path. One of the main drawbacks of LOADng is the
route discovery delay.

This protocol is layer-agnostic. It means it may be used at
layer 3 as a route over protocol or at layer 2 as a mesh under
routing protocol. In our case, it is employed through the 6LoW-300

PAN adaptation layer in order to reach our end-to-end security
solution based on hardware security specifications.

2.2.3. RPL
RPL is a promising routing protocol designed for optimizing

6LoWPAN operations. It was introduced in 2012 by the Inter-305

net Engineering Task Force (IETF) Routing over Low Power
and Lossy Networks (ROLL) group to present a standardized
protocol over IPv6 [33]. It is supposed to provide multipoint-
to-point routing from nodes in the LoWPAN towards a central
control node named sink and viceversa; hence authorizing bi-310

directional links.
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RPL is a distance-vector routing protocol,it adopts Desti-
nation Oriented Directed Acyclic Graphs(DODAG), a special
tree topology, routed at a single destination. The graph is con-
structed by the use of an Objective Function (OF) which defines315

how the routing metric is computed especially rank metric that
specifies the position of nodes through the DODAG. Sink node,
the DAG root, is responsible for building the network graph
topology. It broadcasts its ID, rank and other network informa-
tion through a DIO (DODAG Information Object).320

When intermediate nodes receive the DIO message, it replies
the root to be chosen as preferred parent. Then, the designated
nodes calculate and update its own rank to send DIO messages
to their own neighbours. This process pursues until reaching
the leaf nodes. When a node receives a DIO message from325

more than one neighbour, it has to select its preferred parent
rank, energy and other network metrics. In addition, when a
device does not receive a DIO message within a specific time
to join the DODAG, it should solicit its neighbours by sending
DIS (DODAG Information Solicitation) messages.330

This routing mechanism is recommended at the network
layer when using an IPv6 end-to-end security solution as
lightweight IPSec.

2.3. 6LoWPAN key management considerations
The characteristics of 6LoWPAN motes such as limited re-335

sources, lack of physical protection, unattended operation, and
a close interaction with the physical environment, all make it in-
feasible to implement some of the most popular key exchange
techniques in their literal forms. In fact, the three widely known
schemes such as trusted-server, pre-distribution and public key340

schemes are unsuitable for 6LoWPAN [37] .
Trusted-server schemes such as Kerberos rely solely on the

server for key agreement between nodes. If the server is com-
promised, the trust amongst nodes is severed. Such scheme is
not suitable for 6LoWPAN s because typically there is no guar-345

antee whatsoever of seamless communication with a trusted
server at anytime.

In the pre-distribution or key agreement scheme, the key is
distributed among communicating nodes prior to deployment.
However, because of the dynamics of nodes, knowing the set of350

neighbours a priori is not feasible. Further, the presence of in-
truders at the network deployment and initiation phase may not
be possible to detect. Some schemes such as network-shared
keying, pair-wise keying, and group keying, have been identi-
fied as other key distribution options. However, while featuring355

the same security level as key pre-distribution, these schemes
cannot cope with network dynamics [37].

In [38], a Lightweight Key Establishment and Management
Protocol in Dynamic Sensor Networks (KEMP) is proposed.
With this protocol, a router or cluster head is employed as sub-360

base-stations to execute key establishment, avoiding the depen-
dency on a centralized server or base station for key establish-
ment. Also, this reduces the number of hops between two com-
municating ends which, in turn, reduces the communication
cost.365

Finally, a promising key management scheme for 6LoWPAN
would be based on Elliptic Curve Cryptography (ECC). This is

a public-key cryptography based on the algebraic structure of
elliptic curves over finite fields. Some implementations have
proven ECCs feasibility for sensor networks. In fact, ECC pro-370

vides security levels comparable to those provided by RSA or
AES (Advanced Encryption Standard), but with much smaller
key size [37].

3. 6LowPSec protocol

3.1. Why 6LowPSec?375

6LowPSec is a new security protocol that aims to introduce
effective security features through adaptation 6LoWPAN layer
thanks to the safety specifications already existing at the IEEE
802.15.4 MAC security sublayer. This new mechanism requires
mesh-under routing turned on adaptation layer that provides380

low level end-to-end communication between terminals with
the intention to facilitate the integration of embedded link layer
security features. So it preserves the advantage of performing
security functions at the link layer which can be implemented
in the hardware. Further, the novel approach envisages secu-385

rity performance with optimal quality of services in such re-
stricted network conditions as opposed to IPSec that exhibits
a mitigated effectiveness when dealing with overhead and data
transfer delay. In fact, IPSec requires about 50 bytes of over-
head. The overhead tax and increased delay can be very costly390

for end users, especially point-to-point links using static routes,
where it is not essential to perform cryptography and security
checks at the network layer.

Regarding security requirements, our 6LowPSec complies
with all security rules specified by the IETF draft [37]. It395

supplies confidentiality, authentication, integrity, data and key
freshness, network availability, survivability, resistance, and ro-
bustness despite the presence of attack(s). So all these perfor-
mances take advantage of the CCM* which is an extension of
the Counter mode encryption and Cipher block chaining Mes-400

sage authentication code (CCM). This generic combined en-
cryption and authentication block cipher mode employs the Ad-
vanced Encryption Standard (AES) in order to encrypt pay-
load data. 6LowPSec is implemented under the MAC security
sublayer presenting a hardware aspect unlike IPSec encryption405

which is performed by the software. Thus there are no hard-
ware devices capable of performing layer 3 encryption at very
high speeds. All these properties demonstrates that the use of
6LowPSec is crucial in future generation networks.

3.2. Protocol description410

The 6LoWPAN Security Protocol (6LowPSec) performs se-
curity functions (cipher, integrity check, authentication etc.)
only at end devices specially 6LoWPAN border router, with-
out requiring any additional network security functions. It pre-
serves the advantages of performing security functions at the415

link layer which can be implemented in the hardware. These
security features, already specified at the IEEE 802.15.4 MAC
layer, perfectly protect data transmitted to each hop. The main
purpose of 6LowPSec is to provide end-to-end security, but

5
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with minimum overhead, with minimum processing, and es-420

pecially with minimum control information exchange, so that it
can be used to securely deliver time sensitive traffic in resource-
constrained environments.

According to IEEE 802.15.4 specifications [5], if the macSe-
curityEnabled attribute is set to FALSE and the SecurityLevel425

parameter is not equal to zero, the procedure shall return with a
status of UNSUPPORTED SECURITY. What we suggest here
is that in such case, we need to lookup the Reserved subfield of
the Security Control field (see Figure 4). The Reserved subfield
may be renamed as End-to-End Security field. If this three-430

bit field is set to 0x0, then the UNSUPPORTED SECURITY
must be returned. Otherwise, this field can be coded in the
same manner as for the standard security i.e., as mentioned
in Table 2, delivering the same standard security features but
between edge devices only. In this case, when a device re-435

ceives a frame with the Security Enabled field set to one, it
checks the Security Level field. If this latter is set to (000)2,
then it checks the End to End Security field i.e., the Reserved
field in the current version of IEEE 802.15.4 standard. If this
latter is set to (000)2, then the procedure should return UN-440

SUPPORTED SECURITY. Otherwise, if Destination Address
corresponds to the receiving device, this latter shall perform se-
curity functions according to the security level indicated in the
End-to-End Security field, as mentioned in Table 2.

If the destination address does not match that of the receiv-445

ing device, this latter shall forward the frame without perform-
ing any security functions, but it verifies the CRC and performs
routing. If no payload ciphering is performed, then routing can
be performed using either route-over or mesh under. However,
if ciphering is used, then only the mesh-under scheme can be450

used since route-over requires the network layer header infor-
mation to perform routing. Here, we need to check the first bit
of the Security Level field. If this bit is set to 1 (ciphering is
performed) then the 6LoWPAN device should accept only the
mesh-under routing scheme.455

If the route-over strategy is required, then the payload cipher-
ing cannot be applied. Note that this is somewhat reasonable
since in general, we apply mesh-under to reduce delay, while by
implementing ciphering we add delay. If ciphering is required
along with route-over, then we must not use end-to-end secu-460

rity but rather the currently supported standard i.e., hop-by-hop
security.

3.3. Security association and key management
Upon discovery of a new destination MAC address, an orig-

inator node establishes an End-to-End Security Association465

(EESA) with its counterpart. In order to confine the key ex-
change process, this is done only once during an initial phase
and only if there is at least one data frame that needs to be sent
to that particular MAC address. This key exchange is carried
out in a secure way. The security includes an authentication470

(signature), a confidentiality (ciphering) and integrity check.
The number of keys exchanged in the initial phase can be

specified by the network administrator. These keys have a
length of 128 or 256 bits (16 or 32 bytes) each. Keys are trans-
mitted in a consecutive sequence of Key Frames (KF). Since475

we do not have an EESA yet, the KFs are ciphered using the
standard IEEE 802.15.4 security level 5 at least. The number
of KFs exchanged depends on the number of keys set by the
administrator.

In order to simplify the protocol and reduce overhead, we480

limit the maximum number of keys exchanged in this initial
phase to 12 keys (see below). We believe this number is suffi-
cient. Indeed, if we assume that we need a new key every one
hour, an EESA can last 12 hours without reusing keys. Since
keys are explicitly transmitted in dedicated frames (the KFs),485

we can use any key generation algorithm which ought to be
known only by the end devices.

Upon the reception of all the KFs (and thus of all the keys),
the recipient returns a single Acknowledgement Frame (AF).
The AF is protected in the same manner as the KFs. Moreover,490

the order of the keys is modified by the recipient. The new
key order is indicated in the AF. The purpose of modifying the
order of keys is to increase security. The ACK also makes sure
that the recipient received all the keys.In the case where the AF
is lost, the sender retransmits the keys after a timeout. Once495

the sender receives the AF, an EESA becomes active and the
transmission of Data Frames (DF) is allowed.

The Keys are stored in a Key Data Base (KDB) which in-
cludes the keys and their order. Note that the network admin-
istrator may reset the KDB by triggering a new key exchange500

phase.
The EESA is established between a pair of nodes as soon as

an originator node must transmit a frame to a new destination
MAC address. An exchange of KF and AF frames will take
place.505

A station that sends the KFs will enter into EESA activation
state and waits for an AF to activate the EESA. The station that
receives a KF enters into a Key learning phase. Note that we
generally have two EESAs, one in each direction. An EESA
is identified by the MAC address of the other end within the510

KDB. One station may have as many EESAs as the number
of communicating devices. The formats of the KF, AF, and
DF frames are given in Figure 9. We can notice that we need
only one additional byte for end-to-end security functions in the
data frames, corresponding to the Frame ID (FID) and the Key515

Number as seen in Figure 9(a).

IEEE 802.15.4 Header FID 4 bits 1000 Key Number 4 bits Payload (6LoWPAN header
+ Application data) X bytes

(a) Data Frame

IEEE 802.15.4 Header FID 4 bits 00XX Number of Keys 4 bits Keys n (128 or 256)
bits

(b) Key Frame

IEEE 802.15.4 Header FID 4 bits 0100 Number of Keys 4 bits Keys Order n4 bits

(c) ACK Frame

Figure 9: The 6LowPSec Frame Formats

In order to distinguish the KF, AF and DF frames, 6LowPSec
uses the first two bits of the Frame ID (FID) field. For a DF
frame, the key-number field is used to identify the key that was
used by a sender to encrypt the frame. For the KF frame, the520
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Figure 10: The 6LowPSec EESA State Diagram- Sender Side

FID field is 00XX where the X bits are used as KF sequence
numbers. This sequence number is needed since the order of
the KF frames is not guaranteed at the receiving end.

Since the data field of a IEEE 802.15.4 frame can be as low
as 102 bytes i.e., 127 minus 25 header-bytes, when the keys are525

encoded on 128 bits (16 bytes), each KF frame can transport
up to 102/ 16 = 6 keys. Since the maximum number of keys
is set to 12, the maximum number of Key Frames necessary to
transfer all the keys is two KFs. When we use 256 bits keys,
we need 4 KFs (three keys per KF frame). These frames are530

numbered using the XX bits of FID field.
In the AF frame, the number of received keys is indicated in

order to increase the reliability of the protocol. The field Keys
Order indicates the new order of the keys.

It should be noted that we may set the order of the keys ac-535

cording to a particular reordering algorithm, but that would add
complexity. Because the new order of the keys is explicitly in-
dicated in the AF frame, the receiver will not have to run any al-
gorithm to determine the key order, which accelerates the frame
delivery process.540

Note that in order to perform end-to-end security and routing
functions, the originator and final addresses are not ciphered in
the Mesh header.

Upon the reception of a frame, a node checks the destina-
tion address field. If it matches its own address, and if there is545

an ESSA established with the source, then it performs security
functions such as integrity check, authentication and decipher-
ing, according to the requested security level.

When an originator node receives a new frame from the
6LoWPAN adaptation layer, it checks if it already established550

an EESA with the final destination. If so, it applies appropri-
ate security functions and forwards the frame to the next hop.
Otherwise, it establishes an EESA with the final destination and
then it forwards the frame.

Figure 10 depicts the state diagram for the sender side for es-555

tablishing an EESA and exchanging DF frames. The EESA is

Figure 11: The 6LowPSec EESA State Diagram- Receiver Side

initialized when a frame has to be sent to a MAC address with
which there is no EESA and security must be applied. In fact,
security is applied only when it is required. The initiator of the
EESA sends KF frames to the designated destination and waits560

to verify the Cyclic Redundancy Check (CRC) when receiving
Acknowledgement frames. Once the check phase is successful,
the security association persists active,leading to a secure data
exchange according to the security level and until session expi-
ration. The mismatch of the security frames or the failure of the565

authentication check leads immediately to clearing the EESA.
On the other hand, Figure 11 gives the state diagram for the

receiver side. The EESA is initialized upon the reception of
the K Frames. Then, an ACK frame should be sent with a new
key order allowing hence the secure data exchange. While the570

EESA has an Active state, received data frames should be veri-
fied according to the ciphering algorithm.

Figure 12 gives the state diagram for the frame reception pro-
cedure. A receiver of an IEEE 802.15.4 frame checks if the des-
tination is its own MAC. Otherwise, the DF is forwarded to the575

next hop until reaching the final destination. The destination de-
vice checks if security and EESA apply. If so, then the received
frame will be deciphered and/or authenticated as needed. Nev-
ertheless, the lack of the security association EESA, given in
Figures 10 and 11, prevents data interpretation.580

On the other hand, Figure 13 depicts the send frame proce-
dure state diagram. As we can notice, only when security is
required and EESA shall security functions apply. Hence, the
encrypted Data Frame should be forwarded until reaching the
destination, respecting certain the routing table. The absence585

of the security association when the MAC security is enabled
engenders the EESA establishment process detailed in Figures
10 and 11.

4. Performance Evaluation

In this Section, we quantify performance of the proposed590

6LowPSec protocol for securing 6LoWPAN networks. Af-
ter describing our implementation and experimental setup, we
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Figure 12: Receive Frame State Diagram

Figure 13: Send Frame State Diagram

evaluate the impact of our E2E security protocol 6LowPSec in
terms of packet size, energy consumption, duty cycle, latency
and efficiency while comparing it with the famous lightweight595

IPSec.

Figure 14: Simulation Topology: 2 6LBR and 50 Sky motes

4.1. Experimental evaluation setup

Before proceeding with the description of the simulation
setup, it is worth noting that Link layer security services can be
assured by using the TinySec solution, which offers confiden-600

tiality, message integrity, and authenticity for TinyOS [39]. The
same services are offered by the network layer through Con-
tikiSec [40].

The integration of the 6LowPSec security protocol is car-
ried out on Contiki operating system [41] that already pro-605

vides 6LoWPAN functionality.This embedded operating sys-
tem, using the COOJA network simulator, allows a comprehen-
sive evaluation of the new security scheme. It presents flexible
tools, written in C development language, enabling the easy de-
ployment of the MAC and 6LoWPAN security extension. The610

implementation requires the modification of the existing Con-
tiki rime stack that accommodate mesh-under routing as well as
the uIP stack affording route-over routing (RPL). Rime is a lay-
ered communication stack for sensor networks, with much tin-
ner layers than traditional architectures and which was designed615

to simplify the implementation of communication protocols, it
was revised in order to implement the LOADng routing proto-
col proposed by [42] and to promote the use of IEEE 802.15.4
MAC security specifications at the adaptation layer. Concern-
ing the uIP stack, an optimized TCP/IP stack, has been modified620

to support IPSec/6LoWPAN compression mechanisms as NHC
AH, and NHC ESP encodings.

Security features as confidentiality and authenticity are pro-
vided using AES-CCM-128 algorithm to ensure 6LowPSec im-
plementation. As for IPSec integration we focused on the Raza625

proposition [9] which embed AES-XCBC for ESP integrity and
AES-CBC for encryption.

The demonstration scenario is composed of 2 border
routers(6LBR) and 50 sky motes randomly localized as spec-
ified in Figure 14. Tmote Sky nodes are characterized by a630
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16-bit msp430 MCU, a 48kB of ROM, a 10 kB of RAM, and
an external Flash memory. Nevertheless, border routers have
enhanced storage and computational capabilities. These IoT
devices were designed to secure the end-to-end (E2E) commu-
nication between the LoWPAN and the Internet hosts using dif-635

ferent routing protocols for different security rules. The main
aim is to emphasize the need of introducing our hardware end-
to-end security solution.
Zolertia Z1 motes [43][44], running on Contiki OS and compli-
ant with IEEE 802.15.4, are the best environment to introduce640

embedded security peculiarly the 6LoWPSec scheme.

4.2. Comparing IPSec and 6LowPSec overhead

The authors in [29] suggest the use of a compressed IPSec
mode for 6LoWPAN. However, the effectiveness of that pro-
tocol has not been proven yet. Further, [45]proposes a com-645

pression format for IPSec, able to offer end-to-end security that
utilises a variant of AES in Counter with CBC- MAC mode
(AES-CCM). Unfortunately, both proposals are rather provide
alternatives to layer 3 security approaches, deemed ineffective
for sensor networks as they cannot be implemented in the hard-650

ware.
Table 3 gives the overheads assuming a 512 bytes applica-

tion data per fragment. When IPSec (native and compressed)
is used, we assumed that IEEE 802.15.4 security is disabled.
Since 6LowPSec applies the same security services as IEEE655

802.15.4, we only add one byte of security overhead for the
FID (4 bits) and Key numbering (4 bits).

Note that at the small average packet sizes, typical in today’s
converged networks, IPSec overhead reaches 40 to 50 percent
of total bandwidth; while actual measurements have shown up660

to 90 percent overhead. Furthermore, note that despite IPSec
header compression, we are still dealing with significant over-
head. As suggested in, ”when you’re working with nodes that
send very small messages and maximum frame sizes of 128
bytes (including link headers), every byte counts.”665

IEEE 802.15.4 Uncompressed IPSec Compressed IPSec 6LowPSec
AES-CTR AES-CBC AES-CBC AES-CTR
5 18 12 5+1= 6
AES-CBC-MAC- 96 HMAC-SHA1-96 HMAC-SHA1-96 AES-CBC- MAC-96
12 24 16 12+1= 13
AES-CCM-128 AES-CBC and

HMAC-SHA1-96
AES-CBC and
HMAC-SHA1-96

AES-CCM- 128

21 30 24 21+1= 22

Table 3: Comparing IPSEC, 6LOWPSEC AND MACSEC Overhead (BYTES)

Further, recalling that 6LowPSec only requires security treat-
ment at the end devices, overhead, computation, and processing
power are significantly reduced in intermediate nodes.

4.3. Energy consumption

Securing the 6LoWPAN networks has an added cost in terms670

of energy usage. Thuse, we evaluate the energy overhead of
the available security options on the Tmote Sky using Con-
tiki integrated energy estimator. To evaluate the energy con-
sumption rate, we proceed measures in terms CPU, LPM (Low
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Figure 15: Comparison of Power Consumption over one hour, during scenario1
No security + RPL Routing, scenario2 No securiy + LOADng routing, sce-
nario3 IPSec + RPL routing, scenario4 6LowPSec + LOADng routing .

Power Mode), Transmit and Listen modes existing on the Con-675

tiki Powertrace.
Figure 15 depicts the power consumption evolution for dif-

ferent security scenarios of LOADng and RPL routing without
security, IPSec coupled with IPV6 layer routing and 6LowPSec
using adaptation layer routing. This evaluation is supported by680

measurement of the duty cycle as described in Figure 16 that
expresses the percentage of time during which devices are ac-
tive.

These results demonstrate that LOADng is more energy-
intensive than RPL routing since nodes are in permanent trans-685

mission of packets fragments and paths’ discovery unlike RPL
routing which builds the routes at the beginning, following a
DODAG graph. This is reflected by the difference in duty cy-
cle that seems remarkable for LOADng routing. Nevertheless,
this equation will be overthrown by the introducing of security690

features in different network and adaptation layers.
On the other hand, we can notice that the energy consumption

with IPSec is significantly higher than with 6LowPSec since it
requires authentication and encryption at each hop and imposes
complicated security processing than 6LowPSec. 6LowPSec,695

which that takes advantages of the MAC security sublayer; con-
sumes less power and less calculation time.
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4.4. System-wide Response Time Overhead

Latency or response time is the delay of data transmission
between a sensor node and an IPv6 host. This simulation factor700

is important to evaluate the network performance. We conduct
experiments using a fixed routing distance of four hops and dif-
ferent payload lengths that vary between 4 and 16 bytes.

Fragmentation and packet reassembly is one of the most cru-
cial considerations that influence response time. In fact, frag-705

mentation is needed when the IP datagram size is too large to fit
a single IEEE 802.15.4 packet, the reassembly process and its
delay differs from one routing protocol to another which is very
noticeable in Figure 17. RPL routing requires packet reassem-
bly at each hop and obviously encryption and authentication of710

the global information, contrary to LOADng that ensures packet
reconstruction and security measures at end points.

We can notice that the Response Time overhead grows lin-
early with datagram sizes but it is much higher with IPSec than
6LowPSec. This is due to the adapted routing protocol as well715

as to the security algorithms used for each end-to-end security
mechanism. Thus, 6LowPSec yields lower latency, which will
have a good impact on the number of received messages, as we
will illustrate below.
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Figure 18: Comparison of Packet Delivery Ratio: scenario 1 No security + RPL
Routing, scenario 2 No securiy + LOADng routing, scenario 3 IPSec + RPL
routing, scenario 4 6LowPSec + LOADng routing .

Protocol RPL LOADng Compressed IPSec 6LowPSec
Sent 295 485 140 320

Received 271 368 129 288

Table 4: Sent and received data messages during one simulation hour

4.5. Packet Delivery Ratio720

Packet Delivery Ratio(PDR) is defined as the ratio between
received packets by the destination (the wired host) and gener-
ated packets by the source (6LoWPAN motes).

In the experiments, two kinds of end-to-end security proto-
cols are used based on two different routing mechanisms RPL725

and LOADng. LOADng is faster than RPL in terms of latency,
but this rapid progress may affect the efficiency of the global
network since it requires the retransmission of packet in case of
loss of fragments when gathering them at the destination node.

Figure 18 shows that this trade off is no longer valid with the730

use of security mechanisms. The introduction of security fea-
tures at the adaptation layer reduces the loss of fragments by
precluding intruder or non-trusted end devices from falsifying
the datagram tag or the datagram offset thus increasing the de-
livery ration of the network. The use of IPv6 security improves735

relatively the PDR value to reach hence its maximum, never-
theless this does not reflect the network freshness in terms of
the number of exchanging packets. Indeed, Table 4 indicates
that the number of sent secured messages using 6LowPSec,
during one hour of stimulation, is more important than using740

lightweight IPSec. Then, despite the approximation of the PDR
values of the two security protocols, our new security approach
presents more updated sensing measures.

5. Security Analysis

The variety of application domains that take benefit from the745

6LoWPAN networks, gives rise to several security threats and
concludes to various security needs. In this section, we anal-
yse the robust security features of our 6LoWPSec protocol, we
identify the considered countermeasures and recommendations
to deal with various attack scenarios and then we emphasize the750

importance of the hardware E2E security.

5.1. Robust security features

6LoWPSec proposal offers four main security services in
order to achieve high network protection. First, it is able to
limit the network access and the data manipulation to only au-755

thorized users when imposing authentication and key exchange
processes. Using the CCM* cryptographic block cipher mode,
our security protocol enables the message sender to generate
an encrypted authentication tag U described in Algorithm 1
and using the accurate key specified during the association and760

key management phase. Thus, for a confidentiality measures,
the message receiver has access to the message content only
when verifying the identity between its generated tag MACTag
and the sender Tag T defined respectively in Algorithm 2 and 1 .

765
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Likewise, this verification process defends the reliability of
the data transmitter, then making sure about its trustworthiness.

In addition, our security scheme offers integrity by prevent-
ing data modification during transmission between the trans-
mitter and the receiver. It therefore ensures the data encryption770

thanks to the Advanced Encryption Standard (AES).This block
cipher algorithm, with variable MIC length, shall guarantee the
data encryption through the originator device (the Ciphertext
in Algorithm 1) and the data decryption at the end device (the
UnCiphertext in Algorithm 2).775

Moreover, the malicious intrusion detection is a major cri-
terion of our 6LoWPSec protocol. It prevents then several at-
tacks such as Replay attack, Deny of Service attack, black-hole
attack, etc. from exercising data espionage or network serious
damage.This will be analyzed in the following subsection.780

Algorithm 1: CCM*: the sender side
Require: EndToEndSecurityEnabled= TRUE

S ecurityLevel > 0
Input : Key

AddAuthData = l‖MHR‖OpenPayload f ield
PlaintextData=Unsecured Private Payload field
AuthData = AddAuthData‖PlaintextData

Output : Ciphertext
U

1 while TRUE do
2 AuthData = B1‖B2‖...‖Bt
3 for (x=0 ; x ≤ t; x++) do
4 Xi+1 := E(Key, Xi ⊕ Bi)
5 end
6 T = Xt+1&((1 << 8 × m) − 1)
7 PlaintextData = M1‖...‖Mt

8 for (x=0 ; x ≤ t; x++) do
9 Ai = Flags‖NonceN‖Counteri

10 Ci = E(Key, Ai) ⊕ Mi

11 end
12 Ciphertext = C1‖...‖Ct&((1 << 8 × l) − 1)
13 S 0:= E(Key, A0)
14 U = (S 0&((1 << 8 × m) − 1)) ⊕ T
15 end

With:
MHR: MAC header
T, MACTag: the authentication tag
U: the encrypted authentication tag785

Ciphertext: the encrypted message
UnCiphertext: the decrypted message
E: the AES block cipher encryption function
Key: the encryption key
Xi, Ai: Intermediate value of CBC-MAC790

Bi, Pi: the Input block for CBC-MAC
m: Number of octets in authentication field
l: Number of octets in payload field

Algorithm 2: CCM*: the receiver side
Require: EndToEndSecurityEnabled= TRUE

S ecurityLevel > 0
Input : Key

Ciphertext
U

Output : Valid/Invalid

1 while TRUE do
2 Ciphertext = M1‖...‖Mt

3 for (x=0 ; x ≤ t; x++) do
4 Ai = Flags‖NonceN‖Counteri

5 Pi = E(Key, Ai) ⊕ Mi

6 end
7 UnCiphertext = P1‖...‖Pt&((1 << 8 × l) − 1)
8 S 0:= E(Key, A0)
9 MACTag = (S 0&((1 << 8 × m) − 1)) ⊕ U

10 end

5.2. Threat analysis795

Security threats observed in 6LoWPAN network could be
limited thanks to the 6LoWPSec efficiency. Then, protecting
communication between 6LowPAN motes and IPv6 hosts in the
presence of attacks shall ameliorate the network quality of ser-
vices.800

5.2.1. Replay attack
Repay attack is a breach of security in which unauthorized

information is maintained and then retransmitted to trick the
addressed node into unauthorized operations such as false iden-
tification or a duplicate transaction. The presence of nonce, Fig-805

ure 19, as a special marker, or a timestamp or a counter provides
a mechanism for preventing intruders from replaying unautho-
rized message. Nonce is refreshed after each session expiration.
The AH security header of the lightweight IPSec includes pro-
tection against replays, but gives rise to extra overhead.810

Octets: 8 4 1
Source address Frame counter Security level

Figure 19: CCM* Nonce

5.2.2. Deny of Service attack (DoS)
The DoS attack is considered as one of the most destructive

attack since it acts directly on QoS. Its main aim is the disrup-
tion of services by limiting the access to a key device as the
border router in our case (6BR) and then rendering the whole815

network unable to furnish normal progress. Analysis of this
kind of attack is made via the Contiki OS while introducing an
attacker node, connected directly to the 6BR and attempting to
delaying collected messages at this gateway device. By launch-
ing repeated request message, the adversary node absorbs the820

bandwidth and overload the target node. Figure 20 demon-
strates the degradation of the network performances during the
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increasing of the traffic load. It has a direct impact on the aver-
age transmission delay. The 6LoWPSec protocol considers this
node as an intruder and hinders it to communicate with the net-825

work, hence the amelioration of the transmission delay. Nev-
ertheless, the compressed IPSec stops this type of attack, but
it needs more time to achieve its additional computing security
instructions.

5.2.3. Data Loss Attack830

This attack results in black-hole or selective forwarding at-
tack when respectively, messages could be totally or partially
dropped. Since our security architecture offers a challenge-
response mechanism, irregular forwarding or dropping of pack-
ets could be rapidly detected.835

5.2.4. Battery exhaustion attack
The energy depletion attack aims to force power consump-

tion and thereafter reduces the node lifetime. Our attack sce-
nario consists in injecting an intruder node between the LoW-
PAN and the wireless host that enchains the sending of ping840

of death messages. Figure 21 shows the battery exhaustion of
the 6BR in the absence of security mechanism, nevertheless this
unauthorized device will be stopped while adopting 6LoWPSec
security for reasons of incompatible authenticity. It furthermore
presents more energy consumption moderation than the com-845

pressed IPSec during detecting the adversary device.
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5.3. Hardware E2E security

As a hardware solution, 6LoWPSec offers embedded E2E se-
curity services. This unique feature makes it robust against net-
work attacks. It limits, then stealing the cryptographic material850

during message exchange. The hardware key storage and the
embedded ciphering operations are unbeatable in the presence
of intrusions. Then, the IEEE 802.15.4 MAC security sublayer
adopted by our proposal needs a hardware deployment. Thus,
nowadays, several commercial solutions present secure archi-855

tectures with a limited number of tiny electronic components.

6. Conclusion

We have introduced 6LowPSec, a novel end-to-end security
protocol for 6LoWPAN, which operates at the adaptation layer.
6LowPSec alleviates the need for upper layer security mecha-860

nisms and allows hardware implementation of end-to-end secu-
rity. The proposed solution has been implemented and tested
through Contiki operating system. It has proven its efficiency
compared with upper layer security solutions such lightweight
IPSec. Thus, we can confirm that 6LowPSec behaves quite well865

with respect to latency and memory footprint. The impact of
the security solution into the global system is acceptable while
assuming the presence of favorable conditions such as mesh-
under routing (LOADng) and existing security features of the
MAC IEEE 802.15.4 layer.870

As future work, we need to propose the hardware deploy-
ment of our solution on real sensor devices. Furthermore, it is
envisaged to evolve our key management proposition.
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