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Java Based E-Commerce Middleware
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Implementation of a cipher engine for a public-key cryptographic system (such
as the algorithm of ElGamd [3]) or a symmetric key cryptography system is
complicated. For brevity, we only identify the methods behind such an
implementation [7, 8]. The engine class, such as Cipher, is designed to allow users to
employ their own provider architecture, for example implementation of RSA. In order
to write such providers, the engine classes support an additional interface called
the security
provider Interface (SPI). The SPI is a set of abstract methods that every engine
provider must implement in order to fulfill its part in providing a particular
operation. The advantage of this approach is that each provider has same set of
methods in it, though the functionality of these methods will be different
depending on what algorithm is used for implementation. One can implement a cipher
by extending the corresponding SPI, CipherSPI.
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