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Efficient Authentication Scheme for Data Aggregation in

Smart Grid with Fault Tolerance and Fault Diagnosis
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VI. CONCLUSION

Authentication scheme for data aggregation in smart grid system is a
critical area for security research. Unfortunately, previous researches
deploy the standardized authentication protocols or per-signing per-
verification scheme to validate messages. They lack of performance
optimization, be vulnerable to packet loss and cannot be resilient to DoS
attacks. Furthermore, elementary tools to pinpoint the forged signature are
not provided. In this paper, we integrated several efficient signature
schemes to significantly reduce costs to achieve the authentication goal.
Our proposal is an efficient scheme which is highly robust to signature
packets loss. Most importantly, fault diagnosis algorithms are presented to
detect failure points and minimize the fault execution times.
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