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Abstract

A threshold visual cryptography scheme, denoted as (k, n)-VCS for short, can encrypt a secret image into n share images. The
physical stacking of any & share images can reveal the secret content while any less than & share images will leak no information
of the secret content. Besides the threshold access structure, general access structure VCSs are studied in the following works. In
this paper, we first build a hyper star access structure VCS from a hyper star without center access structure VCS. Then we build
a normal form hyper star access structure VCS from a full threshold VCS, and prove that its pixel expansion is optimal. At last,
we propose a method of constructing general access structure VCS from its several decomposed normal form hyper star access
structure VCSs.

© 2018 The Authors. Published by Elsevier Ltd.

This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0/)

Selection and peer-review under responsibility of the scientific committee of the 8th International Congress of Information and
Communication Technology.

Keywords: Visual Cryptography; Access Structure; Hypergraph Decomposition

1. Introduction

Naor and Shamir proposed the notion of £ out of n visual cryptography scheme in [1], denoted as (k, n)-VCS for
short, where a secret image is encrypted into » share images so that the physical stacking of any & share images can
decrypt the secret content while any less than & share images will leak no information of the secret content. In most
cases, VCSs need to encrypt binary images, which only have white and black pixels, denoted as 0 and m
respectively. In a (2, 2)-VCS, every white pixel is encrypted into two patterns ((Om, om) and (w0, mo) respectively)
each with probability one half while every black pixel is encrypted into two patterns ((om, mo) and (mo, Om)
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respectively) each with probability one half. From any single share pattern, we have om and mo each with
probability one half, regardless of the content of the secret pixel. Hence we will gain no information of the secret
content from any single share. If we denote o0 by 0 and denote m by 1, the pixel stacking model can be characterized
by the Boolean OR operation on {0, 1}. Therefore, the decrypted white pixel can be om and mo each with
probability one half while the decrypted black pixel will be mm for sure. We can still see the secret content from the
decrypted image with 50% loss of contrast. As we can see, each secret pixel is encrypted into two pixels for each
share image, which is defined as the pixel expansion and denoted as m usually. The pixel expansion of the previous
(2, 2)-VCS is two.

Ateniese et al. proposed the notion of general access structure VCS in [2]. In this paper, we denote the participant
set by P = {1,2,3,,n}, and a general access structure consists of two specifications that are the set of qualified sets
Iouar C 27 and the set of forbidden sets T'ro.s C 27 respectively. For any set X € T'o..:, the secret content can be
decrypted by physically stacking their share images, but any set Y € ', gains no information of the secret content.
From the above definition, we have I'guai N Trors = 0. In k out of 1 access structure, it is easy to verify that we have
Touat ={BCP:|B|>k} and T'pory = {B C P:|B| <k —1}. There are two lines of work to construct VCSs,
where one line uses combinatorial techniques [1,2,3,4], and the other line uses optimization search techniques
[5,6,7]. Our constructions will follow the first line of work.

The following contents can be divided into three parts. In Section 2, access structure notations and previous
results are introduced. In Section 3, our constructions and relevant theoretical analysis are presented in detail.
Section 4 gives a brief summary of our work.

2. Preliminary
2.1. Some backgrounds

In this section, we first give some background knowledge of graph and hypergraph access structures. Then we
give the formal definition of VCS.

For any graph G = (V(G), E(G)), each vertex corresponds to certain party of P, and the basis of the qualified set
of T is exactly the edge set of G, in such a case, I' is also known as graph access structure. A star H = (V, E) is a
graph with a vertice ¢ € V' such that each e € E contains ¢, known as the center.

A hypergraph H is a pair (V, F), where V is the vertex set and E = {eq, ea,...,em} C 2V \ 0 is the hyperedge set.
In k-uniform hypergraph, all the hyperedges are of size k. The subhypergraph H, induced by a subset 4 of V is
defined by H4 = (A,{e; N A:e; N A#0}).The partial hypergraph H; induced by a subset J of {1,2,...,m} is
defined by H; = (V,{e; : i € J}). A hyperstar H=(V,E) is a hypergraph with a set of vertices C' C V such that each
hyperedge e € E contains Cand e\ C # () € V' \ C, where C is called the center. Furthermore, if |e \ C| = 1 holds for
each hyperedge e € E, then the hyper star H=(V,E) is called a normal form hyperstar. In a normal form hyperstar
H=(V,E) with center C, each hyperedge contains C and another vertex in V' \ C. Any access structure I' can be
expressed by certain hypergraph H = (P,T'gua) Where each party corresponds to certain vertex and each qualified
set corresponds to certain hyperedge.

In [2], general access structure VCS is formally defined as below:

Definition 1: T = (Q, F) consists of n parties. The Boolean matrices (S°, S') of n x m form, implement a (T, m)-
VCS if the following requirements are met:

(Contrast): A positive real number * and a set of positive integers {tx|X € @} exist so that for any participant
set X € Q, we have W(S%) < tx — am gng w(Sk) > tx,

. . - 01y 1y . .
(Security): For any participant set YeF S YTand S Y] are equivalent under the column permutation.
Remark: o is known as the relative contrast while m is known as the pixel expansion. S% represents the stacking

result of the X rows of S°, and w(S%) represents the Hamming weight of S%. S% and w(S%) are defined
analogously.
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2.2. Previous results

For a star Gs = (V. E) with center o € V' all its edges are of the form e Y Vi whereVi € V' \ {Fc}. We can
build a Gs-VCS by using a (2,2)-VCS [1] as follows, referring to[2].

Construction 1:

Input: A known (2,2)-VCS with basis matrices So andS',

Output: A star G's.yCS with center C, whose basis matrices are o and M1,

Step 1. Generate two basis matrices So and 57 by the (2,2)-VCS in[1], where Sy is used for encrypting a white
pixel and S, is used for encrypting a black pixel.

Step 2. For partyP <, the I-st row of 0 (resp.Sl) is copied to the C-th row of Mo (resp.Ml). Each remaining row
of Mo (resp.M1) s filled with the 2-nd row of 0 (resp. ).

Step 3. Output Mo and M1 a5 the basis matrices for &5-VCS.

Example 1: For a star G5 = ({1,2,3,4,5},{(1,2).(1,3), (1,4), (1,5)}) with center{1}, the following matrices So
and 1 constitute a &5-VCS.

0 1 0 1
0 1 1 0
So=10 1 JandS1=1]1 0
0 1 1 0
0 1 1 0

Blundo et al. first propose to decompose a given graph access structure into several star access structures, and
then combine the basis matrices for the several star access structures to obtain the basis matrices for the given graph
access structure[8]. Formally, their construction is stated as follows:

Construction 2:

Input: Several given star G5-vCS with © = 1,2, -+t whose basis matrices are 20 and 51 respectively.

Output: A graph G-VCS with G = G5 UG% U ... U GY% , whose basis matrices are 50 and 1.

Step 1. For each party not in Ueeai, €5 add an all zero row for him in S§ and Si. The modified basis matrices for
star G% on P are denoted by Sj and S%.

Step 2. Concatenate the t modified basis matrices for the star VCSs together, we will get Sy = SloS20...08t
and S| = Sl 0 S70---0 8t

Step 3. Output ©0 and ' as the basis matrices for G-VCS.

3. Our work

Given a hyperstar H=(V,E) with center C, define H \ C = (V \ C,{e\ C:e € E}). Given a H \ C-VCS, we can
build a H-VCS by Constuction 3. Sy and S; represent the two basis matrices of the known H \ C-VCS with pixel
expansion m, from which, the two basis matrices A, and M; of H-VCS are constructed. Equation 1 of constructing
59, and S}, , from SY and S can be applied iteratively.

0 —~ =
sY s}

) m m
Siti1=1] 0...0 1...1
S; S

Construction 3:

Input: A given F \ C.yCS with |C|=t, whose basis matrices are 0 and>'.
Output: A H-VCS, whose basis matrices are Mo gpgMn,

Step 1. From j=0to j=t-1, do

(1)

SO, St 59 St . . 0_ 1
Step 2. Construct ©7+1 and ~i+1 from ~J and ~7 by using Equation 1, where S; = So and S5 = S1.
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Step 3. Output Mo = St and M1 = 57,

Theorem 1: The output matrices My and M, of Construction 3 constitute a H-VCS, where H=(V,E) is a
hyperstar with center C.

Proof: We will use the proof by induction approach. First, we prove the basis part. If |C|=t=1, then we have:

/,0— m m
M =1]10...0 1...1
So Sh

M'=10 0 1 1
S1 So

Contrast: For any qualified set 4 € 7| we have a qualified set A€ H\C gpq AUC =4 gipnce A’ only

contains rows of H\C . we have M°[A]=So[A]|S:[A] and M'[A]= 51[A]||So[A"]
0 / ’ Arlr / ’_/\
Furthermore, MPIA] = So[AT][|1...1 and M'[A] = Si[A|1...1

Hence, % (M'[A]) = w(M°[A]) = w(S1[A"]) — w(Se[A"]) > 0. The contrast condition holds.

Security: For any forbidden set B, we have either C ¢ Bor BN\ C)jg a forbidden set of H \ C-VCS. If we
have € € B, then MO[B] = So[Bl||S1[B] and M'[B] = $1[B]lISo[B] gre equivalent under the column permutation.
The security condition holds in this case. If we have that © = BN (H\ C) s a forbidden set of 11 \ C.ycs, %o [D]
and 5110] are equivalent under the column permutation, which implies that MC[B] and M'[B] are equivalent under
the column permutation. The security condition also holds.

Now we come to prove the induction part. Suppose the conclusion holds for |C;| =/>0, we prove that the
conclusion holds for |Cj41|=j+1.

. m m
s? CH

) m m
Sit1=1] 0...0 1...1
ST
Contrast: For any qualified set A€ (H\C)UCj11, we have a qualified set A’ € (H\C)UC; and

0 1
A"U{j+1}=A. Since participant j+ 1 corresponds to the new (first) row of Si+1 and Si+1 , we have

m

: : —N—
S2.1[A] = SYA||S; A and S}, ,[A']=Sj[A|SY[A" . Furthermore, SY,,[4]= SI[4']||1...1 and

J
m

1 [A] = SHATN T, 1. Hence, w(Ska[A]) — w(S%1[A]) = w(SHA']) — w(S°[A]) > 0. The contrast condition
holds.

Security: For any forbidden set B, we have that either j 4+ 1 ¢ B holds or BN ((H \ C) U C}) is a forbidden set of
((H\ ©) U C;)-VCS. If we have that j + 1 ¢ B holds, then S%,,[B] = SY[B]||S}[B] and S},,[B] = S}[B]||SI[B] are
equivalent under the column permutation. The security condition holds. If we have that D = BN ((H\ C)U ;) is a
forbidden set of (17 \ C') U C;)-VCS, SY[D] and S}[D] are equivalent under the column permutation, which implies
that S?,,[B] and S}, [B] are equivalent under the column permutation. The security condition also holds.

Remark: Since (1, 1)-VCS has basis matrices S§ = [0] and S} = [1]. Let it be the H \ C-VCS, where C is in the
center and contains the remaining n-/ parties. Using Construction 3, we can obtain a (1, n)-VCS. Since the pixel
expansion of the above built (1, n)-VCS is 2", it is optimal according to [1].

Example 2: The following (3,3)-VCS is built from the (2,2)-VCS, and the (2,2)-VCS is built from the (1,1)-
VCS, and the (7,1)-VCS has basis matrices SJ = [0] andS§ = [1].
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The (2,2)-VCS has basis matrices ST and 51

0 1 0 1
SY = =
TLSe Se | Lot }
1 [ o 1] o1
Sl*_sé sol |t o}
. . Q 1
The (3,3)-VCS has basis matrices 52 and 92
_ - [oo 11
S9 = 200 ; =| 01 o1
R R I VE S (0
r 1+ [o00 11
si=| W w|=|0 o
R I ()

For normal form hyperstar H=(V,E) with center C, all its hyperedges are of the form C' U {v;}, where v; € V' \ C.
We can build an H-VCS by using a (|C] + 1, |C| + 1)-VCS in [1] as follows.

Construction 4:

Input: A given (IC|+1.[Cl+1).yCS, whose basis matrices are 0 andS'.

Output: A H-VCS, whose basis matrices are Mo gpgMn,

Step 1. Generate two basis matrices .Sy and S; by the (]C|+1,|C|+1)-VCS in [1], where S, is used for encrypting a
white pixel and .S is used for encrypting a black pixel.

Step 2. For each party P;, (1 < j < |C)) in the center C, the j-th row of Sy (resp.S1) is copied to the i;-th row of
My (resp.M1). Each remaining row of M (resp.M,) is filled with the (]C|+1)-th row of Sy (resp.S1).

Step 3. Output M, and M, as the basis matrices for H-VCS.

Theorem 2: The output matrices My and M of Construction 4 constitute a H-VCS, where H=(V,E) is a normal
form hyperstar with center C. Besides, the H-VCS is optimal w.r.t. pixel expansion.

Proof: Contrast: The stacking of any hyperedge of H is equaivalent to the stacking of |C|+/ different shares
generated by the (|C|+1,|C|+1)-VCS in [1], from which we know its contrast is —-;

Security: Any forbidden set F of H cannot contain any hyperedge of H, thus the number of non-repeating shares
in F'is strictly less than |C|+1.From the security condition of the (|C|+1,|C|+1)-VCS in [1], we know that the H-
VCS is secure.

It is easy to see that the pixel expansion of the above H-VCS is2!¢ . Since the optimal pixel expansion of
(IC|+1,|C|+1)-VCS is 2/°! in [1] and any H-VCS implies a (|C|+1,|C|+1)-VCS by considering a hyperedge of H .
Hence the pixel expansion of the constructed H-VCS is optimal.

Fig.1. A normal form hyperstar with center{1, 2}
Example 3: For normal form hyperstar H = ({1,2,3,4,5,6,7},{(1,2,3),(1,2,4),(1,2,5),(1,2,6),(1,2,7)}) with
center{1, 2} in Fig. 1, the following matrices So and S; constitute a VCS for access structure H.
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0 1 1 0 1 0 0 1
0 1 0 1 01 0 1
0 0 1 1 0 0 1 1
So=10 0 1 1 fandS;=[0 0 1 1
0 0 1 1 0 0 1 1
0 0 1 1 0 0 1 1
0 0 1 1 0 0 1 1

Similar to the graph decomposition technique in[8], we can first decompose a given access structure into several
normal form hyperstars and then combine the basis matrices for the several normal form hyperstars to obtain the
basis matrices for the given access structure. Formally, the above idea is stated as follows:

Construction 5:

Input: ¢ given normal form hyperstar Hi_y (S, whose basis matrices are %0 and 1 1<i<t).

Output: A T'_vCS, whose basis matrices are ©0 and!.

Step 1. Given an access structure T on P, suppose its basis is I'g, which can be decomposed into several normal
form hyperstars Hy, Ha, ..., Hy, such that I'o = Hy U Ho U ... U Hy.

Step 2. Suppose the constructed basis matrices for normal form hyperstars H; are denoted by S and S;. For each
participant not in U.cu, e, add an all zero row for him. The modified basis matrices for hyperstars H; on P are
denoted by S; and S;.

Step 3. Concatenate the ¢ modified basis matrices for the normal form hyperstars together, we get
So=S0820.--08and Sy = Sl oS20...08L

Step 4. Output S0 and S as the basis matrices for I -VCS.

Theorem 3: The output matrices S0 and 51 of Construction 4 constitute a I -VCS.

Proof: Contrast: For each X € I'y, X belongs to at least one of the normal form hyperstars Hi, Ho, ..., H;.
Denote the subscript set of H;s that contain X by A. In other words, X is contained in H;s, where i € A, and X is
not contained in H;s, where ¢ ¢ 4. Suppose the pixel expansion for H;-VCS is m;, where i € {1,2,...,t}. The
contrast for H;-VCS w.r.t. X is denoted by «;¥, where i € A. From the security condition of H;-VCS, the contrast is
0 w.r.t. X, where i ¢ A. For the constructed T-VCS, the contrast w.r.t. X is

X
X D i M
o = =/————— > 0.
Zie{l.Z.“.,t} m;
Security: For each X €T, X is not contained in any of the H,s. Since each pair of Si and S} satisfies the
security condition with respect to X. The pair of their concatenations S, and S, also satisfies the security condition

with respect to X.

4

{5}

Fig. 2. The first normal form hyperstar with center{1, 2}
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7

{1}
{2}

{3}

Fig. 3. The second normal form hyperstar with center{3, 4}

Example 4: Lo = ({1’2’3‘/4’5}’ {(172,3)7(1~,2‘,4),(172~,5)‘, (17374)ﬂ(2ﬂ3ﬁ4)7(314"5>}) is first decomposed into
two hyperstars 1 and 2 | where Hi=({1,2,3,4,5},{(1,2,3),(1,2,4),(1,2,5)})  with center {1:2} and
Hy = ({1,2,3,4,5},{(1,3,4),(2,3,4),(3,4,5)}) with center {3: 4}, referring to Figs. 2 and 3.

. . 1 1 .
The basis matrices 20 and ©1 constitute a 1-VCS.

01 1 0] 1 0 0 1
01 0 1 01 0 1
S¢=]10 0 1 1 |landSi=]0 0 1 1
00 1 1 00 1 1
0 0 1 1| 0 0 1 1 |
The basis matrices S and St constitute a H2-VCS.
fo o 1 17 o o 1 17
00 1 1 0 0 1 1
S2=10 11 0 |andS?=|1 0 0 1
01 0 1 01 0 1
00 1 1 00 1 1

. 51 SQ _. Sl 52 . . . S S
The concatenation of 0 and ~0 and the concatenation of 1 and 1 constitute the basis matrices ~0 and ~! of the
T_VCS respectively.

So =St 082 =

O OO OO
=
e =)
_ O = =
_ o= O

S1 =508 =

S OO+ O S OO =

S OO O
[ e =)
e

SO~ OO [l el e e Nl
_ O O =
— = e

O = O OO O == OO

4. Conclusions

In this paper, we propose three constructions, which include building a hyper star access structure VCS from a
hyper star without center access structure VCS, building a normal form hyper star access structure VCS, building a
general access structure VCS from several small normal form hyper star access structure VCSs, respectively. The
theoretical anaysis of those constructions are also presented.
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