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Abstract: 5G-based Vehicular Social Networks (VSNs)over the VSN are highly sensitive, such as location
demand an advanced location and trajectory privadyajectory, and identity information. If these siéme data
preserving scheme for vehicles. Because VSNs présen are revealed, the location privacy, trajectory gcyw and
characteristics of high mobility and multiple hadays, we identity privacy can be leakédtf!. Second, the topology of
design a 5G-based VSN framework that incorporatebild the VSN changes quickly because of the vehiclgls-Bpeed
Femtocell (MFemtocell) technology. Then, we propts mobility. Thus, data transmission exploits the riplét hop
Dynamic Group Division algorithm (DGD), which is relay method. However, multiple hop relays are priandata
suitable for the dynamic properties of 5G and mékés leakage risks, which may lead to the leakage ofapei
real-time demands of VSN. To preserve privacy,@&D  information. Furthermore, people are paying indreas
algorithm increases the likelihood of exchangingttention to their own privacy and data secufiy?'.
pseudonyms via the proposed Group Generating RiotocTherefore, this paper addresses the problem ofaqyiv
and Pseudonym Exchanging Protocol. Then, we adapt tleakage in VSNs. Combined with modern communication
composite metric KDT (wherK is the average anonymity technology (5G), the method in this paper effedyive
set sizeD is the average distance deviation, dnik the protects the vehicles’ location and trajectory acy in the
anonymity duration) and pseudonym entropy to qiyattie  VSN.
degree of privacy. We evaluate and validate thecéffeness With the increasing number of connected devices and
of our proposed algorithm based on the followinge¢h demand for data rate, the 5G wireless communicatistem
aspects: anonymity set size, distance deviation arihs been a popular research area in recent §&4ts The
pseudonym entropy. The simulation results show that next 5G can serve all types of applications/systevite
DGD algorithm better protects the location andetryry extremely high user rates anytime and anywké&eAs a
privacy of VSNs while sustaining higher real-timentand Wireless Sensor Network (WSN), VSNs will inevitalbdad
than current approaches. to extraordinary developments with the applicatodrbG.
Compared with other WSNs, VSNs realize the modern
Intelligent Transport System (ITS). However, VSNavé
inherent characteristics, such as high mobility emdtiple
hop relays. Thus, Mobile Femtocell (MFemtocell) hagn
1. INTRODUCTION introduced for 5G tech.nolloglfﬁ]. The use of MFemtocell
can significantly maximize performance, such as by
Vehicles now represent “the biggest mobile terniiival realizing dynamic linking, enhancing user throughpnd
the context of the Internet. The 5GAA committee (5Geducing response times and signal overtf&&d.
Automotive Alliance) has published research onliiternet To reduce traffic accidents, vehicles send safetgsage
of Cars in 2017%, and with the development of cloud periodically. The safety message includes inforamagibout
computing ®” and big data®*® vehicles represent the location, speed and direction of the vehichdthough
intelligent devices that can connect to the Interaed the VSN can be plugged into the 5G network sealylese
present sensing and computing abilities. Thus,cketiare 5G-based VSN does not consider privacy preservalian
now the main carriers for mobile social networkdieT malicious attacker continuously eavesdrops on tfety
Vehicular Social Network (VSN) has emerged, andaleR  message, the location and trajectory privacy maleaked.
can now be connected to wireless networks to imgrovio address this problem, researchers have propfteidnt
traffic safety and promote the development of smears. schemes that include K-anonymi®®, Mix-zone ?9,
However, the convenience of VSNs may lead to pyivacMixGroup®”, and Encryptiof*?. The basic ideas behind
concerns. The problem of privacy disclosure prilyaiems these schemes are consistent. Each vehicle isnassig
from two aspects. First, for the users, certaia tl@nsmitted pseudonym in the VSN, and then vehicles exchange th

Key words: Location privacy; Trajectory privacy; 5G;
Mobile Femtocell; VSN



pseudonyms with each other to obscure the vehickzd’ region and increase the probability of exchanging

identities. Therefore, the attacker cannot linkréed identity pseudonyms.
to the corresponding vehicle, and the location gayvis The remainder of this paper is organized as follokws
protected. Section 2, we review related works on the develognoé

Thus far, the MixGroup method is the most advararedi  integration between 5G networks and VSNs and schéone
effective for preserving privacy among the existiafjemes. preserving privacy in VSNs. In Section 3, we ddsiihe
By combining the Mix-zone and group signature tetbgy, basic concepts and relative definitions. In Sectigrthe
the MixGroup algorithm extends the group region andotivation, objective and system model are revealad
increases the opportunities for exchanging pseudsnyp Section 5, a detailed description of the DGD aldoni is
protect location privacy as shown in Fig*®L Nevertheless, provided. In Section 6, the simulation environmemt
the division of the group region in the MixGrouptimed has results are presented. In Section 7, the conclasafrthis
three main shortcomings. First, the response tirhe paper are provided.

MixGroup cannot meet the real-time demand of theNVS
Second, the static division of the group regiongfaswn in
Fig. 1) cannot be applied perfectly in future 5Ghitecture, 2. RELATED WORK

because 5G MFemtocell technology is dynamic armivall Significant attention has been focused on the problof
the vehicle to adaptively access the core netw®Hird, privacy preservation and real-time demand in VERE!
because the division of the group region is basedhe With the constant development of communication
vehicles’ routes while moving, the MixGroup metheahnot technology, higher speeds and greater bandwidthe hav
effectively protect the vehicles’ trajectory privacUser promoted the development of integration betweenS5Ge
behavior is known to have certain regular charettes network and VSNs. Through IEEE 802.11p, the worl3#]
over a long period of time. Because of work or fggmi proposes a 5G-VANET (Vehicular Ad Hoc Network)
circumstances, vehicles regularly drive past a remdf  architecture to realize adaptive clustering, whiah reduce
fixed locations or traverse along fixed trajectsriBecause the system response time and improve the realdieneand

of this certain regularity, the division of the gpregion is of VANET. The authors in [37] address the secuetyd
vulnerable to leak trajectory privacy in the Mix@mp privacy issues in 5G-enabled vehicular networks and

method. propose the scheme of a real-time video reporgémgice in

- - a 5G network framework. For protecting the privadya

, ndiidal social spot T~ Grow Region video reporting service in vehicular networks, thehors
/‘ \ ~

exploit the method of pseudonym management combined
with the high speed and low delay characteristiche 5G
network. The study presented in [38] presents &b&bled
vehicular network and introduces 5G technologieshsas
Device-to-Device (D2D), Enhanced Cloud Radio Access
Network (EC-RAN) and Heterogeneous Network (HetNet)
into the vehicular network. Moreover, C. Wang, kt'&
propose a MFemtocell network. MFemtocell is a 5G
To address the main shortcomings of the MixGrougechnology that combines mobile relays with Femitece
method, we design a novel 5G-based VSN architeende MFemtocell can be deployed in vehicular networks to
propose the Dynamic Group Division algorithm (DGD)  provide enhanced throughput and spectrum efficiewtsh
the protection of vehicle location and trajectorivacy. The  the integrated application of the 5G and vehicuketwork,

main contributions of this paper are as follows. MFemtocell allows for the demands of VSNs to be et
e To improve the real-time demand of the VSN, wgeal-time and with heavy data traffic.

combine 5G wireless communication systems and VSNs.|n  VSNs, vehicles can easily access location-based
This paper includes MFemtocell technology and desig services for the convenience of drivEfg?, such as finding
a novel system model, the 5G-based VSNs. the nearest gas station or supermarket. Thergfoveecting

e To quantify the location and trajectory privacyttean the location and trajectory privacy of vehicles heseived
be suitably applied in the 5G-based VSNs, this papencreasing attention recently. With the technolog§
improves the composite metric KDT, whekeis the  homomorphic encryption, the work in [41] realize®/acy
average anonymity set sizB, is the average distance preservation through the sharing of encryption and
deviation, and’ is the anonymity duration. trajectories between vehicles. However, becausehisf

e To more effectively protect privacy, we propose th&haring, the approacdf” works on the condition that the
DGD algorithm for the 5G-based VSNs. Based omjensity of vehicles is high. Other approackég® have
social/individual hot spots, the DGD algorithm dgs adopted the authentication mechanism to meet the
the Group Generating Protocol and the Pseudonypaquirement of privacy protection. Facing the aragles of
Exchanging Protocol to dynamically divide the groupeal-time demand in VSNSs, researchers have alspopeal

Fig. 1: MixGroup method



lightweight authentication mechanisms. For exanmilang
[44] proposes a Two-Factor Lightweight Privacy-gmng
authentication scheme (2FLIP) that employs

decentralized CA and biological-password basedfagter
authentication. Although the 2FLIP scheme can redhe
costs of authentication and realize conditionalvamy
protection, the safety of the whole scheme heaeiligs on
the unique system key of the CA. Abd#¥s proposed a

hierarchical pseudonymous authentication protodwit t

communicate with other vehicles or the Base Station

Therefore, this technology can improve the throwgtgnd

theeduce the system response rate. Furthermore, Migetht

can dynamically access the wireless network arettfely
resolve the problems caused by the topology of \{8i&ch
do not have a center node and change quickly.
B. Social hot spots and individual hot spots

A hot spot is a location that users are interesteth this

secondary, based on the time. The lifecycle ofptmary
pseudonym is longer than that of the secondarydmssum.

social hot spot and individual hot spot. Social fpbts are
characterized by a location with a high densityelhicles,

The primary pseudonym is used to communicate witBUCh as crossroads, parking lots, etc., where feshéasily

partially trusted institutions,

whereas the secopda €ncounter each other. Because many meeting opjit@sun

pseudonym is used between vehicles. This scheme ggcur for vehicles in social hot spots, existingvacy

beneficial to reduce the system burden of the V&, it is
no longer dependent solely on the CA.

Although the schemes mentioned above have addresséicles. Then,

preserving the privacy of the VSN under certainditons,
they are inefficient when the VSN is applied in B&works.

Moreover, most studies have barely focused on imcat

privacy preservation and have ignored the trajgqboivacy
of moving vehicles. Under the synthetic consideratof

real-time demands and privacy preservation, thipepa

addresses the issue of location and trajectoryapyivin
5G-based VSNs.

3. PRELIMINARIES

In this section, we provide a detailed introductitmn
certain basic concepts relevant to MFemtocell teldgy
and social/individual hot spots. The definitionkidT used
in this paper is subsequently provided.

A. Mobile Femtocell

Base Station
AN
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Fig. 2: Vehicles with MFemtocell

To meet the high-mobility demand of users,
architecture of the 5G network incorporates thérnetogy
of MFemtocell,
femtocell network. The wireless interface of MFeostb is
backwards compatible with all

the

which combines the mobile relay and

protection methods (e.g., Mix-Zone) usually takeaadage

of social hot spots for exchanging the pseudonyrhs o
malicious attackers cannot guess th

vehicle’s real identity, and the vehicles’ locatiand
trajectory privacy are protected.

Although individual hot spots are characterized by

frequent vehicle visits, most people generally €lrie and
from their places of work and their homes overraylperiod
of time. Therefore, most drivers regularly visittein fixed
locations, such as the supermarket near the dsivemme or
the gas station on the way to work as shown in BigOf
course, one location may be an individual hot sigowvell as
a social hot spot for certain drivers, and whes titicurs, we
define the location as a social hot spot by default

In this paper, the location of a hot spot (inclufdsocial
hot spot and individual hot spot) is denotedRiy (X, Yy),

wherex andy represent the latitude and longitude of the

area of the hot spot, respectively. To effectivplptect
vehicle location and trajectory privacy in the 5@&sbd
VSNSs, our paper dynamically divides the group drgghe
definition of PL.

Individual hot spot

wﬁ

} _Gas Station

Department Storer

\‘

Work place

Fig. 3: Social/individual hot spot

the existing terminal

equipment. Thus, MFemtocell can be seamlessly aaede C- Quantification for trajectory privacy
to VSNs. As shown in Fig. 2, MFemtocell is always Trajectory privacy is the degree to which an entapnot

deployed on fast-moving vehicles, such as calagrauses,
etc. With the help of MFemtocell, vehicles can atlaby

be linked to the vehicles’ trajectory over a congiee time.
In this paper, we adopt a composite metric K&¥ to



quantify the trajectory privacy, whekerefers to the average

are not infinite values. Therefore, assume thatigper limit

anonymity set sizd) is the average distance deviation, anaf Kt; andd; areK,.x anddmax, respectively. The values of

T is the anonymity duration. Considering realisticrénds,
we redefine KDT as follows.

(1) Anonymity DurationT: In our paper, for a better
description of the trajectory privacy, we defifeas a
constantT is a set of timetf, ty,..., t;,..., t,}. Therefore, a
vehicle is driven for a continuous tinie(starting fromt, to
t,), and generates a trajectory.

(2) Average Anonymity Set Siz&: Assume thatKy
represents the number of vehicles in a group drémat;.
Then, we can find the expression of average andyyset
sizeK.

_ K FK LK LK

n+1l

K wt>0i=012..n (1)

Kmax @and do are substituted into formula (1) and (5). In
addition, the maximum ok andD are alsoKux and dygy,
respectively.

4. MOTIVATIONAND SYSTEM M ODEL

This section provides the motivation and objectf¢his
paper. Then, we design a 5G-based VSN system niadel
solving the problem of real-time demand and privacy
preservation.

4.1 Motivation

The construction of the MixGroup framewdf® extends
the pseudonym-changing regions with the Mix-zoné an

According to the knowledge of random processes, wgroup signature mechanism, and it addresses traidac

know that the number of vehicles that arrive at gheup
region follows a Poisson distribution N{t)}. The
one-dimensional probability distribution oRN(t) is as
follows:
k
P{N(t)=k} =%e’”‘,k =K, KK, (2
Therefore, we can calculate the expectatioN(B}= At ,
wheret [ t,,t,] , and A is the average number of vehicles

arriving in the group area per unit time.
(3) Average Distance Deviatiddx At timet;, suppose that

privacy issue in VSNs. However, the MixGroup franoekv
does not consider a method of protecting trajegtoiyacy.
According to the vehicles’ paths while moving, MisxdBp
statically generates a group region. Assume tmaalicious
attacker has joined in the group region. Then, Heeisill
constantly exchange pseudonyms with other vehictzged
in the same group region and will keep trying tacreange
pseudonyms until leaving the group region. The cialis
attacker can draw the outline of the group regiBy.
matching group regions with the map (e.g., Googbp¥),
the attacker learns the trajectories of vehicliethd attacker
obtains other information, such as the work loggtio

there are two vehiclesif, uJ) in a group area and the numberpersonal interests, etc., he/she can easily knaavréal

of vehicles in the group iKt;. Here, we define the distance
din between two vehiclesig, uy):

ke =% =% )2 +( Yoo = Vi )2 3)

where &, Ym) is the location of vehicle,, and &, Vi) is
the location of vehicle,. Assume thaP, is the probability
of identity confusion between vehicles. That is,astacker
guesses that vehiclg, is vehicleu, with probabilityP,.

Thus, we can obtain the distance devia@prat timet;:

1 Kﬁ K‘\
d =——33d. P (4)
‘ ( Ktl ) m=1 k=1

Then, the average distance deviatis calculated at the
anonymity duratiorT:

_d +d +..+d +..+d

n+1

“ t >0i=012...n ©)

For the best trajectory preservation, we must mepdrthe
average anonymity set siz€ and the average distance
deviationD for a continuous tim& (Anonymity Duration).
Greater average anonymity set sizes and averatendés
deviations correspond to better operability of amoous

trajectory of the vehicles. There is no guaranteethe users’
trajectories will not be exposed; thus, the usegectory

privacy is leaked. Therefore, preserving privacy is
insufficient in the MixGroup framework. In this pap we
aim at protecting the location and trajectory peiwvan
VSNSs.

Furthermore, the real-time demand of the VSN is

significant. Therefore, using a VSN does not makese
unless the vehicles obtain a quality-of-servicergotee for
real-time services. To improve the pseudonym exgban
opportunities, the MixGroup framework generatesugro
regions with the static methods. The MixGroup framek
does not consider the time cost. However, becatisheo
development of mobile communication technology, an
increasing number of vehicles have accessed VSNs.
Therefore, the static division of the group regignnot
appropriate for the rapid development of the Irngermo
support the large amount of data traffic and meat-time
demands, this paper introduces 5G MFemtocell tdolgyo
MFemtocell can dynamically connect to an operatoose
network. This dynamic characteristic will greattmprove
the system response time and meet the real-timeuainm
VSNs.

schemes for vehicles. Therefore, this scheme care m(fl-2 Objective

effectively protect the trajectory privacy. HowemgrandD

In this paper, we aim to propose the DGD algorifiom



protecting location and trajectory privacy in 5Gsbd VSNs. communicate with the MFemtocell for collecting
First, we build a novel system model with the idtrotion of  information from vehicles. Then, the Base Statiends the
the MFemtocell. Then, with the help of MFemtocé¢lle gathered messages to the core network where they ar
vehicles can be dynamically brought together foregating processed, and then they are fed back to the Baters
a group in timeT (Anonymity Duration). The average Fig. 4 shows that the framework of the 5G-based V88|
anonymity set siz& and the average distance deviafioof been divided into four main stages: system initgtion,
the group must meet certain conditions for reachimg group generating, pseudonym exchange, and group
degree of privacy required by the users. Finalhg DPGD cancellation.
algorithm exchanges the identities in the same mmwith 1) System initialization: In our proposed system model,
pseudonym entropy principle. By increasing thdhe RAis afully trusted entity and it boots andializes the
opportunities to exchange vehicle identities, thiéityg of an ~ Whole system. The RA can verify the legitimacy aile
attacker to determine the real identity of a vehigs entity in the VSN and assign the corresponding rgecu
hindered. parameter®ID, PK/SK, Cert for the legal entities. Of course,
Thus, based on the MFemtocell technology, hot Sp@tﬂe RA server stores the vehicles’ true identitasd
concept and composite metric KDT, the problem opseudonym identities, which contributes to tracking
protecting a vehicles’ location and trajectory pdy is Offenders for law enforcement. Because the RAtisisted
resolved by maximizing the average anonymity se¢ Ki  entity, the problem of privacy leakage from the &éver is
and the average distance deviatidfor a continuous tim@  not an issue.

(Anonymity Duration) in the 5G-based VSNs. 2) Group generating: If a moving vehiclev; sends the
safety message periodically, MFemtocell technolakiyws
4.3 System model the vehiclev; to dynamically generate group regions along

To meet the real-time demand of vehicles and pveserthe vehicle’'s trajectory. If the vehiclg sends a safety
vehicular privacy, we introduce the MFemtocell tealogy = message in one location, then the group regioene@ated
and design a VSN model, and its framework is shimwig.  based on the values ., andd .

4. The framework consists of three key components: 3) Pseudonym exchange: In the group region, vehicles

Vehicles, Registration Authority (RA) and Base Biat communicate with a group identity between the Bstsdion

and vehicles. To protect the location and trajgcfivacy,

Registranon Authority vehicles located in the same group region needdhange
13

Ry pseudonyms with each other constantly. Thus, vehialill
Y "Core network ? obtain a different pseudonym after moving out adraup
I “}é\( “ region every time, which increases the difficultyr fa

S A malicious attacker to guess the real identity efuibhicles.

4) Group cancellation: With the moving of the vehicle, the
group region will be changed constantly along thgettory
of the vehicle. Therefore, the group region is gatesl and
revoked alternately. When a group cannot meet the
requirements of the system (e.g., anonymity enfxothe
group will be revoked automatically with the helf o
MFemtocell and the source of the group will be ocbeg by

the RA.

Fig. 4: Framework of the 5G-based VSNs

Vehicles: the moving entities in the VSN. Each eéhis
equipped with a MFemtocell for communication betwee5- ALGORITHM DESIGN

vehicles or with the users inside the vehicle. _ In this section, we first present the frameworkhef DGD
RA: In this paper, the RA is a strictly trustedréhparty  algorithm. Then, we introduce three protocols ia BGD
entity, and it can potentially benefit the systeeewsity by  gigorithm accordingly: Group Generating Protocol,

generating secure parameteRIR, PK, SK, Cert} for the  pseudonym Exchanging Protocol and Group Revocation
entities in the proposed system model, whelB is the protocol.

pseudonym identity for the entities, such as vekiajroups, )

etc.; PK/SK is the public-private key pair used to encrypt oP-1 DGD algorithm

decrypt messages to ensure information securityCart is Fig. 5 describes the framework of the DGD algoritfime

the certification parameter applied in the grougnature DGD algorithm addresses the location and trajeqiomacy

mechanism for preventing the information from beingn the 5G-based VSNs. When a vehicle sends thdysafe

tampered with, forged or imitated. message periodically from one location, the locafidvacy
Base Station: located between the vehicular netwark is protected. First, the vehicle generates a gregipn using

the core network. The Base Stationan directly the method that is introduced in the Group Genagati



Protocol. Then, to protect the location privacy,vahicles

automatically interact at the sarsecial/individual hot spot.

exchange pseudonyms with each other in the samggroAccording to the area size of the hot spot, differells are
When a vehicle is moving, location privacy as wafl generated as shown in Fig. 6. To preserve privagy,
trajectory privacy should be considered. To dynathic propose the Group Generating Protocol to expandrie of
generate group regions along the trajectory, theDDGthe group constantly, and then a group region igdhically

algorithm calls the Group Generating Protocol

Pseudonym Exchanging Protocol alternately.

andenerated.

Here, we explain the main procedure of group geimgra

Algorithm 1 describes the pseudo code of the DGLFirst, when a vehicle; enters a social/individu&lot spot, it

algorithm.

Algorithm 1: Dynamic Group Division (DGD)

1:if (vehicle is moving)
2:  Call for the Group Generating Protocol ateely;
Dynamically obtain group regions;
if (One group region is unsuccessful)
Go to the scheme of location privacy;
else

end if
else
10: Generate a group region for the vehicle;
11: Exchange pseudonyms with each other;
12:end if
13: Call for Group Revocation Protocol.

Call for Pseudonym Exchanging Prot@dtrnately;

| Location privacy
[N]

— —_—

| [ omma] |

Sending the safe
essage periodicghy

Generate agrou|
region

Exchange pseudonyi
between vehicles

N
| Altemately call for
Pseudonym Exchangin
| Protocol

Y

Call for Group
Revocation Protocgl

eet the requireme
of group revocatiop?

Fig. 5: Framework of the DGD algorithm

5.2 Group Generating Protocol

If a vehicle has been accessing the VSNs, theRghwill
validate the identity of the vehicle. After finisig system
initialization, the MFemtocell can help the vehicle6:

will monitor whether there are other vehicles ia #ame hot
spot that are sending the Cell-Generate-Requestages|f
a vehicle v, has initiated the request message for cell
generating, vehicle, will join the cell. Otherwise, vehichg
initiates the request message. Within a timestamp, the
cell is finished and the vehicle that first sends tequest
message becomes the Cell Leader. Second, the €adlek
broadcasts the Group_Generte_Request messagel thdi
other vehicles. When the number of vehicles ingtap is
larger than the maximum vall& (that is,Kt;>K4) or the
distance deviation between vehicles is larger thia@
maximum valued,u (that is, d;>dw), then the group is
finished. Otherwise, the area of group will be exed to
find appropriate vehicles for the timg,. Fig. 6 describes
the generative process of the group region. Becdluse
social hot spot is generally an intersection, thgttory map
in the group region is complicated because of dbffe
directions of the trace intersection. Therefores tiroup
division mechanism in the DGD algorithm can more
effectively protect the vehicles’ trajectory priyamompared
with the privacy-preserving scheme MixGroup.

~-Group region

2 / Social hot spotlce]‘l\"‘-»-\‘_

oEia kot §,pd£/cell

Fig. 6: Group division mechanism

Algorithm 2 describes the pseudo code of the Group
Generating Protocol in details.

Algorithm 2: Group Generating Protocol

Input: PID,, PK,, SK,, Certy, PL, tsamp: Kmax, Omax

Output: GID, PKg, Kg, Certg

1: A vehiclev; enters a hot pot and listens for the request
message for cell generating;

2:for (tsamp >=0)

3: if (vehiclev, receives the message Cell_Generte_Request)

Join in the cell;
4: endif
5: ese
Initiate the request message Cell_GenBequestPID,,



&PK,, & XK,, &Cert,; K
7:  The vehicle; becomes the Cell Leader and waits for other H= _z p log, p,
vehicles to join; . i= , N
8 Cells are finished: When the vehicle’s pseudonym is changed, the pitityab

9: Select a cell leader as the group leader eyticiple of Pi @nd the pseudonym entrofyare changed. Therefore, this
first come first service: paper exploits the entropy of the group to exchatige

10: Broadcast the request message Group_Genegeefte Ve_?_ir‘]:ée;’szlai ?osgezfe:\r/]i FI)Dris\/eaCdyc;n m Exchanging Plotoco
u udonym Ex i
11: for (Kti<=KmX && di<=dmax)

) ddsoci is shown inAlgorithm 3. Here, we consider the privacy
12: for (PL (the cell leader nearby group leadegocial hot preservation of vehicles in group regionGr. Before

spot) o exchanging the pseudonym of vehiglewe first calculate

13: The cell leader agrees to joirugro the pseudonym entropy of ti@, which is denoted by the
14 _ Calculatit; andd; SymbolHueor. Thus,Hyeore iS the entropy before exchanging.
15: if (Kt>=K x| I0:>=0rme) In the valid anonymity duratiom, if vehicley, receives the
16: break; message pseudonym_exchange_ Request from a vehicle
17: end if we will estimate the pseudonym entropy of the gragion
18: end for Gr denoted by the symbbl.qe. Of course, the vehiclg also
19: The cell leader (Fmindividual hot spot) agrees to join belongs to the group regiddr. If the pseudonym entropy

group; Harer is greater thamyeore, the two vehicles; andy; will
20: Calculat&t; andd;; interexchange pseudonyms. In contrast, vehiglewill
21: end for abandon the opportunity of exchange because smaller
22: if (tgamp <0) pseudonym entropy corresponds to lower the levptighcy
23:  Group generation fails; protection.
24: end if In summary, for privacy preservation in the Pseydon
25: else Exchanging Protocol, we calculate the pseudonymoppt
26: Group is finished: before two vehicles exchange pseudonymel. i increased
27: Group leader sends the message to the RA; by exchanging pseudonyms, then the two vehicle$ wil

28: RA judges its legitimacy and distribu@kD, PKg, SKg, successfully complete the process of pseudonymagngeh
Certg for valid groups: Otherwise, the exchange will be abandoned.

29:end for

Algorithm 3: Pseudonym Exchanging Protocol
As shown inAlgorithm 2, group generation consumes alnput: Gr, GID, T

certain amount of time (within the timestaryg.). Thus, output: Hae, PID,, PK,, SK,, Cert,,

time is the key point for the Group Generating &cot. If

the time setting is shorter, thét; andd; are accordingly 1:for (a vehiclevieGr)

smaller and cannot reach the requirements of pyiva®: calculate the pseudonym entrdfyore; // Hoeore is the
preservation. If the time setting is longer, theaggdure of entropy before exchanging.

group generation W”,I wastg too much time waitingda 3: if (T '=0&&vehicle v; receives the message pseudonym
cannot meet the user’s requirements.

4: exchange Request from a vehig)d/ (vieGr
5.3 Pseudonym exchange pr otocol - ge_req icle/ (vieGr)

To protect the vehicles’ location and trajectoryvacy o Calculate the pseudonym entréfite; // Hane is the

outside of the group area, vehicles periodicallydssafety entropy after exchanging.
messages with pseudonym identities. Vehicles djrect6: if (Haster-Hoetore>0)
communicate with the Base Station. Inside of tloigrarea, 7: Exchange pseudonyms ¥>;
vehicles employ group identityG(D). To ensure that the g. end if

attacker cannot deduce the vehicles’ real iderttifig, paper 9: dse

i he pseudonym exchanging opportunitibervd

Increases t 10: Abandon the exchange;

vehicle enters a group region, the vehicle will tammously )
exchange pseudonyms with other vehicles until gigicle 11: endif

leaves the group region. A condition for exchangind?2: €lse

pseudonyms between vehicles is observed. Assurmegbla 13:  Send the request message pseudonym_exchange
vehicle has the probability of being tracked by aliolous 14: _Request and wait the exchanging;

attacker denoted by. Thus, the pseudonym entroplyfor  15: Group Leader sends the exchanged pseudonyRi;to
the vehicles ¥§;, v, ..., i} in a group region can be 16: end for

expressed as follows:




5.4 Group Revocation specification§”. Then, we divide the graph into 10x10

When a vehicle leaves the group region, it will dsen small cells. Each cell is labeled a social hot spandividual
message about leaving the group to the Group Letdbe hot spot according to the real geographic areai.e'[err_nine
lifetime of the vehicle is zerdT(=0), then the vehicle will Whether to exchange pseudonyms, each vehicle &eldb

automatically apply to leave the group. When theaper of With an ordered pairRID,;, p>, wherePID,; represents the
vehicles in a group is less than the minimum vidye (that ~ VENicle identity angy is the tracked p.robablllty. .

is, Kt<Knn) or the distance deviation between vehicles is AS we know, GMSF supports the import of vehiclees
less than the minimum valué, (that is, di<dhiy), we for three different areas (city, suburban and jurg&bor
determine that the existence of the group is megpess. simulating the different road information in Cheng@ity,
Thus, the group will be revoked by the RAgorithm 4 Sichuan Province, China, we design a city scenanid a

presents the pseudo code of the Group Revocatindai. ~ Suburban scenarioThe only difference between the two
scenarios is the vehicle density. We set the veliehsity of

Algorithm 4: Group Revocation Protocol the city scenario as 0.3 v/m (that is, 900 vehiie2000 m x

Input: Group regionGID, Tiife, Kiin, Omin 3000 m area), whereas we set the vehicle densitthef
Output: Resources of group suburban scenario as 0.2 v/m (that is, 600 vehigl8800 m

1:if (a vehicle V.1 Group region [Jite,<=0) x 3000 m area). Table 1 shows the simulation patensiéen

2: Initiate the message leaving_group_ request details.

3 Calculatét; andd;; 6.2 Simulation Results

4 if (Kt<Kiin|ldi<Qpin) A. Location Privacy

5. Group leader sends message of group revodatio RA; - 14 sjmpjify our experiment, we assume that a vetiiin
6 RA recovers the corresponding resouotéise group; ihe social hot spot and sends a request messaggdiap
7. endif generating. We analyze the location privacy in ity
8:

end if scenario and suburban scenario from two aspeaisyarity
set size and distance deviation.

[ T T T T T T T T T T
- I MixGroup algorihthm
[ | I DGD algorithm

6. SIMULATION AND RESULTS %0

In this section, we conduct extensive simulationsl a
evaluate the performance and effectiveness of mpgsed
DGD algorithm under city and suburban scenarios.fvge
describe the simulation environment for the cityd an
suburban scenarios. The simulation results fromeethr
aspects (anonymity set si#e distance deviatio and
pseudonym entroph) are then presented in charts. Finally,
through the analysis of the simulation, we showt tar
proposed DGD algorithm can effectively protect ltteation
and trajectory privacy in 5G-based VSNs.
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Fig. 7: Anonymity set size of a group region for the cbtenario

6.1 Simulation Environment

Table 1: Simulation parameters

Parameter Setting so |- [ MixGroup algorihthrT 4
Vehicle Speed 30 km/h 2 sl B DGD algorithm
Vehicle density 0.3 v/m feity scenario S
Vehicle density 0.2 v/im feuburban scenario §, s
Anonymity Duration 600 s '% ol
Kiin 35 g w5l
Omin 600 m Z ol
K e 50 § S
Ornax 750 m % ol
We first simulate a graph to represent a large real § 5|

geographic area (3000 mx3000 m) using the Generic Ll
Mobility Simulation Framework, GMS¥. For emulating Time (S0)

the performance of MFemtocell, we add certain flamst to Fig. 8: Anonymity set size of a group region for the sudaur
the GMSF simulator that are compliant with 3GPP LTE scenario

10 20 30 40 50 60 70 80 920 100



In Fig. 7, we measure the anonymity set sikg) ©f a algorithm can protect location privacy well in bdtte city
single group region within 100 s in the city scémawhich  scenario and the suburban scenario.
shows that the anonymity set size with the DGD wtligm is Fig. 10 compares the distance deviation of a sigghep
larger than the MixGroup algorithm when the tita80 s. region between the DGD and MixGroup algorithm ia tlity
Our proposed DGD algorithm approaches the maximuscenario. Fig. 10 shows that the convergence rhatieo
(Knex=50) at t=70 s, whereas the MixGroup algorithm DGD algorithm is faster than that of the MixGrougaithm.
achieves theK.. value att=90 s. Evidently, with the The DGD algorithm achieves the convergence value at
assistance of MFemtocell, the DGD algorithm possess approximatelyt=60 s, whereas the MixGroup algorithm
faster convergence rate. Hence, from perspective athieves itat 80 s. This finding further demortssahat our
protecting the location privacy in a city scenatlte DGD proposed DGD algorithm has faster response speeds a
algorithm can perform better compared with the Mix®  effectively protects location privacy under theyatenario
algorithm. The distance deviation of a group region for thieushan

However, the MixGroup algorithm approaches thescenariois shown in Fig. 11. Two rapid increases are
maximum K;x=50) in a lower density area in the suburbarbserved att=30s andt=60s separately in MixGroup
scenario. As shown in Fig. 8, although the DGD andlgorithm, while the growth of distance deviatidmows a
MixGroup  algorithm  obtain their peak almostsmooth increase in our proposed DGD algorithm. &luzga
simultaneously (at approximatetty80 s), the anonymity set reveal that there are two social hot spots in theGQvbup
size in the DGD algorithm is much larger than tbathe algorithm, which may be caused by the leaking chatmn
MixGroup algorithm. A larger anonymity set sizeprivacy, whereas the DGD algorithm performs better
corresponds to a greater intensity of privacy presg. preserving location privacy.

Thus, our proposed DGD algorithm shows its superior mf T T ]
performance of protecting location privacy in th#srban 700 | ]
scenario. _es0f ]
[ T T T T T T T T T T g 600 -
50 |- [ City scenario g
~ _[ | I Urban scenarip < 550 - ]
= S s
<t S 500 |- g
o 40 §
S & g ®or ]
< g aol- ]
8 ®r e ]
8 z
© O sl d
> —m— MixGroup algorith
: S
o 200 1 1 1 1 1 1 1 1 1 1
g 10 20 30 40 50 60 70 80 90 100
E Time (Sec.)
F Fig. 11: Distance deviation of a group region for the sibaur
scenario

10 20 30 40 50 60 70 80 0 100
me(see) Fig. 12 compares the distance deviation of a gregmpn

between the city and suburban scenarios. We fiad ttie
distance deviation is smaller in tbity scenaricdhan in the
0} , suburban scenario wherx60 s. However, the distance
deviation of the city scenario overlaps uburban scenario
on the end. Both scenarios realize location privacy
preservation when the distance deviation falls betw750

M (drex) @and 600 M) -

750 |- B

Fig. 9: Anonymity set size of theity vs. suburban scenario
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Fig. 10: Distance deviation of a group region for the sitgnario
Fig. 9 compares the anonymity set size betweertithie
scenario and suburban scenaiio the DGD algorithm. a0 |- Gy scenaro] 1
Because the vehicle density is higher in the @gnsrio than a0 0-
the suburban scenario, the DGD algorithm obtains th ol
. R . . ) 0 10 20 30 40 5 60 70 8 9 100
maximum anonymity K.x=50) att=70 in the city scenario Time (Sec)
and att=90 in suburban scenario. Therefore, the DGD Fig. 12: Distance deviation for the city vs. suburban sdena
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B. Trajectory Privacy the anonymity set size in the city scenario iséarthan that

To better measure the trajectory privacy, we afsume N the suburban scenario. Based on the ab0\_/e, the
that a vehicle starts in a social hot spot and sendafety Performance of our proposed DGD algorithm for wejey
message periodica"y with a Speed of 30 km/h. T}*mn’ privacy preservatlon -|n the C|ty scenario Is SuprG](l) that of
trajectory is generated that includes 6 group megio the the suburban scenario.

anonymity duration =600 s). Here, the trajectory privacy is 60 T T T T r g
described with the average anonymity set size, ameer or Egﬁﬁj,?:f;';na,_,
distance deviation and pseudonym entropy. sl
Fig. 13 shows the anonymity set size of the trajgct 8ol
under the city scenari€omparing the DGD and MixGroup Basf
algorithm, theK in the DGD algorithm is larger than that of or
the MixGroup overall. Through formula 1, we canccdéte Exf
the average anonymity set sizekas12.33 in the MixGroup gl
algorithm, whereas th&=47.20 in the DGD algorithm. wf
Hence, our proposed algorithm can effectively mrotbe 5P
trajectory privacy in the city scenario. TS 600

200 300 400 500
. . . Anonymity Duration (Seconds)
In the MixGroup algorithm for the suburban scenario Fig 15; Anonymity set size for the city vs. suburban sciena
three types of time settings {200 s, 500 s, and §0@re . ) o o
observed in which the anonymity set size is belbw t Figs. 16-18 show the distance deviation of thettajry in

minimum (K.n=35). Fig. 14 shows that the averagethe anonymity duration of 600 s. Based on formulahg

anonymity set siz& is 34.63. However, the anonymity set2verage distance deviation of the DGD algorithm is
size of the DGD algorithm is close to thew, and the D=727.67 while that of the MixGroup algorithm is1633 in

average anonymity set sizZé (K=43.62) in the DGD the cityscenario (_aS shown in Fig. 16). !n sub_urtwena_rio
algorithm is much larger than that in the MixGroup(See Fig. 17), we find that the average distang&atenD is

algorithm. Thus, we find that the DGD algorithmesfively ~609-17 using the MixGroup algorithm ai723.00 with

provides the service of trajectory privacy prestovain the "€ DGD algorithm. Thus, the DGD algorithm, which
suburban scenario. presents a higher average distance deviation, feactieely

protect the trajectory privacy both in the city asuburban

60 T T T T T T .
55 I MixGroup algorithn] ] scenarios.
I DGD algorithm
%0 ] 780 T T T T T T
3 40 —&— DGD algorithm
2 740 |- 4
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Fig. 13: Anonymity set size of a trajectory in the city sago 100 200 30 400 500 600

Anonymity duration (Sec.)
T T . Fig. 16: Distance deviation on the trajectory in the citgrsario
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Fig. 14: Anonymity set size of a trajectory in the suburbaenario Anonymity duration (Seconds)
Fig. 17: Distance deviation on the trajectory in the subarb

Fig. 15 compares the anonymity set size on thedrajy
between the city scenario and suburban scenargeneral,

scenario
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Fig. 18: Distance deviation in the city vs. suburban sdenar

We compare the distance deviation between the ci
scenario and the suburban scenario in Fig. 18. @ineghe
distance deviation in the city scenario is largemtthat in
the suburban scenario. Accordingly, the DGD alhanitis
more effective in the city scenario in terms ofganeing the
trajectory privacy.
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Fig. 19: Pseudonym entropy in the city scenario
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Fig. 20: Pseudonym entropy in the suburban scenario

Fig. 19 compares the pseudonym entropy on thectaje

between the DGD and MixGroup algorithms in the city

scenario, and it shows that the pseudonym entrofbythe
DGD algorithm is larger than that with the MixGroup
algorithm. The degree of privacy protection is dike
proportional to the pseudonym entropy. From Fig. th@
same result is found in the suburban scenario. ,Tihusoth
the city scenario and suburban scenario, the D@bBrighm
has a strong ability to protect trajectory privaicy the

5G-based VSNs compared with the MixGroup algorithm.

7. CONCLUSIONS

In this paper, we studied the problem of protecting
location and trajectory privacy in 5G-based VSN&a T
dynamically divide the group region and meet thghhi
real-time demands of users, we propose a systenelnobd
5G-based VSNs that applies MFemtocell technologyur
proposed system model, we design an efficient DGD
algorithm to protect a vehicle’s location and tcapey
privacy. The DGD algorithm comprises four staggstem
initialization, group generating, pseudonym exclegrand

oup cancellation. Through the simulations, wewvskivat,
compared with existing solutions for generating gneup
region, our algorithm reduces the time delay affielcéiely
protects the users’ location and trajectory privaicy
5G-based VSNSs.
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