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Abstract— Cloud is the requirement of today’s competitive 
world that demand flexible, agile and adaptable technology to be 
at par with rapidly changing IT industry. Cloud offers scalable, 
on-demand, pay-as-you-go services to enterprise and has hence 
become a part of growing trend of organizations IT service 
model. With emerging trend of cloud the security concerns have 
further increased and one of the biggest concerns related to cloud 
is DDoS attack. DDoS attack tends to exhaust all the available 
resources and leads to unavailability of services in cloud to 
legitimate users. In this paper the concept of fog computing is 
used, it is nothing but an extension to cloud computing that 
performs analysis at the edge of the network, i.e. bring 
intelligence at the edge of the network for quick real time 
decision making and reducing the amount of data that is 
forwarded to cloud. We have proposed a framework in which 
DDoS attack traffic is generated using different tools which is 
made to pass through fog defender to cloud. Furthermore, rules 
are applied on fog defender to detect and filter DDoS attack 
traffic targeted to cloud. 
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I. INTRODUCTION  
World is changing very fast and technology is not behind. 
Everyday something new is created and deployed, and all of 
this is done over the Internet. In this era, organizations want 
more work to be done with least price possible and are ready 
to use information for competitive advantage. Furthermore, 
other important factors like globalization, aging data centre, 
storage growth, application explosion, cost of ownership and 
acquisition has lead organization to move towards cloud 
computing. Cloud computing is basically the collection of 
services hosted over the Internet in the virtual environment. 
Therefore, user can use resources according to their demand 
and only pay for them, as the demand increases or decreases 
these resources can be increased or released accordingly. As 
popularity of cloud is increasing so are the threats related to it. 
One such attack which is performed on cloud i.e. the DDoS 
attack is addressed in detail in this paper. 
DDoS attack or Distributed Denial of service attack [2, 20] is 
one of the most common attacks nowadays, as it is very easy to 
carry out using some simple scripts or tools which are freely 
available online. In DDoS attack an attacker creates some 
zombie machines or bots by infecting machines over the 
Internet. Then these compromised machines are used to 
perform attack on victim. When traffic from so many machines 
are directed toward a single victim, victim’s resources like 
bandwidth, CPU, memory etc starts getting exhausted and its 

services are no longer available to serve requests from 
legitimate users. This whole network of bots is called botnet, in 
botnets the bots may be controlled centrally by a C&C server 
or P2P. The commands are sent to bot systems directly by 
attackers or handlers which are again compromised machines 
over the Internet. 
This paper mainly discusses the DDoS attack on cloud 
environment. When DDoS attack occurs in cloud 
environment, it exhausts all the resources of the VM and 
overburdens the system; cloud can handle this situation by 
allocating more resources to this VM to accumulate all the 
requests made to it. This allocation of more resources can go 
on to an extent where either cloud provider runs out of 
resources to allocate or the owner of VM cannot pay for usage 
of these resources anymore. Furthermore, to deal with this 
issue limit may be imposed on connection time or bandwidth 
but this would just make the idea of cloud computing 
disappear. Hence, a better approach is required to prevent 
cloud environment from this attack. Therefore, fog computing 
can be used to provides protection.  
Fog computing [3] also referred as “edge computing” is a 
decentralized computing infrastructure where edge devices 
like routers, switches etc provides storage, computation, 
control, communication, management and measurement. It 
places some of the transactions and resources at the edge to 
reduce the need of going to cloud. Fog reduces the need for 
bandwidth by using distributed strategy which results in lower 
cost and improved efficiency. Furthermore, fog devices are 
present between the end devices and the cloud. They allow 
users machines to communicate directly to each other without 
going through cloud. Fog connects machines, sensors and 
devices directly to each other enabling real time decisions to 
be made without transmitting vast amount of data through 
cloud. Hence this paper introduces a framework where fog 
concept is used to mitigate DDoS attack in cloud environment. 
Basic architecture of fog computing is shown in figure 1. 
There are 4 layers in fog architecture [5] from which the 
centre two layers are the fog layers , whereas the top most 
layer i.e. layer 1 consists of cloud and layer 4 are sensor nodes 
or end devices. 
In this paper we have introduced an approach to protect our 
cloud server from DDoS attack by mitigating it on 
intermediate fog layer and hence all the malicious traffic is 
detected and mitigated at fog layer i.e. before it reaches the 
cloud. Rest of the paper consists of following sections: section 
2, discusses related work; section 3 explains our proposed 
model; section 4 discussed the results and evaluation of our 
framework along with some pre-requisites. Finally, section 5 
concludes our paper with future scope of work.  



2017 2nd IEEE International Conference On Recent Trends in Electronics Information & Communication Technology (RTEICT), May 19-20, 2017, India 

535 

 

 
Figure 1: Fog Architecture 

II. RELATED WORK 
In past few years many research have been done on cloud 
computing, DDoS attack, botnets and fog computing 
elucidating their various technological aspects like 
architectural issues, security aspects, development, tools etc. 
Somani et al. [8] proposed an infrastructure of cloud with 
many high capacity physical servers with multiple VMs 
running on them. This paper addresses the issue that whenever 
an attack is performed on a VM, horizontal or vertical scaling 
keeps them from crashing and it not just effect only that VM 
but other stakeholders like cloud provider, other users of cloud 
and other VMs. Palmeri et al. [1] proposed an approach 
through which network anomaly can be detected by 
independent component analysis. This approach works in two 
phase scheme of machine learning for zero day attack that 
alter traffic volume rate and flow characteristics, these two 
schemes are rule-based classifiers and Blind Source 
Separation (BSS). Gupta et al. [4] proposed a system for cloud 
which provides network intrusion detection and mitigation 
based on profiles which provides protection from malicious 
insider and outsider in cloud. It uses unsupervised learning 
algorithm which combines both Bayesian and fine-grained 
data analysis approach for DDoS detection. It mainly aims at 
detection of network based attacks likes TCP SYN flooding.  
Whereas, Wang et al [7] proposed a DaMask model for DDoS 
attack defense in cloud and SDN. This model contained two 
modules i.e. DaMask-D which performs anomaly based DDoS 
detection and raises an alert whenever an attack is detected 
and DaMask-M module which implement countermeasure for 
attack packet and update its log containing signatures. Fayaz et 
al. [13] used SDN (Software Defined Network) and NFV 
(Network Function Virtualization) concept to deal with 
flexibility and scalability issues faced by traditional firewall. 
A DDoS defense system i.e. Bohatei was tested for defense 
against different type of DDoS attacks like TCP SYN, DNS 

amplification etc and it was observed that Bohatei was more 
responsive, scalable and adversary resilient. Further, Gupta 
and Joshi et al. [10] proposed a scheme to detect different 
types of flooding attacks like back, land, smurf etc and then 
characterize them. Characterization of malicious flow using 
threshold value was done using six sigma methods. Whereas, 
Buragohain et al. [9] proposed FlowTrApp an SDN based 
architecture which detects DDoS attack on basis of flow 
duration and flow rate and characterize them further as high 
and low rate, long or short lived traffic.  

III. PROPOSED FRAMEWORK 
In this paper, a framework is proposed for defense against 
DDoS attack in cloud i.e., the attack traffic directed to cloud 
will be detected and mitigation is performed so that it does not 
lead to wastage of processing power. In the proposed 
framework, a fog layer [12] is introduced between the cloud 
server and the user. All the traffic directed to cloud server 
passes through this intermediate fog layer before it reaches 
cloud. Defense from attack traffic is applied on the fog layer 
so that the malicious traffic is dealt with before it reaches 
cloud server as shown in figure 2. Therefore, it provides an 
efficient utilization of cloud resources and avoiding 
unnecessary wastage of time and resources in cloud. To 
implement this scenario malicious traffic is generated using 
various open source tools and scripts on different operating 
systems and cloud server was set up along with an 
intermediate fog layer through which the traffic was forwarded 
to cloud.  
 

 
Figure 2: Framework for DDoS attack defense in cloud 

 
In the proposed framework legitimate machines and attacker 
systems send request to access the cloud server and these 
requests are forwarded to cloud through intermediate fog 
devices. These intermediate fog devices are responsible for 
detecting the attack packets and deal with them allowing only 
legitimate requests to reach the cloud server. Hence, reducing 
the amount of traffic that reaches cloud and avoiding 
unnecessary use of cloud resources. Furthermore, whenever an 
attack is performed on a website or a system, it can be easily 
brought down by using a single attack. However, in case of 
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cloud a lot more traffic is needed to make it unavailable as it 
provides resources as you go. Therefore, attack is generated 
from different machines using multiple tools and scripts to 
bring down the cloud server in our proposed framework.   

Experimental Setup 
In this experimental setup various linux and windows systems 
are used to generate traffic on user side. These linux and 
windows systems are hosted on VMware to generate traffic 
and a windows 10 machine accesses own Cloud as legitimate 
user, as shown in figure 3. Kali linux machine is used to 
perform SYN flood attack using metasploit interface which 
sends SYN packets to the victim and ettercap is used to 
perform DoS attack from spoofed source IP to any unused IP 
in the network, it generates around thousand packets in 30 
seconds. Whereas, LOIC i.e Low Orbit Ion Cannon tool is run 
on windows 7 VM to attack the cloud server by entering 
server’s URL or IP address. LOIC generates thousands of 
packets in 60 seconds and can generate TCP, UDP or HTTP 
traffic, for this experiment TCP traffic is generated using 
LOIC.  
 

 
Figure. 3: Framework flow 

 
Another module of our implementation model is fog defender; 
this module forwards the incoming traffic to the cloud server. 
Before the traffic reaches the cloud server it is analyzed and 
when DDoS attack is detected, the attack traffic is filtered and 
only the legitimate traffic is forwarded to cloud server. For our 
experimental setup, a linux VM and cloud server exists in fog 
defender layer where all these functions are performed. 
Furthermore, wireshark is used to captures traffic on kali and 
windows machines on user side whereas tshark is used on fog 
defender machine and Own Cloud server. Statistics of the 
traffic on the cloud server and linux machines is obtained 
using Netstat. Cloud server can be accessed by user through 
any machine on the network. Whenever enough DDoS traffic 
is generated to bring down the cloud server the users cannot 
access the own Cloud server anymore. 

Results and Discussion 
Traffic is captured when attack is performed on the system and 
again when attack traffic was filtered and only legitimate 
requests are allowed to pass through fog defender. Fog 
defender filters traffic on the basis of duration of attack, rate of 
packets, size of the packet and the protocol used. It was 
observed that the size of attack packets was smaller than the 
legitimate packets and the rate of packets of flooding attack is 
much higher than the legitimate packets. 
 Attack was performed in three phases using three different 
tools in our proposed scheme. First attack performed was SYN 
flood using metaspoit framework. It can be clearly observed in 
figure 4 (a) that all the attack packets originate from 
188.29.32.202 IP then they passes through our fog defender 
machine with IP 192.168.152.128 to our cloud server i.e. 
172.16.204.241. This figure shows us the flow of traffic before 
defense is applied on fog defender i.e, all the attack packets 
pass through it straight to cloud server. Moreover, figure. 4 (c) 
shows the total traffic on the network through red while the 
SYN flood traffic forwarded to cloud server is depicted using 
blue. The attack was performed for around 50 seconds and the 
attack traffic rate went to around 750 packets per second. 
Furthermore, figure. 4 (b) and (d) shows the scenario after 
defense is applied on fog defender to filter out the attack 
traffic. From the wireshark screenshot, it can clearly be seen 
that packets are not forwarded from fog defender machine i.e. 
192.168.152.131 to cloud server (172.16.204.241) as they are 
dropped at fog defender. In the graph (figure. 4 (d)) red 
portrays the total TCP SYN traffic on the network during 
attack and blue shows the amount of TCP SYN traffic 
forwarded to the cloud server.  
Second attack is performed using ettercap plugin for DoS 
attack using spoofed source IP. This attack generates a flood 
of TCP packets around 650 packets per second for few second 
and then stops. It can be seen in figure 5 (a) that attack is 
performed on the server for few seconds as shown by red and 
then this traffic is forwarded to cloud server by fog layer in 
burst of 40-50 icmp packets. When defense is applied on fog 
defender, it can be seen in figure 5 (b) that no more packets 
are forwarded to cloud server by fog defender as they are 
dropped. 
Third attack is performed using LOIC tool which generate 
huge amount of traffic (around 10k) in matter of seconds. 
Tshark captured this attack traffic on cloud server as shown in 
figure 6 (a), this screenshot further shows the number of attack 
packets dropped by the cloud server defense. Whereas, figure 
6 (b) depicts the total traffic on the network before applying 
defense along with the number of packets accepted and 
dropped by the cloud server after applying the defense rules.   
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Figure 4 (a): Wireshark: traffic captured during DDoS in Cloud through fog 
layer, (b): Wireshark capture for attack traffic when defense is applied on fog 
defender, (c): Traffic captured during DDoS in Cloud through fog layer, (d): 
Attack traffic when defense is applied on fog defender 

 

(a) 

 

(b) 

Figure 5 (a): Ettercap spoofed source IP DoS attack traffic before filtering, 
(b): Ettercap spoofed source IP DoS attack traffic after filtering. 

 

(a) 
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(b) 

Figure 6 (a): Tshark capture for attack traffic on Cloud Server, (b): LOIC 
Attack traffic defense 

CONCLUSION AND FUTURE WORK 
Cloud computing can clearly be seen as today’s most alluring 
technology, at least in terms of being cost efficient and its 
flexibility. It helps accomplish more by paying less. But 
enterprises are reluctant to use cloud because they are 
concerned with the security issues in cloud like DDoS attack. 
In this paper, we have presented a framework where DDoS 
attack traffic while passing through fog defender was detected 
and filtered by applying rules at this layer and only legitimate 
requests were forwarded to ownCloud server. Therefore, the 
request that reaches cloud is legitimate ones. As detection and 
mitigation of DDoS attack is done at the edge of the network 
and not cloud, it leads to better response time and resource 
utilization in cloud.   Whereas, this approach only provides 
defense from TCP and HTTP attack traffic. Hence, its can be 
improved to defend other protocol traffics like ICMP, UDP 
etc. Furthermore, if servers can be used as fog devices more 
intelligence can be brought to the edge of the network as 
servers can be used to perform load balancing and provide real 
time decision making for time critical applications.     
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