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Abstract

Purpose — The purpose of the study is to explore the factors associated with the extent of security/
cybersecurity audit by the internal audit function (IAF) of the firm. Specifically, the authors focused on
whether [AF/CAE (certified audit executive [CAE]) characteristics, board involvement related to governance,
role of the audit committee (or equivalent) and the chief risk officer (CRO) and IAF tasked with enterprise risk
management (ERM) are associated with the extent to which the firm engages in security/cybersecurity audit.

Design/methodology/approach — For analysis, the paper uses responses of 970 CAEs as compiled in
the Common Body of Knowledge database (CBOK, 2015) developed by the Institute of Internal Auditors
Research Foundation (IIARF).

Findings — The results of the study suggest that the extent of security/cybersecurity audit by IAF is
significantly and positively associated with IAF competence related to governance, risk and control. Board
support regarding governance is also significant and positive. However, the Audit Committee (AC) or
equivalent and the CRO role are not significant across the regions studied. Comprehensive risk assessment
done by IAF and IAF quality have a significant and positive effect on security/cybersecurity audit.
Unexpectedly, CAEs with security certification and [AFs tasked with ERM do not have a significant effect on
security/cybersecurity audit; however, other certifications such as CISA or CPA have a marginal or mixed
effect on the extent of security/cybersecurity audit.

Originality/value — This study is the first to describe IAF involvement in security/cybersecurity audit. It
provides insights into the specific IAF/CAE characteristics and corporate governance characteristics that can
lead IAF to contribute significantly to security/cybersecurity audit. The findings add to the results of prior
studies on the IAF involvement in different IT-related aspects such as IT audit and XBRL implementation
and on the role of the board and the audit committee (or its equivalent) in ERM and the detection and
correction of security breaches.
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Introduction

Cyberattacks have been unprecedented in the recent years; of the ten top technology risks
identified by the Institute of Internal Auditors (IIA), both cybersecurity and information
security rank as the top two technology risk concerns facing firms (ITA, 2015a, 2015b). The
Heritage Foundation (2015) reported an average of 160 successful cyberattacks per week in
2014, which was more than three times the 2010 average. The costs of cyberattacks are
tremendous (Ponemon Institute, 2015), averaging $15.4 million for a company operating in
the USA, This figure has more than doubled since 2010, and the number of data breaches is
expected to continue to increase (DiPietro, 2013). It is estimated that cybercrime could cost
businesses over $2 trillion by 2019 (Juniper Research, 2015), which is nearly four times the
estimated 2015 expense. In view of these findings, we see that cybersecurity risk
management is of paramount importance, and we can confidently assert as a generality that
higher-quality cybersecurity is in the interests of firms everywhere.

Cybersecurity research has investigated behavioral aspects of technology users
(Bulgurcu et al., 2013; D’ Arcy et al., 2009; Johnston and Warkentin, 2010; Siponen and Vance,
2010; Spear and Barki, 2010). Researchers have also investigated security awareness (Herath
and Rao, 2009; Puhakainen and Siponen, 2010; Willison and Warkentin, 2013) and market
reactions to information security initiatives (Gordon et al., 2010). The relationship between
the makeup of board technology committees in the context of security breaches has been
studied (Higgs et al, 2016), similar to the effects of security incidents on firms and their
reputations (Campbell et al, 2003; Cavusoglu et al., 2004; Goldstein et al., 2011; Wang et al.,
2013). The relationship between security programs (Cavusoglu ef al., 2009; Iheagwara, 2004;
Kumar et al.,, 2008; Straub, 1990) and the optimal investment in security (Gordon and Loeb,
2002; Wang et al., 2008) has been studied as well. Less research has focused on information
security governance (Dhillon et al, 2007; Hong et al, 2003; Mishar and Dhillon, 2006;
Steinbart ef al, 2016) and the important relationship between information security
management and the internal audit function (IAF) (Steinbart et al, 2014a; 2014b; 2013; 2012).

Importance of security/cybersecurity audit

Even though the security risks to organizations have steadily increased, less empirical
research has investigated various types of information systems (IS) security, in particular
the nature and scope of system security implementations (Dhillon et al, 2007). There is also
a limited understanding of how organizations manage the various IS security dimensions
and the potential problems involved in doing so (Dhillon and Backhouse, 2001).

Security/cybersecurity audit is a new dimension of security practice intended to support
the protection of critical information assets of the firm. An auditing process will seek to
obtain evidence of organizational information security policies and their efficacy for the
protection of asset integrity, data confidentiality, and data access and availability (Pereira
and Santos, 2010). Essentially, the audit serves to assess the effectiveness of an
organization’s ability to protect its valued or critical assets (Onwubiko, 2009). Managing IS
security is increasingly important for companies due to the growing dependence of the firm
on technology for conducting business, creating competitive advantage and achieving a
higher ROI (Pereira and Santos, 2010).

There are no specific theories guiding the investigation of cybersecurity audit, although
there are plentiful frameworks about the process, including COBIT 5, the ISO 2700 Series
and the NIST SP 800 Series (Pereira and Santos, 2010). To the extent that those investigate
the process and quality of audit in the firm as it impacts cybersecurity, familiar governance
theories such as agency theory (Herath and Herath, 2014) or agency-related implications for
the overall theory of the firm (e.g. Watts and Zimmerman, 1983) are most prevalent. It is
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more common, however, to see authors simply affirm the importance of critical guiding
frameworks from auditor-certifying organizations such as ISACA (Almadhoob and
Valverde, 2014) in establishing the importance of auditing and board-level governance in
influencing cybersecurity practices.

Although useful, such general frameworks may be in guiding research and practice;
there is a degree of overlap in general security concepts among them. The choice of a
framework depends on many factors, including industry, compliance requirements and
factors idiosyncratic to the company itself. Therefore, the areas of information security that
will be audited are totally dependent on the organizations’ needs and circumstances (Lo and
Marchand, 2004). Since this research is based on The Common Body of Knowledge in
Internal Auditing database developed by the Institute of Internal Audit Research
Foundation (CBOK, 2015), our focus here on security/cybersecurity audit is confined for
purposes of the study to those areas for which adequate responses were available in the
database to which we had access.

Notwithstanding, the CBOK 1is the world’s largest ongoing study of the internal audit
profession (IIA, 2015a, 2015b). Many academic researchers have utilized the CBOK
databases to study the IAF (Abdolmohammadi, 2013; 2012; 2009; DeSimone and
Abdolmohammadi, 2016; Abdolmohammadi et al., 2017; Abdolmohammadi and Boss, 2010
Sarens et al., 2012). Hence, the responses on security/cybersecurity audit variables in the
CBOK can be expected to be representative of typical IAF security/cybersecurity audit
factors. These factors include areas of security such as general IT risks, audits of
cybersecurity of electronically held information, physical security of major data centers,
audits of mobile devices, audits of procedures for employee social media use and audits of
Internet security of company websites. While it may be guided by more practical
frameworks on the practice of auditing, such research can contribute to the eventual
development of an emergent theory describing the influence of board governance on
cybersecurity audit processes, such that the theory of the firm might eventually be restated
to include not only assets and resources leading to profitability but also risks and threats
that might impede it, of which cybersecurity threats are increasingly potent and visible.
Championed as it is by the certifying agency of IT audit certification, ISACA, we believe
that the COBIT framework has a particularly high degree of relevance (Almadhoob and
Valverde, 2014).

Motwation for the study

This study is motivated by the realization that many audit committees and boards have
increasing expectations for internal auditors to understand and assess the organization’s
capabilities in managing the risks associated with cybersecurity (Deloitte, 2017) and have
relevant and direct expectations for increased levels of auditor professionalism and training
(Patton, 2005). This expectation spans to the regulatory environment, with the US Securities
and Exchange Commission (SEC) (2011) noting that:

Registrants should address cybersecurity risks and cyber incidents in their Management’s
Discussion and Analysis of Financial Condition and Results of Operations (MD&A), Risk Factors,
Description of Business, Legal Proceedings and Financial Statement Disclosures.

Security programs are important to accountants and auditors because security issues can
result in harmful problems such as fraud (Ngai et al, 2011), can lead to inaccurate
managerial forecasts (Li ef al, 2012) and can result in poor corporate performance (Carter
et al., 2012; Steinbart et al, 2016). A prominent consultancy reports that 70 per cent of
investors are interested in reviewing firms’ cybersecurity practices and that nearly 80
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per cent would not likely consider investing in firms with a history of cyber-attacks
(HBGary Inc, 2013). Furthermore, in April 2017, the AICPA (2017) introduced a market-
driven, flexible, and voluntary “cybersecurity risk management reporting framework”,
which highlights the importance of security/cybersecurity attestation in organizations.

To that end, many companies consider the IAF as a critical line of cyber-defense,
providing for independent review of security measures and their performance. Internal
Audit should help by identifying vulnerabilities and assessing the adequacy of controls,
policies and procedures in place. IAF also helps ensure that regulatory cybersecurity
guidelines, such as SEC disclosures, Sarbanes Oxley requirements and HIPAA
requirements are being met. In general, the IAF can independently review and aid in
assuring the effectiveness of the organizational cybersecurity risk management programs.

Purpose of the study

The purpose of this paper is to explore the factors associated with the extent to which
organizations utilize IAF for security/cybersecurity audit. Specifically, we focused on how
IAF or chief audit executive (CAE) characteristics and board involvement related to
governance are associated with the extent of security/cybersecurity audit. Security/
cybersecurity audit is an IT governance process (Heroux and Fortin, 2013) intended to
formally define and update IT strategy, inform regular self-assessments and supplement
independent assurance activities on the governance and control of IT, including IT
investments and projects, IT performance measurement, IT governance and control
frameworks and IT budget control and reporting (De Haes and Grembergen, 2009). In light
of recent endeavors by different important stakeholders to mitigate the effects of
cyberattacks, these questions are critical and urgent.

The paper proceeds as follows: first, background literature is reviewed in support of the
development of research questions, followed by specification of explanatory variables and
expected controls. Then, methodology is described, including the sample and measurement
of variables in the model. Finally, results of testing the model are reported along with
discussion of implications for research and practice.

Background and research questions

Security/cybersecurity audit and professional certification

The auditing literature requires that internal auditors possess knowledge, skills and other
competencies needed to perform their individual responsibilities (IIA, 2017). Internal
auditors are encouraged to demonstrate their proficiency by obtaining appropriate
professional certifications and qualifications, such as certified internal auditor (CIA)
designation and other designations offered by The Institute of Internal Auditors and other
appropriate professional organizations (IIA, 2017).

Security/cybersecurity audit requires sophisticated information technology (IT)
knowledge. Internal auditors must have sufficient knowledge of key IT risks and controls
the and available technology-based audit techniques to perform their work (ITA, 2017), and
studies have noted the importance of auditor professional development such as training and
certification (Patton, 2005), although the sense is that more work on this factor is required. In
addition, the IT Governance Institute emphasizes that individuals responsible for assessing
information security should have knowledge about both IS audit techniques and
information security standards (ITGI, 2012), suggesting a certain value for professional
certifications in these areas. Steinbart et al. (2013) noted that an internal auditor’s level of
knowledge about information security (which we construe specifically as the skillset of the
CAE) is an important determinant of its ability to successfully fulfill the role of an
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independent monitor and assessor of an organization’s information security program. When
internal auditors possess detailed technical expertise about information security, they are
able to develop deeper relationships with the IS security functions, thus contributing to
building a more effective security management program (Steinbart et al., 2012). Moreover,
auditor knowledge about IT and control systems is directly related to the quality of IT
audits (Stoel et al., 2012). Therefore, for high-quality security/cybersecurity audit, it seems
reasonable to conclude that internal auditors will possess specialized IT knowledge and that
the TAF will feature CAEs with appropriate security certifications such as CISM, CISSP,
CSP, CDP and CISRCP. Hence, it is expected that an IAF staffed with CAEs carrying
security certifications is positively and significantly associated with the security/
cybersecurity audit. Moreover, IS audit certification (such as CISA, QiCA and CRISC) is
considered a security certification (Abdolmohammadi and Boss, 2010; Burning Glass
Technologies, 2015). Hence, it is expected that an IAF staffed with CAEs carrying IS audit
certifications is positively and significantly associated with the extent of security/
cybersecurity audit.

Public accounting firms employ individuals with CPA credentials as well as other varied
qualifications specifically related to I'T and security (Center for Audit Quality, 2017). To that
end, an IAF featuring CAEs with CPA or CIA certification and possessing appropriate
training on security is expected to be positively and significantly associated with excellent
security/cybersecurity audit (IIA, 2017). Hence, the following research questions are
suggested:

RQ;,. Is security certification (such as CISM, CISSP, CSP, CDP and CISRCP) of the chief
audit executive (CAE) positively and significantly associated with the extent of
security/cybersecurity audits by the internal audit function (IAF)?

RQ);;. Is information systems auditing certification (such as CISA, QiCA and CRISC) of
the CAE positively and significantly associated with the extent of security/
cybersecurity audits by IAF?

RQ;;. s the certified internal auditor (CIA) certification held by CAE positively and
significantly associated with the extent of security/cybersecurity audits by the
IAF?

RQ;4 Is the CPA certification held by the CAE positively and significantly associated
with the extent of security/cybersecurity audits by IAF?

Security/cybersecurity audit, risk assessment, enterprise risk management
and the internal audit function
Organizations face numerous risks, with the threat landscape changing every day. Not so
long ago, cybersecurity was not seen a pressing issue by business, but over a short period of
time cybersecurity has become a top concern of American companies, financial institutions,
law enforcement and many regulators (Aguilar, 2014). The importance of cybersecurity risk
management is also evident by the issuance of a new framework for cybersecurity risk
management by the American Institute of CPAs to help businesses meet the growing
challenge (AICPA, 2017). It is clear that security/cybersecurity challenges demand an
effective risk management on the part of organizations.

Enterprise risk management (ERM) has emerged as the new watchword in the climate of
ever-increasing corporate uncertainty and financial scandal (Walker ef al, 2003). The
Committee of Sponsoring Organizations (COSO, 2004) defines ERM as:

Internal audit
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[...] a process, effected by an entity’s Board of directors, management and other personnel,
applied in strategy settings and across the enterprise, designed to identify potential events that
may affect the entity, and manage risk to be within its risk appetite, to provide reasonable
assurance regarding the achievement of entity objectives.

There are eight components of ERM: internal environment, setting objectives, event
identification, assessment of risk, risk response, control activities, information and
communication and monitoring. Internal environment involves setting the basis for how
risk and control are viewed and addressed by the top management. In this respect, board
oversight, commitment to competence and risk appetite are most important for
cybersecurity risks. An effective oversight by a competent board toward cybersecurity risk
is the most important prerequisite to form an effective cybersecurity risk management
program. Objectives must be set before management identifies events affecting the
achievement. Setting objectives implies that organizations should prepare themselves for a
different aspects of cybersecurity emergencies, such as those which might be outlined in a
disaster recovery plan. Event identification implies that risk factors that might have an
impact on organizations must be identified, and security/cybersecurity audit helps identify
different kinds of vulnerabilities and suggest remedial measures. Identified risks are
analyzed in relation to their likelihood and their severity; risk assessment needs to be done
continuously and a well-formed security/cybersecurity audit assesses the likelihood of risk
from the identified vulnerabilities. Risk response involves selecting a set of actions to align
risks with the entity’s risk tolerances and appetite. Security/cybersecurity audit can help
evaluate alternatives and select the best courses of action to address cybersecurity threats.
Control activities are those processes that involve establishing and executing policies and
procedures to help ensure that risk responses are effectively carried out. In terms of control
activities, security/cybersecurity audit can help in two ways: it can assess whether existing
control activities are being executed effectively, or it can recommend new and improved
control activities to address new and sophisticated forms of security risks. Information and
communication include the identification, capture and communication of information
throughout the organization in an effective manner. Finally, monitoring is undertaken to
manage risks. In this way, it can react dynamically, changing as conditions warrant.

The COSO ERM framework calls on the IAF to assist management and the board of
directors and its audit committee by examining, evaluating, reporting on and recommending
improvements to the adequacy and effectiveness of the entity’s ERM process (COSO, 2004).
Internal auditors play a key role in providing both assurance and consulting services with
respect to the management of risk within their organizations (Sarens and De Beelde, 2006),
and researchers increasingly acknowledge the fact that the IAF significantly facilitates and
supports ERM (Walker ef al, 2002). The CAE is also seen to play a significant ERM
leadership role. There is evidence of close interaction between internal audit and the chief
risk officer (CRO), as well as evidence of internal audit focus on coordinating ERM efforts by
assisting with risk identification, suggesting control activities, and monitoring the ERM
process (Beasley et al., 2005). Given the internal audit’s natural focus on governance, risk
and compliance, it plays a vital role in overseeing all eight components of the ERM
framework. Hence, ERM has the greatest impact on internal audit’s activities when the
organization’s ERM process is completely in place (Beasley et al., 2006).

Walker et al. (2003) found that the IAF received several major benefits from its
involvement in ERM processes. First, audits were more effective because ERM enabled the
departments to marshal extensive information about their companies’ risk profile and gauge
the extent to which those risks were being managed. Second, the CAEs were able to operate
their departments more efficiently by leveraging ERM resources. Internal auditors consider
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the risk analyses developed through their companies’ ERM efforts and applies this
information to their own audit planning and execution process. Finally, when IAF is
involved in ERM, auditors begin thinking like managers and focusing on business
objectives rather than solely on audit objectives. The IAF, by performing a comprehensive
cyber risk assessment, can present objective perspectives and findings to the audit
committee and board members and use those findings to develop a broad internal audit plan
that addresses the areas of cyber-risk that the organization faces over a single or multi-year
audit period (Deloitte, 2017). This all indicates that IAFs are well positioned to perform
security/cybersecurity audits as they become more experienced with ERM processes. Based
on the preceding discussion, we formulate the following research questions:

RQ,. Is a comprehensive risk assessment done by the IAF positively and significantly
associated with the extent of security/cybersecurity audits by the IAF?

RQ3; When the responsibility for enterprise risk management (ERM) resides with the
IAF, is this positively and significantly associated with the extent of security/
cybersecurity audits by the IAF?

RQ,. Are IAF competencies related to governance, risk, and compliance positively and
significantly associated with the extent of security/cybersecurity audits by the
IAF?

Security/cybersecurity audit and corporate governance

The risk of security breaches (and the harm that these breaches pose) is of increasing
concern for most companies; hence, it rises to a heightened degree of focus for the board
(Gregogry and Austin LLP, 2014). A recent survey of more than 250 board members
indicated that cybersecurity is a rising concern, even surpassing compliance risk.
Approximately 74 per cent of board directors indicated that their CEOs have a strong
understanding of regulatory compliance challenges, while only half (51 per cent) said their
CEOs possess a strong understanding of cybersecurity topics (Tysiac, 2014). In considering
whether executive roles and compensation schemes are associated with security breach
occurrences, it was noted that security breaches are less common when IT executives are
more involved in the leadership team and when they are compensated based on behaviors
rather than outcomes (Kwon et al, 2013). Hence, it is reasonable to expect that cybersecurity
management involvement at the board level has an impact on the cybersecurity component
of IT risk (Higgs et al., 2016; Steinbart et al., 2013).

A corporate board engaged with cybersecurity issues is the key to more robust
cybersecurity measures. The common denominator among entities with strong
cybersecurity frameworks is an engaged board of directors that genuinely understands
security and privacy issues, according to a recent survey (Protiviti, 2015). It was found that
77 per cent of organizations with boards demonstrating a high or medium level of
engagement with and understanding for security risks generally had all “core” information
security policies in place (Protiviti, 2015). To that end, a board with security expertise would
seem to be a prerequisite for an effective cybersecurity management program. Although
many organizations task the cybersecurity issue directly to the audit committee, companies
for which technology forms the backbone of their business often have a dedicated cyber-risk
committee that focuses exclusively on cybersecurity and other risk management issues.
Even so, these sorts of risk committees are relatively rare outside of the financial sector
(KPMG, 2014).

Internal audit
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The audit committee (or its equivalent) has an enormous influence on the IAF as CAEs
report to the audit committee and because internal auditor areas of work are bound by the
committee’s responsibilities (Barua et al., 2010). Internal audit should play a central role in
helping the audit committee oversee cybersecurity, as an internal auditor is expected to
develop a road map for the future that deals with various cybersecurity risk issues (Deloitte,
2015). Regulators emphasize on frequent audit committee meetings to allow for better
communication between audit committee members and auditors, because these meetings
reflect due diligence [National Commission on Fraudulent Financial Reporting (Treadway
Commission), 1987; PCAOB, 2012; Blue Ribbon Committee, 1999]. Previous studies suggest
that frequent auditor meetings with the audit committee reduce the likelihood of problems
such as fraud and financial reporting restatements (Beasley et al., 1999; Abbott et al., 2004).
Following these guidelines, we expect that frequent audit committee meetings with the CAE
will tend to increase the extent of security/cybersecurity audit by IAF.

As discussed, security/cybersecurity risk management is a part of ERM. Hence, an
enterprise with effective ERM is expected to have more security/cybersecurity audit
activity. In an examination of the factors associated with stage of ERM implementation at a
variety of US and international organizations, it was found that the stage of ERM
implementation is positively related to the presence of a CRO, to board independence, and to
the appearance of CEO and CFO support for ERM; other factors included the presence of Big
Four auditors, company size and business sector membership (Beasley et al, 2005).
Moreover, firms employing a CRO include larger firms, firms with a greater risk of financial
distress or high volatility of share prices and firms with CEOs who have a high propensity
to take risk (Pagach and Warr, 2011). To that end, it is expected that the presence of a CRO
or the equivalent is associated with the security/cybersecurity audit process in
organizations. Hence, the following are suggested:

RQs. Is support received by the IAF from the board of directors to review the
organization’s governance policies and procedures positively and significantly
associated with the extent of security/cybersecurity audits by the IAF?

RQs. Do audit committee (or equivalent) meetings with the CAE positively and
significantly associate with the extent of security/cybersecurity audits by the IAF?

RQ;. Isaformal ERM process with a chief risk officer (CRO) or the equivalent positively
and significantly associated with the extent of security/cybersecurity audits by the
IAF?

Security/cybersecurity audit and high-quality IAFs

Managerial audit literature confirms that high-quality IAFs are associated with many
benefits such as improved corporate governance and financial reporting quality (Christ
et al.,, 2015), effective internal controls (Lin ef al,, 2011), better risk assessments (Asare ef al.,
2008; Sarens and De Beelde, 2006), the prevention of management misconduct (Ege, 2015;
Prawitt et al, 2012), and greater external audit efficiency (Pizzini et al., 2014). However,
surveys indicate that many stakeholders (including board members, regulators, senior
managers and CAEs) feel that internal auditors are still under-performing
[PriceWaterhouseCoopers (PWC), 2017]. Regarding security/cybersecurity, the IAF can
present an objective perspective to the audit committee and other board members and then
use those findings to develop a broad internal audit plan that addresses the areas of cyber-
risk for the organization (Deloitte, 2017). Thus, by performing a comprehensive cyber risk
assessment, the IAF can play a critical role in the ongoing battle of managing cyber threats.
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However, studies confirm that the IAF lacks necessary qualities such as security training/
knowledge, communication skills, and the appropriate attitude requisite to build up an
effective security/cybersecurity risk management program (Steinbart et al, 2012; 2013;
2014b). The Quality Assurance and Improvement Program (QAIP) of IAFs represents a
quality assessment benchmark, such that high-quality IAFs are expected to be significantly
and positively associated with the security/cybersecurity audit process (DeSimone and
Abdolmohammadi, 2016). Internal auditing standards also require that CAEs develop and
maintain a QAIP (IIA, 2017), and hence, the following is suggested:

RQs. Is a well-defined Quality Assurance and Improvement Program (QAIP) at
organizations positively and significantly associated with the extent of security/
cybersecurity audits by the IAF?

Expected control variables

In addition to the explanatory variables outlined in the research questions given above,
several control variables are included. The data set for this study includes CAE personal
demographic variables such as education level, academic degree major, training hours and
job experience. CAEs with higher education (graduate versus undergraduate) are expected
to be more likely to conduct more security/cybersecurity audits as CAEs with graduate
degrees are significantly more associated with the extent of I'T audit than those with only an
undergraduate degree (Abdolmohammadi and Boss, 2010). However, a similar relationship
between CAE education level and use of XBRL (eXtensible Business Reporting Language)
has not been seen (Abdolmohammadi et al, 2017). As security/cybersecurity audit is IT
intensive, it is expected that CAEs with computer science or I'T majors will tend to do more
audit work in this area (Abdolmohammadi and Boss, 2010); yet the academic major of the
CAE is significantly and positively associated with XBRL implementation in public
companies (Abdolmohammadi et al., 2017). CAE training hours are also expected to have a
positive association with security/cybersecurity audit because training will help CAEs to
gain more hands-on experience with security/cybersecurity risks. To that end, a significant
positive association between training hours and I'T audit has been noted (Abdolmohammadi
and Boss, 2010), and the amount of CAE continuous professional education (CPE), which is
equivalent to training, is also significantly associated with XBRL implementation in public
companies (Abdolmohammadi et al, 2017). The experience level of a CAE is also expected to
have an effect on the extent of security/cybersecurity audit, but the direction of the effect is
not clear; more experienced CAEs might prefer either to do more security/cybersecurity
audits to mitigate the organization’s exposure towards risk or spending time on more
traditional audits (Abdolmohammadi and Boss, 2010).

As with the CAE personal demographic variables, IAF characteristics are found to have
an effect on IT governance (Heroux and Fortin, 2013). Hence, we focused on IAF age,
number of employees dedicated to IAF and the budget allocated to IAF in organizations.
Prior studies suggest that the longevity of the IAF (we refer to this as “age”) is an indicator
of its maturity (Heroux and Fortin, 2013; Abdolmohammadi ef al., 2017), with the provision
that a mature IAF is expected to be more involved with emerging areas such as security/
cybersecurity audit and XBRL implementation. The number of employees assigned to the
IAF reflects the capabilities of the process, and it is generally expected that an IAF with a
greater number of employees can provide organizations with more value (Heroux and
Fortin, 2013). The IAF budget is also considered a valuable resource, as it helps IAF to get
involved with IT governance. To that end, different IAF characteristics influence IAF
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Table 1.
Total observations
used

involvement in IT governance structure, process and relational capabilities (Heroux and
Fortin, 2013).

Organizational variables such as size and industry are also included as control
variables. Some organizations are far more susceptible to cyberattack due to the very
nature of their business. For example, attacks on government organizations also rose
sharply in 2016 to 14 per cent of all attacks, compared to 7 per cent in 2015. Meanwhile,
the finance industry saw a significant rise in its share of recent attacks, growing from 3
per cent of all attacks in 2015 to 14 per cent in 2016 (Dimension Data, 2017). Among the
top three most attacked industries, the finance industry was the only industry
consistently represented in all the geographic regions that were analyzed (Dimension
Data, 2017). Security/cybersecurity audit demands more resources; therefore, large
organizations tend to be associated with a greater extent of security/cybersecurity
audit than are smaller organizations.

Research method

Sample

Data for the study were collected from the Common Body of Knowledge in Internal Auditing
(CBOK, 2015), a database that includes the world’s largest ongoing study of the internal
audit profession including studies of internal audit practitioners and their stakeholders.
CBOK builds on two previous global surveys of internal audit practitioners conducted by
the ITA Research Foundation in 2006 and 2010. The number of respondents is 14,518 internal
auditors from 166 countries, with CAEs representing about 26 per cent of total respondents.
For the current study, CAE responses were the focus owing to the knowledge and
experience characteristic of that level of responsivity in the auditing process
(Abdolmohammadi and Boss, 2010). After filtering the data (Table I), our sample size was
970 observations, although this varied in some analyses because of the missing data. As was
the case with Abdolmohammadi et al. (2017), the data sample is limited to countries with at
least 10 CAE observations, except for Israel (z = 9), Ireland (z = 4) and the UK (z = 8); the
observations of the UK and Ireland were merged in one case, as per Abdolmohammadi and
Boss (2010) and Abdolmohammadi (2013). Tables I to IV provide a visual representation of
the sample composition.

We analyzed the data across different geographical regions because security issues are
generally concentrated in neither any one industry nor any specific region of the world;
instead, security problems are generally pervasive around the world (Dimension Data, 2017).
Many studies that use CBOK database either focus solely on Anglo-culture countries
(Abdolmohammadi, 2013) or analyze data across Anglo-culture and non-Anglo culture

Total respondent 14518
Less: Director or Senior manager 1630
Less: Manager 2098
Less: Staff 5644
Less: Missing value for respondents’ position 182
Less: Academic staff or retired 1620
Chief audit executives (CAEs) 3344
Less: Missing values for dependent variable 953
Less: Missing values for other independent variables 1421

Total observations used 970
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countries (Abdolmohammadi and Boss, 2010; DeSimone and Abdolmohammadi, 2016;
Abdolmohammadi, 2012).

Different specific aspects or symptoms of cybersecurity problems might also
contribute in varying fashion in the security/cybersecurity audits of different global
regions. Hence, analysis of the data across regions will highlight the importance of
these different factors in their respective regions. It also bears notice that many studies
that used the CBOK database (Abdolmohammadi, 2013; Abdolmohammadi et al., 2017,
Abdolmohammadi and Boss, 2010; DeSimone and Abdolmohammadi, 2016;
Abdolmohammadi, 2012) analyzed the data across different regions. In that light, it
seems a reasonable approach to take; we further compared responses across Anglo-
culture and non-Anglo culture countries because a significant portion of respondents of
our sample (about 35 per cent) are from Anglo-culture countries. Thus, this analysis
will tend to highlight any potential regional biases in our results.

Variable measurement and empivical model

The dependent variable of the study is the extent of security/cybersecurity audit by the
IAF, which is represented by the variable securityaudit. Questions 92-1 through 92 -7
from the CBOK (2015) measure the extent of security/cybersecurity audit by the IAF,
with 1 being none and 4 being extensive. For the purpose of ensuring proper
dimensionality, it was decided to further evaluate securityaudit by factor analysis,
which is elaborated below.

For RQ;,, security certification of the CAE is measured by certification_Security,
which is a categorical variable (1 representing security certification, 0 otherwise).
Similarly, the variables certification_IS, cpa and cia represent RQ;p, RQ;. and RQ;,
respectively. The details of these variable definitions are provided in Table V. The IAF
reliance on comprehensive risk assessment is measured using the variable
riskassessmentscope (RQ»). The variable ERM_IA (RQ3;) measures if the IAF is
responsible for the organization’s ERM functions, and governance_Boardsupport (RQs)
measures whether the IAF has complete board support regarding the organization’s
governance and policies and procedures. The variable acmeeting cae (RQg) represents
due diligence on the part of the audit committee (or equivalent) by measuring the
number of audit committee meetings in which the CAE was invited to attend. If the
organizations have a CRO or the equivalent, the appropriate variables would be
riskmagt_officer (RQ,). The quality of the IAF is measured by qaip (RQs), with 1
representing the presence of a QAIP and 0 otherwise. The variable ACCountries
represents the respondents from Anglo countries. With the operational measures
defined for analysis, the model of the study is as follows:

No. Region Frequency (%) Cumulative
1 Africa 73 7.67 767

2 Asia 158 16.6 24.26

3 Pacific 35 3.68 2794

4 Europe 223 23.42 51.37

5 Middle East 53 557 56.93

6 North America 300 3151 88.45

7 South America 110 11.55 100

Total 952 100

Internal audit
function

Table II.
Regional
representation
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Table III.
Countries
represented

No. Countries by region Frequency (%) Cumulative
Africa
1 South Africa 29 39.73 39.73
2 Tanzania 20 274 67.12
3 Uganda 11 15.07 82.19
4 Zimbabwe 13 17.81 100
Total 73 100
Asia
1 China 34 2152 21.52
2 India 27 17.09 3861
3 Indonesia 17 10.76 49.37
4 Japan 18 11.39 60.76
5 Malaysia 28 17.72 7848
6 Singapore 10 6.33 84.81
7 Taiwan 24 15.19 100
Total 158 100
Pacific
1 Australia 26 74.29 74.29
2 New Zealand 9 25.71 100
Total 35 100
Europe
1 Denmark 10 4.48 4.48
2 France 33 14.8 19.28
3 Germany 25 11.21 30.49
4 Greece 13 5.83 36.32
5 Ireland 4 1.79 38.12
6 Italy 16 7.17 45.29
7 Slovenia 11 493 50.22
8 Spain 28 12.56 62.78
9 Sweden 10 448 67.26
10 Switzerland 51 22.87 90.13
11 Turkey 14 6.28 96.41
12 United Kingdom 8 3.59 100
Total 223 100
Middle East
1 Israel 9 16.98 16.98
2 Saudi Arabia 15 28.3 45.28
3 UAE 29 54.72 100
Total 53 100
North America
1 Canada 45 15 15
2 United States 255 85 100
Total 300 100
(continued)
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No. Countries by region Frequency (%) Cumulative function
South America
1 Argentina 10 9.09 9.09
2 Brazil 16 14.55 23.64
3 Chile 22 20 43.64
4 Colombia 17 15.45 59.09
5 El Salvador 12 10.91 70
6 Mexico 10 9.09 79.09
7 Panama 11 10 89.09
8 Peru 12 10.91 100
Total 110 100 Table IIL
No. Types of organizations Frequency (%) Cumulative
1 Privately held 316 33.19 33.19
2 Publicly traded 390 40.97 74.16
3 Public sector (Government) 159 16.70 90.86
4 Not-for-profit 60 6.30 97.16
5 Others 27 2.84 100.00 Table IV.
Total 952 100 Organization type
securityaudit = By + B certification_Security + Bycertification_IS + Bscpa
+ Bycia + Bsriskassessmentscope + BgERM _IA
+ Briacompetence_grc + Bggovernance_Boardsupport
+ Boacmeeting_cae + Byyriskmagt_officer + Br1qaip
+ B12ACCountries + Z B icontrol variables + &
Results

Descriptive statistics and univariate analysis

Table VI and VII presents the descriptive statistics and univariate analysis of the data; the
analysis was performed based on differing geographical regions. The CBOK’s global
regions are derived from World Bank categories, and we excluded one region owing to lack
of observations (The Caribbean). Depending on the nature of variable (discrete or
continuous), either F-tests or y” tests of independence were utilized. In the analysis
presented in Table VI and VII, significant results appear in italics. The means for dependent
variable securityaudit vary across different regions, with significant p values. This finding
indicates that the extent of security/cybersecurity audit is not uniform across all regions
surveyed, which was not unexpected as security/cybersecurity is an emerging risk area for
the TIAF in different parts of the world. Not only does the IAF struggle with security/
cybersecurity risk, but other stakeholders including policymakers are struggling to
formulate well-defined policy to mitigate this emerging area of risk. In terms of the variable,
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Table V.
Measurement of
variables

CBOK (2015)
Variables Questions Definition
Dependent variable
securityaudit Q 92-1 through Sum of the responses of the extent of
Q92-7 security audit; 1 = None and 4 = Extensive
Independent variables
certification_Security (RQ;,) Q13 1if CAE has security certification such as
CISM, CISSP, CSP, CDP, CISRCP; 0
otherwise
certification_IS (RQ);;) Q13 1 if CAE has IS auditing certification such
as CISA, QiCA, CRISC; 0 otherwise
cpa (RQ;,) Q13 1 If CAE has public accounting certification
such as CA, CPA, ACCA, ACA; 0 otherwise
cia (RQ;,) Q12 1 if CAE has internal auditing certification
such as CIA; 0 otherwise
riskassessmentscope (RQ)-) Q41 1if IAF relies on “Comprehensive risk
assessment done by IAF”; 0 otherwise
ERM_IA (RQ5) Q59 1 if IAF is responsible for the organization’s

iacompetence_grc (RQ).)

governance_Boardsupport (RQ)5)

acmeeting_cae (RQy)

riskmagt_officer (RQ,)

qaip (RQs)

Control Variables
education_cae

experience
training_hours

major_cs_it

[AFage

[AFempLN

[AFbudget
industry_combined
employees_organization

ACCountries

Q 81-1 through
Q815

Q67

Q78b

Q58

Q47

Q5

Q10
Q14

Q5a
Q23
Q24
Q28
Q18

Q19

ERM function; 0 otherwise

Sum of the responses related to governance,
risk, and compliance; 1 = Novice; 5 =
Expert

1 if IAF has complete Board support
regarding organization’s governance and
policies and procedures; 0 otherwise
Number of Audit Committee or equivalent
Meetings in which CAE was invited to
attend

1 if Organizations have Chief Risk Officer or
Equivalent

1 if organizations have well defined QAIP; 0
otherwise

1 If CAE has graduate or higher degree; 0
otherwise

Years of experience of as CAE

Hours of formal training related to the
internal audit profession

1 if CAE has computer science/IT as
academic major; 0 otherwise

Number of years IAF has been in the
organizations

Natural log of the number of Full Time
Employees (FTE) in IAF

1 if IAF has completely sufficient budget, O
otherwise

1 If the organization belongs to finance or
insurance industry; 0 otherwise

Natural log of the number of Full Time
Employees (FTE) in organizations

1 if respondents are from UK/Ireland; USA;
Canada; Australia; New Zealand; or South
Africa, 0 otherwise
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Table VII.
Descriptive
statistics — mean
“univariate analysis
(standard deviation)”
and univariate
analysis of Anglo
Culture (AC)
countries and
Non-Anglo culture
countries

Anglo culture

Variables Full dataset (AC) countries ~ Non-AC countries ~ Fstatistic/ y? (Sig)
securityaudit 18.55 (5.26) 18.19 (4.68) 18.79 (5.59) 3.00 (0.08)
certification_Security 0.03(0.17) 0.03(0.18) 0.03(0.17) 0.09 (0.77)
certification_IS 0.15(0.36) 0.20 (0.40) 0.11(0.32) 13.23 (0.00)
cpa 0.45 (0.50) 0.61 (0.49) 0.35(0.48) 60.67 (0.00)
cia 0.41 (0.49) 0.52 (0.50) 0.33(0.47) 35.95 (0.00)
riskassessmentscope 0.56 (0.50) 0.64 (0.48) 0.52 (0.50) 13.58 (0.00)
ERM_IA 0.17 (0.37) 0.18 (0.39) 0.16 (0.36) 1.20 (0.27)
iacompetence_grc 19.77 (3.91) 19.89 (3.59) 19.69 (4.10) 0.63 (0.43)
governance_Boardsupport 0.67 (0.47) 0.68 (0.47) 0.66 (0.47) 0.43 (0.51)
acmeeting_cae 5.68 (4.13) 5.74 (4.22) 5.65 (4.07) 0.12(0.73)
riskmagt_officer 0.35(0.48) 0.39 (0.49) 0.32(0.47) 3.74 (0.05)
qaip 0.17 (0.37) 0.15(0.35) 0.18 (0.38) 1.72(0.19)
education_cae 0.56 (0.50) 0.49 (0.50) 0.61 (0.49) 13.70 (0.00)
experience 7.35(6.12) 8.50 (6.61) 6.63 (5.68) 21.92 (0.00)
training_hours 46.50 (33.77) 44.82 (19.73) 47.57 (40.19) 1.52(0.22)
major_cs_it 0.12(0.32) 0.09 (0.29) 0.13(0.34) 3.27 (0.07)
IAFage 17.69 (16.33) 19.29 (15.88) 16.79 (16.53) 473 (0.03)
TAFempLN 2.01 (1.35) 2.01 (1.26) 2.01 (1.41) 0.00 (0.96)
TAFbudget 0.37 (0.48) 0.40 (0.49) 0.36 (0.48) 1.77 (0.18)
industry_combined 0.28 (0.45) 0.24 (0.43) 0.30 (0.46) 3.26 (0.07)
employees_organization 7.01 (2.54) 7.30 (2.37) 6.82 (2.63) 8.19 (0.00)
N 970.00 376.00 594.00

certification_Security, only about 3 per cent CAEs in the sample had security certification,
and this result does not vary across regions. This suggests that IAFs in all assessed regions
lack CAEs with sufficient security skills. Compared to other certifications such as
certification_IS (15 per cent), cpa (45 per cent), and cia (41 per cent), this percentage is
unusually low.

The percentage of comprehensive risk assessment done by the IAF also varies across
global regions, and the difference is statistically significant; this implies the involvement of
CAEs or IAFs in the comprehensive risk assessment of the firm is not uniform between each
region. The same finding is also true for IAF competence regrading governance, risk and
control. Notwithstanding, across the regions of the world, there were no statistical
differences in the involvement of the IAF with the ERM process. The implication is that
while differences are not found in regard to involvement of the IAF with ERM, there are
differences across regions in terms of risk assessment and risk competence of the IAF.

There were no differences found for board of directors’ support for governance, but there
were statistically significant differences noted in the number of audit committee meetings
with CAEs and the existence of a CRO (or the equivalent) in the organizations. For IAF
quality, there were no differences regarding the existence of a well-defined QAIP in the
organizations; at the same time, the percentage of organizations having a well-defined QAIP
is very low (mean = 17 per cent).

In assessing control variables, 56 per cent of CAEs have graduate degrees (or higher),
and this percentage is statistically significant across different regions. CAEs also differ
significantly in terms of experience, with the average years of experience in the job role
being 7.35 years. Furthermore, the average percentage of CAEs with Computer Science (CS)
or Information Technology (IT) majors is 12 per cent, which does differ across different
regions. The average number of training hours for CAEs is 46.50, with statistically
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significant difference across regions. The average IAF age is 17.69 years, which also varies
significantly across regions. Although IAFs do not differ in terms of employees, they do
differ in terms of budget, with 37 per cent of CAEs reporting that they have sufficient
budget.

As mentioned earlier, many studies that used the CBOK database focused on either
Anglo-culture countries only (Abdolmohammadi and Boss, 2010; Abdolmohammadi, 2013)
or both Anglo and Non-Anglo countries (Abdolmohammadi et al, 2017); hence, we
regrouped our data based on the Anglo/Non-Anglo classification. Table VII presents the
descriptive statistics and univariate analysis of this classification.

For the variable securityaudit, it is found that Anglo countries differ marginally from
Non-Anglo, although they do not vary for the certification_Security variable. However, they
do vary for certification_IS, cpa and cia. Furthermore, they vary for viskassessmentscope, but
not for ERM_IA or iacompetence_grc. These findings suggest that although the IAF is
responsible for ERM and that they share similar competencies regarding risks and control,
they do differ in risk assessment scope. No differences were found between Anglo and Non-
Anglo countries for governance_Boardsupport and acmeeting_cae, but they differ
marginally in terms of having a CRO or the equivalent. For gaip, there is no difference, but
for the control variables, education_cae, experience, major_cs_it and IAFage, responses do
vary across the two groups of countries. Other control variables that differ between these
two groups of countries include industry_combined and employees_organization.

Multivariate analysis

Table VIII presents the correlation matrix of the variables studied in this research, and, as
can be seen, none of the correlation is greater than 0.50 and most are below 0.30, with four
exceptions. The correlation between certification_IS and certification_Security is 0.347,
indicating that CAEs with IS certifications are also likely to have security certifications, and
the correlation between iacompetence_grc and securityaudit is 0.335, indicating that IAF
competence related to risk, governance, and control are highly associated with the extent of
security/cybersecurity audit. The correlation between IAFage and IAFempLN is 0.356,
indicating that as the IAF matures, more employees are hired. Finally, IJAFempLN and
employees_organization are highly correlated (0.424); this result makes sense as the larger
the organizations, the larger the [AF.

Different certifications seem to have very low correlations with the extent of security/
cybersecurity audit, with the CIA certification demonstrating a negative relationship. These
findings suggest that professional accountants are likely to focus more on traditional audit
functions than on audit activities in emerging risk areas such as security/cybersecurity.
Other factors such as lack of knowledge and shortage of skills might also contribute to this
trend. ERM_IA and securityaudit also have negative correlations; this finding is unexpected,
as the expectation was that if internal auditors are responsible for ERM, they are likely to
conduct more security/cybersecurity audits. One possible reason for this unusual outcome
could be that security/cybersecurity risk is completely different from the rest of the risks
that the internal auditors deal with, such that many internal auditors do not possess the
training and skills required in sophisticated security/cybersecurity audit activities.

Regression analysis

Table IX (Panel A) presents the results of a regression analysis on the full data set,
analyzing across regions. Stepwise regression was selected owing to the large number of
variables for analysis, and our analysis generally focused on the factors predictive of the
degree of security/cybersecurity audit in the internal audit process as a function of a varied

Internal audit
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set of predictors specified in the research questions. R); posits, in general, that various
professional certifications tend to increase the extent of security/cybersecurity audit by the
IAF, on the principle that specialized certifications tend to be indicative of increased
professional experience and knowledge. We reason that more experienced and
knowledgeable auditors largely will bring a greater focus on cybersecurity issues in audits,
all things being equal.

Even so, in assessing RQ); (directly referencing security certifications, systems auditing
certification, internal auditing certification or public accounting certifications), we find that
no certification is significant in its effect on the extent of security/cybersecurity audit by
IAF, overall (in testing the model with pooled data with no regional consideration). Breaking
the data set into regions for additional consideration, however, gives a slightly different
picture. We do find some region-specific outcomes: certification for IS auditing (variable
certification_IS) is significant in the African region, and public accounting certification
(variable cpa certification) has mixed and provocative results in the Asia region, where CPA
certifications tended to be less indicative of the extent of security/cybersecurity audit while
in the Pacific region the same certification is positively correlated with the security focus on
an audit. These results are somewhat unanticipated and provide the basis for interesting
interpretations, which we offer in the discussion section.

Asking about the degree to which risk assessment activities by the IAF impact the extent
of cybersecurity focus in the auditing process (RQ.), riskassessmentscope is positively and
significantly associated with the extent of security/cybersecurity audits. However, we see
that this result is based entirely upon the strongly significant effect for the variable found in
the North American region of the dataset. This was not conceptualized as a cross-cultural
study, but we are noticing some interesting regional effects in analysis. Risk assessment is
likely far more impactful in this region owing to legislative efforts targeting accountability
and quality of management in firms (Sarbanes Oxley, most significantly) relative to other
quarters of the world.

Research Question three (RQ)), as operationalized, asks about the degree of integration
between ERM processes and the IAF, as to its impact on the extent of cybersecurity focus in
the auditing process. The answer to this question is a resounding “no”, which is interesting
and worth consideration. Our results indicate that ERM_IA (RQ)3) is negatively associated
with security/cybersecurity audit in both North American and South American regions. The
literature supports the supposition that responsibility of ERM residing with the IAF will
lead to more extensive security/cybersecurity audit activity because security/cybersecurity
risk also demands efficient risk management. The results run counter to this. Given the
limitations of generality arising from analyzing a pre-structured database, we can speculate
with limitation. One notion is that risk management sophistication implicitly includes
detailed knowledge of cybersecurity concerns, in which case sophisticated ERM in the IAF
covers cybersecurity risk without the need for additional focus on the matter as a separate
element of the audit process. We might alternatively suppose that this mirrors Steinbart
et al. (2012, 2013) indication that a general lack of knowledge exists about the importance of
security expertise in the internal audit process (i.e. ERM sophistication is not a broadly
impressive preparation for cybersecurity audit expertise). We will consider this point in
further detail in our discussion section.

RQ4 considers the degree to which IAF governance skills (governance, risk and
compliance) impact the extent of security/cybersecurity in the audit process. In the broad
data set, that is, in all analyzed regions, iacompetence_grc (RQ,) is positively and
significantly associated with the extent of security/cybersecurity audit. This finding again
confirms Steinbart’s indication that security expertise of IAF contributes to information
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security effectiveness (Steinbart et al,, 2012; 2013). By contrast, asking whether the board
authorizes the IAF to review governance policies (RQ5, variable governance_Boardsupport)
leads to a positive relation only in the North America region. This outcome might arise from
strong corporate governance and robust regulatory enforcement in North America,
especially from factors such as Sarbanes Oxley and HIPPA, and to that extent, perhaps this
finding should have been expected to exhibit regional difference.

We did not find that frequent audit committee meetings with the CAE led to a greater
extent of security/cybersecurity audit processes (RQ)s). This might be due to the fact that
audit committees have not focused on security issues or that boards are taking care of this
issue instead. However, recent anecdotal evidence suggests that in many cases, internal
auditors are expected to play a role on behalf of the audit committee to formulate an effective
cybersecurity risk management (Deloitte, 2015). As such, we expect that there is a need for
further research about this lack of involvement on the part of the audit committee or its
equivalent in interactions with the CAE on cybersecurity matters.

The notion that the risk management function being led by a specific risk management
officer (CRO) would result in a greater extent of cybersecurity audit activities (RQ),) was
only significant in Europe, which suggests to us a differential emphasis on the degree and
type of risks companies face on each side of the Atlantic. This finding also suggests that the
role of the CRO has not matured enough to address security/cybersecurity risks. This might
be the case due to the fact that security issues are emergent in many areas, and hence CROs
have not yet taken them into account, or that management has decided to tolerate the risks
of certain security issues given the cost/benefits associated solving such problems. At the
same time, the impact of robust QAIPs in a firm (RQs, as assessed by the variable qaip) is
positive and significant for companies reporting from the regions of Africa, Asia, and South
America, and negatively associated with the extent of security/cybersecurity audit in the
Pacific region (characterized by Australia and New Zealand). This finding suggests that the
quality of IAF has an effect on the extent of security/cybersecurity audit. These qualities of
IAF might arise from the competence related to governance, risk and compliance. However,
we think further research should delve into how the quality of IAF is associated with the
extent of security/cybersecurity audit. For control variables, we have obtained expected
results. However, it is found that Anglo countries are negatively associated with the extent
of security/cybersecurity audit.

As discussed earlier, we analyzed data between Anglo and Non-Anglo countries since a
large portion of our data are from Anglo countries. In panel B of Table X, iacompetence_grc
and governance_Boardsupport are significantly and positively associated with security/
cybersecurity audit in both Anglo and Non-Anglo countries; this result is different from
when the analysis is run across different regions. Regional analysis might balance results of
one region against another. Nevertheless, we found only the North American region
significant. We consider that this analysis reflects the true nature of the association, as each
country in its respective group shares similar characteristics. These findings again confirm
that IAF competence and board support regarding governance is associated with security/
cybersecurity audit. In addition, 7iskassessmentscope and qaip are significantly and
positively associated with security/cybersecurity audit in Non-Anglo countries, thus
confirming that comprehensive risk assessment and quality of IAF are positively and
significantly associated with security/cybersecurity audit. Even so, ERM_IA is negatively
associated with security/cybersecurity audit only in Anglo nations. This finding might be
due to the fact that the IAF in Anglo nations is overwhelmed with traditional risks or that
they lack competencies as suggested by Steinbart ef al. (2012, 2013). Overall, these findings
are not very much different from those of regional analysis. Both analyses confirm that IAF
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Table X.
Multivariate
analysis: panel B

Full data set AC countries Non-AC countries
1 @ @)

Variables RQ securityaudit securityaudit securityaudit
ACCountries —0.7421°* (0.0265)
experience 0.05010%* (0.0630) 0.08210%* (0.0326)
IAFage 0.02862*** (0.0062) 0.04109%#* (0.0024)
industry_combined 1.9648**#* (0.0000) 1.9366**** (0.0003) 1.9395%** ((,0000)
riskassessmentscope RQ- 0.7683** (0.0165) 0.9062** (0.0332)
training_hours 0.009687** (0.0352) 0.01103** (0.0338)
iacompetence_grc RQ,  0.3288*** (0.0000) 0.3515%# %% (0,0000)  0.3278*** (0.0000)
governance_Boardsupport  RQ; 1.0209*** (0.0029) 1.3563*** (0.0072) 0.8685* (0.0542)
TIAFempLN 0.5445%##% (0,0000) 1.0245%**% (0.0000) 0.3523** (0.0288)
major_cs_it 1.6124*** (0,0011) 1.6554*** (0.0081)
qaip RQg  1.5850%*** (0.0003) 2.1857°*# % (0,0001)
ERM_IA RQs —1.6232%* (0.0060)
_cons 7.7585**** (0.0000) 7.9718%%% (0,0000)  7.5943**<* (0.0000)
N 848 306 542
adj. R-sq 0.250 0.261 0.257

Notes: p-values in parentheses; *p < 0.10; **p < 0.05; ***p < 0.01; ****p < 0.001

competencies, comprehensive risk assessment, and board support are associated with the
extent of security/cybersecurity audit. The only unexpected results arise in cases where the
IAF is tasked with ERM and the role of the CRO has not grown enough to address security/
cybersecurity risks.

These findings are in line with Abdolmohammadi and Boss (2010), wherein they find
that IS certification, IAF age and training are significantly and positively associated with IT
audit by IAF. As in their study, we also find that CPA and CIA certification and education of
CAE are not significantly associated with security/cybersecurity audit. However, unlike the
Abdolmohammadi and Boss study, we find that CAE experience and CAE academic major
does have a significant association with the extent of security/cybersecurity audit.

Sensitivity analysis

The dependent variable securityaudit is measured by summing the responses of the
questions 92-1 through 92-7 for the models discussed above, that is, a summed-score
composite was used. These security questions (Q92-1 through Q92-7) cover the following
areas of security/cybersecurity: general IT security, cybersecurity, physical security of data
centers, security of mobile devices, social media security, intranet security and website
security. It is possible from a standpoint of internal validity that the questions might
measure a construct conceptually related to but qualitatively different from security/
cybersecurity audit, as is examined in our work. Hence, to examine the dimensionality of
these questions for the securityaudit variable in our model, factor analysis was conducted
(principle components with varimax rotation) as recommended by Schroeder and Hogan
(2013). Bartlett’s test of sphericity also supported the wisdom of conducting a factor
analysis. Results from the factor analysis confirmed that the criterion questions do, indeed,
perform in a unidimensional manner. A single factor was found with an eigenvalue of 4.52,
accounting for 64.64 per cent of variance, and all factor loadings were above recommended
thresholds (Hair ef al,, 1998). As such, this analysis confirms that these questions measure
the dependent variable — securityaudit — quite well. We used the Bartlett’s method to produce
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individual respondent factor scores, which we later use for regressions analysis to test the
sensitivity of our results. We did not document any significant changes in the results, thus
confirming that the summed score dependent variable does not bias the result.

Discussion and conclusion

The purpose of the study is to explore the factors associated with the extent of security/
cybersecurity audits by the IAF. Using responses from 970 CAEs across different regions
represented in CBOK (2015) database, it was determined that the extent of security/
cybersecurity audit by the IAF in firms is not uniform across different regions and
countries. Different factors play different roles across the regions and countries with regard
to the prevalence of security/cybersecurity audit. Descriptive statistics and univariate
analysis of data suggest that IAFs across different regions significantly differ in their
involvement with security/cybersecurity risks. For example, the number of CAEs with
security certification is far lower in our sample when compared to traditional certifications
such as CPA or CIA. This result is both expected and to a degree unexpected. It is expected
in the sense that security is not direct area of responsibility for CAEs to deal with; however,
in view of the rising tide of cyberattacks, IAFs are expected by stakeholders to play a
leading role in cybersecurity risk management programs in organizations. Nevertheless, the
data indicate that CAEs are not still well prepared to lead this role, as reflected by the low
percentage of CAEs with pertinent security certifications. This finding mirrors that of
Steinbart et al. (2012, 2013), in which they documented that when internal auditors possess
detailed technical expertise about information security, they are able to develop deeper
relationships with the IS security function. However, certification remains significantly and
positively associated with I'T audit (Abdolmohammadi and Boss, 2010).

In addition, the competencies related to risk — governance and compliance by IAF — have
an impact on the security/cybersecurity risk management. The IAF’s lack of security
expertise was first documented by Steinbart ef al’s (2012) qualitative study, in which they
documented that the IAF’s lack of technical skills and communication skills affects
information security effectiveness. Later, Steinbart ef al (2013) empirically found that the
frequency of IAF review of different aspects of security impacts the security effectiveness of
organizations. Our results thus confirm the findings of Steinbart et al (2012, 2013) and
reiterate the importance of improving IAF competencies to form an effective security/
cybersecurity risk management program. In a similar fashion, we have found that
comprehensive risk assessment affects the security/cybersecurity audit. Risk assessment is
one of the eight components of ERM (COSO, 2004). Although the literature suggests that
different kinds of risk assessment models are used by IAF (Allegrini and D’Onza, 2003), a
comprehensive risk management process is vital for security risk management. The fraud
literature also supports the use of comprehensive risk assessment in fraud risk management
(Lister, 2007). Unexpectedly, IAF being tasked with ERM in an organization does not impact
security well as it is not found to be significantly associated with the extent of security/
cybersecurity audit.

The literature suggests mixed results when IAF is tasked with ERM of an organization
(Walker et al., 2003; Beasley et al., 2005; de Zwaan et al., 2011). In our case, we suspect that
IAF tasked with ERM either focuses on traditional risk areas, overlooking cybersecurity
risks, or that it lacks the required skills to perform security/cybersecurity audits. We
recommend future research exploring this lack of association.

The findings of the study also suggest that board support related to governance is
significant even though the role of the audit committee is not, which highlights the
importance of good governance in mitigating security risks. Studies confirm that good
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corporate governance is associated with mitigating many kinds of risks (Klein, 2002
Armstrong et al., 2014; Armstrong et al., 2015; Beasley, 1996); however, very little is known
about the role of corporate governance in mitigating security risks in organizations (Higgs
et al., 2016; Haislip et al., 2017; Islam and Stafford, 2017). This scarcity emphasizes the need
for more research on the role of good corporate governance in mitigating security risks. Like
the audit committee, the CRO’s role in mitigating security risk does not perform as expected,
although the role of the CRO in mitigating risks and reaping the subsequent benefits is well
documented (Aabo et al., 2005). Finally, the quality of the internal audit process plays a role
in mitigating security/cybersecurity risks. This finding is in line with the literature on IAF
quality (Prawitt et al., 2009; Ege, 2015; Pizzini et al., 2014).

In sum, IAF competencies, comprehensive risk assessment, board support, and quality of
internal audits are associated with the extent of security/cybersecurity audit; however, IAF
being tasked with ERM and the role of CRO are not significantly associated with the extent
of security/cybersecurity audit.

Key contributions

To the best of our knowledge, this study is the first to describe IAF involvement in security/
cybersecurity audit, which is an increasingly important IT governance dimension. It
provides insights into the specific IAF/CAE characteristics and corporate governance
characteristics that can lead the IAF to contribute to security/cybersecurity audit outcomes.
Moreover, given the issuance of the “cybersecurity risk management framework” by
AICPA, the findings of the study will help auditors to plan for and perform effectively this
new attestation service. Furthermore, the study makes important contributions to the
internal audit literature, IT governance literature and ERM literature. The findings add to
the results of prior studies on the IAF involvement in different [ T-related aspects such as I'T
audit and XBRL implementation (Abdolmohammadi et al, 2017; Abdolmohammadi and
Boss, 2010) and as regards the role of the board and the audit committee in ERM (Beasley
et al.,, 2005). The findings of the study are useful for boards, policymakers, and auditors in
formulating an effective cyber security risk management program.

Practical implications

The findings of the study have several practical implications. First, identification of IAF
characteristics that contribute to the support of security/cybersecurity audit will help
management to make effective resource allocation decisions and aid in the development of
policies related to competencies required for IAF functions or the operation of CAEs. Second,
the findings are of interest to boards of directors who are going to delegate risk management
and governance issues to an audit committee or a CRO. The results indicate the role of an
audit committee or a CRO in impacting security/cybersecurity audit and highlights the
importance of factors that have significant effects on the extent of security/cybersecurity
audit. Third, the IAF tasked with ERM function of an organization should focus on security
risks besides traditional risks; alternatively, the responsibility can be delegated. Finally,
policymakers will have interest in the findings because they highlight the factors that have
an influential role in cybersecurity risk management in the private sector. Policymakers can
require new skills or competencies, or issue new governance guidelines that will help
mitigate the incidence of cyberattacks in the corporate world.

Limutations and directions for future research
The research has some limitations. First, as the CBOK database is generated from
surveys of CAEs and other internal auditors, it is subject to survey research limitations
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especially in regard to the differential perceptions of individuals in their subjective
views of reality and also in regard to the level of measurement chosen by the owners of
the dataset we accessed and subsequent assumptions for statistical tests (particularly
in terms of nominal variables which we were forced to include as dummy variables in
our testing). Second, this research focuses on associational analysis and cannot be
taken as providing direct evidence of causality. Third, as our sample includes
respondents from organizations in which audit committees might be present, caution
should be taken before interpreting and generalizing the results to situations beyond
that context. Fourth, we acknowledge that security/cybersecurity audit might be
performed by parties other than the IAF, including the IT department of the
organization or outside consultants from professional organizations such as Big Four
audit firms. In those cases, results should be interpreted cautiously.

Finally, an endogeneity problem can occur when an explanatory variable is correlated
with the error term, which is a serious limitation in non-experimental research (Hamilton
and Nickerson, 2016). Unfortunately, solving the problem is often more challenging than its
basic nature suggests, in accord with Tukey’s (1986) sage observation that there are limits to
the sorts of analysis that can be objectively derived from data and modeling, in line with the
assumptions most statistical models presume in order to support such analysis. It is a weak
point to fall back on model assumptions and ceferis paribus limitations, certainly, but this is
the typical response to the point. Accordingly, our results are limited by the potential for
endogeneity.

Additional research opportunities are suggested by these limitations. For example,
future studies could seek to understand the reasons why the IAF tasked with ERM or CRO
has not manifested the expected results with security/cybersecurity audit, as noted above.
Furthermore, future research could focus on the reasons for low involvement of the audit
committee with the extent of security/cybersecurity audit. Finally, further clarity must be
sought in understanding the role of security certifications which could lead to effective
cybersecurity risk management programs on the part of the IAF.
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