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A process model for implementing information systems 

security governance 
 

Abstract 

Purpose 

The frequent and increasingly potent cyber-attacks due to lack of an optimal mix of technical as 

well as non-technical IT controls, has led to increased adoption of security governance controls 

by organizations. The paper thus seeks to construct and empirically validate an information 

security governance process model through the Plan-Do-Check-Act cycle model of Deming 

Design/methodology/approach 

This descriptive research using an interpretive paradigm follows a qualitative methodology using 

expert interviews of five respondents working in the information security governance (ISG) 

domain in United Arab Emirates to validate the theoretical model.  

Findings  
Our findings suggest the primacy of the Plan-Do-Check-Act Deming cycle for initiating ISG 

through a risk-based approach assisted by industry-wide best practices in ISG. Regarding 

selection of ISG frameworks, respondents preferred to have ISO 27K supported by NIST as the 

core framework with other relevant ISG frameworks/standards forming the peripheral layer. The 

implementation focus of the ISG model is on mapping ISO 27 K/NIST IT controls relevant IT 

controls selected from ISG frameworks from a horizontal and vertical perspective. Respondents 

asserted the automation of measurement and control mechanism through automation to assist in 

the feedback loop of the PDCA cycle. 

Originality/value 
The validated model helps academics and practitioners gain insight into the methodology of the 

phased implementation of an information systems governance process through the PDCA model, 

as well as the positioning of ITG and ITG frameworks in ISG. Practitioners can glean valuable 

insights from the empirical section of the research where experts detail the success factors, the 

sequential steps, and justification of these factors in the ISG implementation process.  

Key words: information security, governance, Deming cycle, ISO 27001, ISO 27002, 

COBIT 

1. Introduction 

Security governance is considered as the most appropriate method not only to gain control of 

security processes but also to guarantee alignment with business strategies (Rebollo, Mellado, 

Fernández-Medina, & Mouratidis, 2015). With increased cyber-attacks, and compliance failures, 

organizations are moving towards implementing security governance frameworks and standards. 

Hence, the problem of appropriate selection of adequate security controls and optimal risk 

treatment relies on international assurance standards (Rebollo et al., 2015). The current 

information security landscape is moving towards a more strategic approach, commonly referred 

D
ow

nl
oa

de
d 

by
 U

N
IV

E
R

SI
T

Y
 O

F 
N

E
W

 E
N

G
L

A
N

D
 (

A
U

S)
 A

t 0
9:

02
 3

0 
Ja

nu
ar

y 
20

18
 (

PT
)



2 

 

to as information security governance (Dlamini, Eloff, & Eloff, 2007). Despite this approach, 

information security governance (ISG) is poorly understood, ill defined, and means multiple 

things to different people (Moulton & Coles, 2003). Considering the lack of empirical studies 

related to ISG methodology, the present study aims at complementing the body of literature on 

information security governance by developing, and empirically testing a theoretical model 

outlining the methodological process of ISG in an organization. 

IT governance and IS security is a tightly knit concept. ISG is directly related to three 

research subjects namely IT governance, corporate governance and information security 

(Rebollo, Mellado, & Fernández-Medina, 2012). Both security and governance have in common 

the concepts of trust in an organization and its practices, data safeguards, and operations that rely 

not only on sound governance practices but also on good security (Wilson, 2007). IT 

management teams (representing the governance perspective) and IS security management teams 

are expected to implement the elements of good governance in conjunction (Whitman & 

Mattord, 2014). Thus, it has been argued that the protection of information as a valuable asset 

should not be left solely to the chief information officer of an organization, but should be treated 

as a governance issue (Abu-Musa, 2010). Since information security within an organization 

encompasses technical, as well as strategic and legal, concerns, information security needs to be 

addressed as a corporate governance responsibility involving risk management, reporting and 

accountability on the part of executive leadership and boards of directors (Posthumus & Solms, 

2004). In light of this concept, our research will explore the methodological process of 

integrating and implementing IS security and IT governance into a process model within an 

organization. 

The paper is structured as follows. Section two explores the different perspectives of ISG to 

bring out the major underlying concepts of ISG. This is followed by the presentation of the ISG 

process model (Section three). Section four justifies the research methodology, while  section 

five and six provide the empirical validation of the model. 

2. Information Security Governance: A Perspective from Literature 

2.1  ISG Defined 

The term ‘information security governance’ came from a briefing paper issued by the IT 

Governance Institute in 2001, which focused mainly on strategic alignment and direction 

(Williams, 2001). From an organizational perspective, ISG is a subset of enterprise governance 

that provides strategic direction, ensures that objectives are achieved, risks are managed  

appropriately,  organizational resources are used responsibly, and  the success or failure of the 

enterprise security program is monitored (IT Governance Institute, 2006). The building blocks of 

ISG have been stated as directives and control, risk, best practices, organization, and awareness 

(von Solms & von Solms, 2006). 

ISG is defined as “the establishment and maintenance of the control environment to 

manage the risks relating to the confidentiality, integrity and availability of information and its 

supporting processes and systems” (Moulton & Coles, 2003, p. 581). ISG is considered an 
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integral part of the enterprise governance that involves implementation of governance concepts 

and principles with regard to information security issues (Abu-Musa, 2010). ISG describes the 

process of how information security is addressed at an executive level (Posthumus & Solms, 

2004), consisting of the leadership, organizational structures, and processes involved in the 

protection of information assets (Johnston & Hale, 2009). Hence, when properly implemented, 

ISG provides four basic outcomes; namely, strategic alignment, value delivery, risk management 

and performance measurement (Williams, 2001). 

2.2  ISG Models 

Research focusing on the different aspects of ISG has led to the proposal of various ISG models 

addressing particular aspects of information security governance. An ISG framework has been 

proposed for integrating information security into corporate governance (Posthumus & Solms, 

2004) while Veiga and Eloff (2007) evaluated four approaches towards ISG to come up with a 

comprehensive framework providing a number of key components in the information security 

governance domain. These key components focus on IT governance, risk management, 

compliance, controls framework and standards, monitoring and feedback mechanisms, security 

awareness and culture, and IT services. From a control perspective, the ISG model based on the 

Direct–Control Cycle focuses upon the nature of control exerted by corporate management (von 

Solms & von Solms, 2006). Subsequently, dos Santos Moreira, Andréia Fondazzi Martimiano, 

José dos Santos Brandão, and César Bernardes (2008) proposed an ISG framework , which 

organize ISG into three levels namely, the operational, tactical and strategic levels to assist 

managers in identifying the security best practices to be followed at each level.  From a cloud 

perspective, an ISG process model related to the cloud service life cycle has been proposed 

considering control and the security risk (Rebollo et al., 2015). While the above models and 

frameworks have provided the objective, the needed conceptual framework and building blocks 

for ISG, a methodological approach to implementing ISG in an organization is lacking in the 

literature. 

In this respect, our model follows the ‘theory of design and action’, which says ‘how to 

do’ something by discussing the methodologies and tools used in the development of information 

systems (Gregor, 2002). This leads to our exploratory research question: How does organization 

implement the conceptual components of ‘IT governance’ and ‘security’ for information security 

governance? Since the research question incorporates ‘process’ of ‘security’ and ‘governance’, 

we analyze these three concepts to get insights into current practices of IS process 

implementation and understand the role of ‘governance’ in IS security. 

Evaluating the above ISG definitions, models, and the ISG building blocks, the major 

ISG themes cited by researchers can be categorized as the cyclical process of ISG, risk 

management, ITG frameworks for selecting and integrating appropriate IT controls, monitoring 

and measurement, including feedback, a security culture via training, and best practices. 

2.3  Cyclical  Process of IS Security 

Security management must integrate security and controls across the strategic, tactical, and 

operational levels within the organization, as well as view IS security from a life cycle 
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perspective (Choobineh, Anderson, & Grimaila, 2010). The dynamic nature of information 

security prevents any fixed boundaries because the different dimensions of IS security must work 

together to create a secure environment (Solms, 2001) thus supporting a continuous 

improvement cyclical process. This cyclical method is the cornerstone of the ISO 27001 (2005) 

which proposes an approach to continuous improvement through a process of establishing, 

implementing, operating, monitoring, reviewing, maintaining and improving the organization’s 

information security management system (ISO, 2011; Veiga & Eloff, 2007). The 2005 version of 

the ISO 27000 standards heavily employ the Plan-Do-Check-Act model (PDCA) to structure IT 

processes (Nicho & Avinash, 2012; Nor Aza & Normaziah, 2012), and reflects the principles set 

out in the OECG guidelines. However, the 2013 version places more emphasis on measuring and 

evaluating the performance of an organization’s information security management system 

(ISMS) (International Standards Organization, 2013). 

Thus, our research looks at the ISG implementation process through the lens of the 

PDCA cycle of Edward Deming, incorporating the models, frameworks and standards used in 

the security and governance implementation process. This leads to the first proposition – the ISG 

implementation process follows the Plan-Do-Check-Act Cycle. The planning stage of security 

management starts with an assessment of risks, followed by the stages: definition of policy, 

delineation of requirements, establishment of control, environmental monitoring, and final risk 

assessment (Choobineh et al., 2010). Information security risk management being a continuous 

management process (Wu, Guo, Lin, & Li, 2015), the security risks and requirements must be 

clearly understood before proper security mechanisms can be identified and designed (Yadav, 

2010). 

2.4 Risk Assessment  

A risk-based approach in managing information security has been an accepted method in a 

security program, since increasing dependence on information networks for business operations 

has focused managerial attention on managing risks posed by the possible failure of these 

networks (Chen, Kataria, & Krishnan, 2011). Most IT audits are conducted using a “risk-based” 

approach, where potential risks are identified and prioritized, control mechanisms are assessed, 

and the controls tested (Merhout & Havelka, 2008). Hence, managers should initiate a theory-

based security program that includes the use of a security risk planning model, education in 

security awareness, and a counter measure matrix analysis (Straub & Welke, 1998). This directs 

our research to its second proposition – ISG is initiated using a risk-based approach. Since, 

determining the effective management of risk is part of IT governance (Solms, 2005), the IT 

governance structure must be designed so that IT adds value to the business and IT risks are 

mitigated (Mishra & Weistroffer, 2007).  

2.5 Relevance of Governance in IS Security 

Security and governance controls play a critical role in risk prevention, as 97% of the breaches 

were avoidable through simple or intermediate controls (Verizon, 2012). Hence, implementing 

security mechanisms alone is not sufficient to prevent data breaches, as technical and non-

technical controls, supplemented with best practices in information security and governance, are 
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required to provide optimized, rather than adequate protection. Subsequently, the high incidence 

of security breaches in organizations could be attributed to the organization’s inability to 

adequately focus on non-technical issues in information systems security, namely  policies, 

procedures, practices, and strategies that, organizations normally put in place to minimize threats 

(Dhillon & Backhouse:, 2001; Ifinedo, 2009; Straub & Welke, 1998).   

The management of information security is primarily concerned with strategic, tactical, 

and operational issues surrounding the planning, analysis, design, implementation and 

maintenance of the IS security program (Choobineh, Dhillon, Grimaila, & Rees, 2007). In this 

respect, the effective and efficient utilization of information technology requires the alignment of 

IT strategies with business strategies (Luftman & Brier, 1999; Luftman, Lewis, & Oldach, 1993). 

Accordingly, the strategic alignment of IT goals with organizational goals is the prime objective 

of IT governance. Subsequently, an effective implementation of information security involves 

using a strategic mix of: IT governance frameworks (which align the IT goals with the 

organizational goals), IT service management (which maintains efficient and effective continuity 

of operations), and compliance with relevant security standards, policies and programs. Thus, our 

third proposition states – the ISG implementation involves the selection of appropriate ISG 

frameworks and standards. In light of this proposition, it is imperative to look at ITG 

frameworks, IS security frameworks and standards, in the ISG domain. 

2.6 Governance Aspect of Security (Internal controls – technical and non-technical) 

A global survey on control frameworks used in enterprise governance of IT revealed that, 28% 

use ITIL/ISO 20000, 21.1% use ISO 27000-related security frameworks, 15.1% use Six Sigma, 

12.9% use COBIT, 12.7% use PMI/PMBOK, and 12% use the RiskIT framework of Information 

Systems Audit and Control Association (ISACA) along with other frameworks (ISACA, 2011). 

Similarly, another survey of security professionals focused on North America revealed that 72% 

of North American organizations with 1,000 or more employees have implemented one or more 

formal IT best-practice control and process models (Turner, Oltsik, & McKnight, 2009).  Among 

these, the most widely used commercial IT control frameworks were ITIL, ISO 27002 and 

COBIT, which provide optimal security management. Furthermore, ISO/IEC 27002, COBIT, 

ISO 20000, and ITIL are the most applicable and common standards to manage and maintain IT 

services (Sahibudin, Sharifi, & Ayat, 2008).   

The overlap of different frameworks and standards leads to mapping between IT 

governance and security domains as in the case of PCI DSS, which employs IT security best 

practices such as ISO 27002 and COBIT (Laredo, 2009). Likewise, there are 70 technical 

controls shared between ISO 27000 and PCI DSS (Gikas, 2010). While, governance is 

considered a key factor in the setting of standards, success is more likely if the governance 

structure includes all the various network domains. Hence, the standards themselves (e.g. ISO 27 

K, PCI DSS, ISO 20000) need to be effective, yet flexible enough to satisfy these competitive 

interests (Sullivan, 2010). In this regard, (Solms, 2005) stated that the components of ISG must 

work together to ensure that the confidentiality, integrity and availability (CIA) of the company’s 

electronic assets are maintained at all times’. This leads to our fourth proposition – ISG 
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implementation process involves the mapping, integration, and implementation of relevant IT 

frameworks, and standards. Since, the measurement of IS success is important for assessing the 

effectiveness of IS (Gorla & Somers, 2014), a measurement and feedback mechanism with pre-

defined metrics ensures monitoring and control. 

2.7 Measurement and Feedback in ISG 

Information systems should be measured like any other part of a business (Singleton, McLean, & 

Altman, 1988). In fact, measurement of IS success is one of the most enduring research topics in 

the IS field (Markus, Tanis, Petrie, & Tanis, 2000), and is critical for the understanding about the 

value and efficacy of information systems (DeLone & McLean, 2003). Accordingly, there is a 

need for systematic techniques with which to obtain quantitative evidence of the operational 

systems’ security performance (Savola, 2013). In this respect, implementing an IS security 

governance model has to be viewed as a proactive and holistic approach that aligns security 

mechanisms, procedures and metrics (measurement) with governance principles, business drivers 

and enterprise strategic objectives (Spremić, 2013). Thus, securing information depends not only 

on the ability to compare, contrast, and make quantifiable statements about system security 

(Wang & Wulf, 1997), but require a risk-management approach with dependable, quantifiable 

metrics (Geer Jr, Hoo, & Jaquith, 2003), with the desired results to be achieved by implementing 

control procedures for the processes. Furthermore, different kinds of metrics, such as key 

performance indicators (KPI), key goal indicators (KGI), and critical success factors (CSF), are 

suggested in order to monitor the general goodness of each process of IT governance 

(Simonsson, Johnson, & Wijkstrom, 2007). This directs us to the fifth proposition – the check 

phase of the ISG process involves the monitoring and measurement of IT controls, using key 

performance indicators, key goal indicators and matrices. 

 The ‘Act’ phase of the PDCA cycle involves taking corrective and preventive actions 

based on the results of the internal ISMS audit and management review (or other relevant 

information), to achieve continual improvement of the ISMS (Mataracioglu & Ozkan, 2011). 

The ISG controls implemented have to be scrutinized in a periodic fashion, using feedback loops 

to incorporate revisions, which, in turn create a solid IS security governance structure (Mishra & 

Dhillon, 2006). Moreover, management needs feedback on what is happening in the company in 

terms of information security to have a proper corporate and information security governance 

framework in place (Kruger & Kearney, 2006). Thus, our sixth proposition is stated as – a 

feedback loop in the ISG process ensures timely corrective actions. Since the feedback loop 

involves communicating deviations and corrections to the cycle, an effective information 

security program cannot be implemented without implementing an employee-awareness training 

program to address the policy, procedures, and tools (Peltier, 2005). 

2.8 Information Security Awareness and Best Practices  

End users at the workplace are said to be “the weakest link” in IS security (Guo, Yuan, Archer, 

& Connelly, 2011; Paans & Herschberg, 1987). In this respect, a holistic information security 

management approach emphasizes the importance of taking account of the “human” element 
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when ensuring information security throughout the organization (Flores, Antonsen, & Ekstedt, 

2014). The term “information security awareness”' refer to a state where users within an 

organization are aware of, and ideally, are committed to, the organization’s security mission 

(Siponen, 2000). Information security awareness programs need to be implemented in 

organizations, while those already in existence need to be expanded (Thomson & R. von Solms, 

1998) thus ensuring a continuous and dynamic approach. This creates an information security 

culture, which is considered as the set of information security characteristics that the 

organization values (Gebrasilase & Lessa, 2011). Researchers have proposed the importance of 

establishing an information-security-aware culture to minimize risks to information (Niekerk & 

Solms, 2010; Veiga & Eloff, 2010). An information security culture provides a guide and 

structure to human behavior to prevent risks to the security of information assets (Al Hogail, 

2015). This includes the relevance of inculcating a security culture in the organization through 

training, since effective user security awareness training can greatly enhance the information 

assurance posture of an organization (Cone, Irvine, Thompson, & Nguyen, 2007). This leads to 

our seventh proposition – information security awareness programs ensure successful 

implementation of ISG. 

An appropriate method to establish information security is to engineer an array of 

interlocking best practices, from a commonly accepted model of best practice (Kohnke & 

Shoemaker, 2015). Subsequently, effective information security management requires 

identifying the critical success factors (CSF) of implementation, and ensuring the proper 

management of information security (Torres, Sarriegi, Santos, & Serrano, 2006). Since, CSFs 

and best practices (BPs) enhance the successful implementation of IT governance frameworks, 

these have been proposed for IT governance implementation (Grembergen & Haes, 2009) and 

ITIL (Iden & Langeland, 2010; Pederson, Kraemmergaard, Lynge, & Schou, 2010; Tan, Cater-

Steel, & Toleman, 2009). Since studies on CSFs in the ISG domain are lacking, we can replicate 

the CSFs and BPs of IT governance in IS security, due to the overlap between the two.  Thus, we 

arrive at our eighth proposition – following best practices in the stages of the ISG 

implementation process cycle ensure a secure environment. 

3. IS Security Governance (ISG) Process Model  

Based on the analysis of extant literature on IT governance and security, our proposed IS security 

governance model incorporates the following activities: 

1. Implementing ISG through the Plan Do Check Act cycle; 

2. Viewing IT governance security from a risk-based perspective; 

3. Selecting relevant IS security and governance frameworks (technical as well as non-

technical); 

4. Mapping relevant IT controls upon ISG frameworks and standards; 

5. Implementing a measurement framework for tracking and monitoring IS security 

governance entities, using quantifiable metrics; 
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6. A feedback loop that receives outputs from the Check phase, and provides corrective 

actions;  

7. Making sure that the people involved in the ISG framework share a security culture 

through continuous, multi-level, optimally-crafted, technical and non-technical training; 

and 

8. Use industry best practices to implement ISG at each stage of the PDCA cycle.  

The proposed ISG implementation process model (Figure 1) based on the above eight 

propositions illustrates the significance of effectively managing the ISG implementation process. 

In this respect, the PDCA cycle has been proposed as the framework on which the various 

entities are incorporated within the process model. While a risk-based approach to ISG has been 

emphasized as the first step, researchers have pointed out the significance of selecting relevant 

IT governance and security frameworks/standards to get the ISG implementation process moving 

in the initial two phases (of PDCA). Subsequently, the values obtained through the monitoring 

the performance of IT controls (in the subsequent phases) serve as a feedback mechanism for 

continuous improvement. To validate the model, we follow a qualitative interpretive 

methodology. 

 

Figure 1. ISG implementation process model (Adapted from Nicho (2012)) 

3.1 Research Method 

PLAN: Select 

appropriate 

frameworks, 

standards using risk- 

based approach 

DO: Implement/ 

integrate / maintain 

frameworks/ 

standards 

CHECK: Monitor, 

measure the 

effectiveness of 

controls 

ACT: Modify, update 

controls based on 

internal feedback and 

changes in business 

environment 

Use a risk-based 

approach for security 

governance. 

Select relevant 

frameworks (COBIT, 

ITIL, ISO 27K) 

Integrate by mapping 

with each other; ensure 

full coverage & depth; 

identify the 

responsibility matrix 

and information criteria 

of the CIA triangle 

Use relevant 

measurement tools and 

models (maturity models, 

KPI, KGI, customized 

metrics, rating scale, heat 

map, BSC and 

compliance) 

Use outputs from the 

previous phase to analyze 

deviations; take corrective 

actions; use the inputs for 

future planning; use external 

scanning tools to update 

security model 

• Use industry standard CSF/best practices for implementing frameworks and for compliance  

• Conduct continuous intermittent training (technical and awareness ) for all IT and non-IT staff  
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The nature of the descriptive research question led us to conduct our study using qualitative 

methods. Qualitative research is concerned with understanding social phenomena from the 

actors' perspectives through participation in the life of those actors (Firestone, 1987). The actor 

in this research being the ‘expert’ to validate the model, the expert interview method was 

employed, as it is a method of qualitative empirical research designed to explore expert 

knowledge (Meuser & Nagel, 2009). It not only provides researchers control over the dimensions 

that are central to the comparative research, but also bridges the divide between case studies and 

the comparison of a large number of countries based on more general and publicly available data 

(Dorussen, Lenz, & Blavoukos, 2005). Thus, it was decided to interview managers (see interview 

schedule in Appendix 1) working in the information security and governance domain in United 

Arab Emirates (UAE), who had expertise in implementing multiple frameworks and standards, 

and who were members of professional security and/or governance associations. A semi-

structured interview method was selected as it offers the merit of using a list of predetermined 

themes as in a structured interview, while ensuring adequate flexibility to enable the interviewee 

to talk freely about any topic raised during the interview (Wahyuni, 2012). Being a theory driven 

approach, the questions in the interview schedule were derived from the propositions (see 

Appendix 2), which further aligns with the pre-determined coding themes (Appendix 3) which 

follow the PDCA process model (Appendix 4). 

The respondents were contacted through UAE chapter of Information Systems Audit and 

Control Association (ISACA) of which the author is also a member. Among over 1400 members 

in the chapter, 37 members were identified fitting the ‘respondent’s profile’, of which five 

consented to this research. The responses were digitally recorded, transcribed verbatim, and 

imported into NVIVO (a qualitative analysis software), where three  coding techniques 

(Urquhart, 2001) were used to arrive at the final code categories. Initially, the deductive (theory-

driven) approach was used to aggregate information into pre-defined themes (codes). Secondly, 

open coding was used to identify emergent sub themes inside the pre-defined themes. This was 

an iterative process whereby the transcripts were read repeatedly to allocate identified texts to 

respective codes/sub-codes. Finally, axial coding was used to group categories and subcategories 

(Urquhart, 2001), as well as identify relationships among the pre-defined and emergent themes.  

4. Analysis of the Process Model 

Five respondents from five organizations in three sectors within the industry – namely, the 

financial, media and the information technology sevices sectors – who directly manage the 

information security and governance domain were selected for the interview (Table 1). The five 

criteria which were used to select the respondents were: organizational size (minumum of 1000 

employees), number of years of experience within the industry (minimum of ten years), having a 

security and governance role within their IT department, industry-relevant certifications in the 

ISG domain, and experience implemeting at least three frameworks in security and governance. 

 

Table 1. Profiles of the respondents 
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Month and 

year  of 

interview  

Position/ 

title 

Experience 

in ITG & 

security 

Industry 
Professional IT security, governance, and IT operations  

certifications/associations 

March 

2014 

IT Manager  

 

24 years Media ISO 27000, ISO 20000 & ISO22301 Certified Lead Auditor; 

Certified Ethical Hacker (CEH); 

Control Objectives for Information and Related Technology 

(COBIT 4.1) Foundation; Certified in the Governance of 

Enterprise IT (CGEIT); Information Technology 

Infrastructure Library (ITIL) Expert; Certified ITIL V2;   

Cloud Computing Associate; The Open Group Architecture 

Framework (TOGAF 9.1) Certified Professional; Microsoft 

Certified Technology Specialist (MCTS); Cisco Certified 

Network Associate (CCNA); Microsoft Certified Solutions 

Expert (MCSE); Microsoft Certified Desktop Support 

Technician (MCDST); Dubai Government Excellency 

Program Certified Auditor. 

June 2014 Director - 

Strategic 

Security 

Consulting  

14 years IT GRC 

and 

Security 

service 

provider 

Certified Information Security Manager (CISM); 

CGEIT; Certified Information Systems Auditor (CISA); 

British Standards Institution Certified BS7799 Lead Auditor;  

Certified Microsoft Operations Framework (MOF). 

August 

2014 

IT Strategy 

Manager 

37 years  Banking ISO 27001:2005 Lead Auditor (UK); CISM; Certified in 

Risk and Information Systems Control (CRISC); 

Charted Information Technology Professional, UK  (CITP); 

COBIT 4.1 Foundation; International Register of Certified 

Auditors (IRCQ) QMS Internal Auditor for ISO 9001:2000 

UK; ITIL Foundation Certification in IT – Service 

Management itSMF;  

TOGAF 9.1 Certified.   

December  

2014 

Senior 

Consultant 

(Security & 

Trust) 

13 years IT security, 

IT 

governance, 

and cloud 

services 

Certified Information Systems Security Professional 

(CISSP); CISM; Certified Penetration Testing Engineer 

(CPTE);  

CISA; ITIL – Foundation.   

March  

2015 

Director 

and CEO 

35 years IT 

governance, 

risk and 

compliance 

(GRC), IS 

security, 

and digital 

forensics 

consulting 

and training 

CISSP; CISM; CEH; Comptia Security+; Computer Hacking 

Forensic Investigator (CHFI); Certified Forensic 

Investigation Professional (CFIP);  

Institute of Chartered Accountants in England & Wales 

(FCA); CISA;  

PhD; Certified Software Quality Professional (CSQP); 

Former global chair of two international security 

associations.  

 

In the initial phase, the model and interview schedule were sent by email to the prospective 

respondents. Thereafter, appointments were made to meet the respondents at their respective 

offices to get feedback regarding the model. The interviews were transcribed, validated through 

subsequent telephonic interviews, and imported to NVIVO 10, a qualitative analysis software 

used by qualitative researchers. The analysis follows the guidelines of Whittaker (2006) which 
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aligns with the three coding techniques identified in section 3.1. In this regard, the interview data 

was coded into pre-defined themes (Appendix 4) where the transcribed text was systematically 

examined to identify the key concepts. Subsequently, the data was grouped into similar 

categories, and searched for relationships between a category and its concepts for further sub 

categorization. Care was taken to elicit as broad an answer as possible from the respondents, but 

at the same time, keeping within the interview schedule. This was to ensure that the respondent 

did not limit his response to the researcher’s question, but rather, gave as broad a view as 

possible within the time provided.  

After going through the transcribed interviews several times, two major themes that 

emerged were: (1) the ISG process and (2) discussion focusing on the eight propositions of the 

model. Due to the qualitative nature of the responses, there was a great deal of overlap between 

the two major theme nodes, and as such, care has been taken to separate them as clearly as 

possible into nine pre-defined first-level nodes (see Appendix 4). In the following section, we 

will analyze and discuss the ISG process (4.1), focusing on the PDCA cycle, followed by a 

discussion of the eight propositions (5). 

4.1 ISG Process 

The ISG process follows the PDCA cycle with the ‘Plan’ phase, which takes considerable time 

and effort, followed by the ‘Do’, ‘Check’ and ‘Act’ phases. According to the respondents, the 

duration of a cycle, from the initial ‘Plan’ phase to the starting of the second cycle, depends on 

(1) the security maturity level within the organization, (2) whether the organizational structure is 

conducive to governance, and (3) the IT risks appreciation of the organization. While 

unanimously affirming that overarching role of the PDCA cycle in the ISG process, two 

respondents suggested initiating ISG using the PDCA methodology with simple and manageable 

scope and gradually increasing the scope in subsequent cycles based on preceding feedback. 

 

4.1.1 Plan  

The best practice in this phase has been given as a sequential ISMS process (managerial 

decisions, risk assessment, establish processes/frameworks, and plan for subsequent phases) 

involving the ISG entities namely people, process and technology (Figure 2). This time and 

labor-intensive phase involves a two-dimensional matrix (Figure 3) of ISMS and respective ISG 

processes (see appendix 5 for the coding source). The major activity during this phase is to 

establish ISMS, including people, processes and IT systems, by applying a risk-management 

process where people play a major role during the Plan phase followed by processes and to some 

extent, technology. 
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Figure 2. Plan stage of the ISG process 

4.1.1.1 Managerial Decisions 

The initial steps in the planning process include setting up an ISG structure with a steering 

committee, achieving management buy-in, defining the IT goals, followed by the technical 

objective of mapping the information system infrastructure to the security program 

infrastructure. Respondents affirmed the critical need for high-level representations from IT and 

business to ensure ‘prompt and agreeable’ decisions. Hence, one of the requirements for ISG, is 

the establishment of a security steering committee with people from IT security as well as IT 

governance, as part of the ISMS. In this regard, a balanced representation from different business 

and ISG domains ensures alignment of IT goals with business goals. With regard to the business 

goal of ‘accessibility’ and the IT goal of ‘security’, the IT Manager illustrates the need for a 

‘balanced approach’:  

“…most important because if you leave it to the security guys, they would argue against 

any accessibility, citing security reasons, while at the same time if you leave it to the 

service desk or the IT service management they want everybody to have full access to 

keep the customer happy.  So, you need to have a balanced approach.” 

 
People Processes Technology 

Managerial 

decisions 

 

 

 

 

1 Managerial 
Decisions

•Steering 
committee

•Management 
buy-in

•Define IT 
goals

•Map 
infrastructure

2 Risk 
assessment

• Risk managment 
framework

• Threat vector

• Information 
criteria (CIA 
triad)

• Tools to be 
deployed

3 Establish 
processess/ 
frameworks

• Select 
frameworks

• Position 
frameworks

• Select and 
customise 
controls

• Map controls

4 Plan subsequent 
phases

• Roles and 
responsibilities

• Deciding the 
measurement
tools (GRC)

• Establishing 
KPIs and KGIs

• Decide on 
security 
technologies

ISMS processes and ISG entities (people, process and technology) 

Steering committee 

Management buy in 

Define IT goals 

Map infrastructure 
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Risk assessment 

 

 

 

 

Establish 

processes 

 

 

 

 

 

 

Plan subsequent 

phases 

 

 

 

 

Figure 3. People, processes and technology matrix of the ISG ‘Plan’ phase  

The IT Manager and the IT Strategy Manager suggested the best practice of employing risk 

assessment as a tool to convince management to release the funds for ISG. Appropriate ISG 

decision-making process involves ‘management buy in’, the involvement of different levels of 

management and functional areas, and the extent of investments in people, process and 

technology tools. In this regard, ISO 27 K standards (use of committees responsible for 

managing security) is useful: 

 “… (the use of committees) actually release a lot of pain from the security administrator 

because they can justify their investment and we get direct support from the higher 

management due to participation in the committees. So, they start looking at our risk 

assessment and at our penetration testing results” (IT Manager). 

The next step is aligning the IT goals in relation to business goals, mapped from the highest  

level down to operational goals incorporating  the ‘KPIs and KGIs’.The defined IT goals are  

mapped onto IS security goals encompassing the governance aspect as well. Finally, the 

information system infrastructure is mapped into the security program infrastructure, which 

clarifies “the scope, the allocation of personnel, roles and responsibilities, identifying the assets 

that need to be protected, the technical as well as non-technical mechanisms required to protect 

these assets.” The assets “can be services, hardware, software, information that an organization 

needs to safeguard.” This sets the stage for “risk assessment of all those assets against the 

identified potent threats” culminating in a risk statement plan. 

Risk framework 

Threat vector 

Information criteria (CIA)  

Tools to deploy 

Security goals 

Framework selection 

Positioning frameworks  

Customize and map IT controls   

Decide on roles and responsibilities   

Establish KGIs and KPIs   

Decide on audit measurement tools (GRC) 

Decide on security technologies 
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4.1.1.2 Risk Assessment: 

In the initial stage of ISG, there is a need to establish a risk-management framework because 

“before even selecting anything in ‘Plan’, the risk comes first where you have to define the risk.” 

All the respondents were unanimous in stating the role of risk assessment as the first step in ISG 

running in parallel to the managerial decisions. They stated, “it is imperative to understand the 

attack surface” as well as the “threat vector,” to “define the security plan which is the product of 

the risk plan.” Hence, once the attack surface is known, then the organization needs to look at the 

threat vectors, which subsequently, “helps in calculating the risk.” Along with the concept of risk 

assessment, “time-based security assessment or time-based risk assessment, along with cost 

benefit analysis is important” to “assess the value of counter measures.” Risk assessment is a 

continuous cycle in the ISG process due to the dynamic nature of risk. According to the Director 

- Strategic Security Consulting,  

“…the controls require upgradation, where you have to deploy new controls, because 

once you do your risk assessment, you find out that there are new risks, and new threats 

to your assets. Then you will have to implement or improve your new or existing controls 

and start the process again.” 

Since, according to the Senior Consultant (Security & Trust) risk “drives the future phases,” he 

suggested the use of the RiskIT framework, which also complements COBIT. Thus, he states, 

“Risk assessment is the heart of any security program. The more effective the risk 

assessment, the more effective the security program will be. So the first thing you need to 

establish is your risk management framework, which assesses the risk; and any decision, 

has to be risk assessed.” 

A risk statement plan assists in identifying relevant “technical controls and security automation 

tools” for mitigating risk. Moreover, the identified assets (in the risk assessment plan) and their 

corresponding risks are mapped to the appropriate information criteria of the CIA triangle. An 

advantage of a risk-management approach in ISG is not only to facilitate management’s 

understanding of risk, but also to ensure adequate budgetary allocation to mitigate the risk. 

Hence:  

“…the advantage here is that, instead of the system administrator or security 

administrator begging to the management to enhance the security system, it is the other 

way round, where the business understands exactly what they want to do, evaluate, 

approve and monitor the budget” (IT Manager). 

Thus, justification of the organization’s risk plan to the management is important since security 

governance implementation involves the use of “very expensive tools, and you need to justify 

your requirement; otherwise they (management) will not release the budget for security 

governance” (IT Manager). 

4.1.1.3 Establish Processes 
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This sub phase consists of deciding on the type of frameworks and standards to deploy, grouping 

and positioning frameworks, selection of appropriate controls, customizing, and mapping.  

Categorizing Frameworks  

Respondents identified relevant frameworks in ISG as ISO 27001, ISO 27002, ISO 27018, Risk 

IT framework
1
, National Institute of Standards and Technology (NIST) database and standards 

on information security, Val IT
2
, Control Objectives for Information and Related Technology 

(COBIT
3
), ISO 20000, Information Technology Infrastructure Library (ITIL), Open Group 

Architecture Framework (TOGAF), and Payment Card Industry Data Security Standard (PCI 

DSS).   

The respondents stated the need “to differentiate between controls, framework and best 

practices” as well as the need to “tailor the frameworks to fit the business and the organization.” 

Based on the responses, IT security governance and standards fall under three partially 

overlapping categories; namely, governance frameworks, process frameworks, and management 

frameworks (see Figure 4). Governance frameworks are the driving factors which specify how to 

govern the organization. The drivers for the governance framework are corporate objectives, 

regulatory requirements, and SWOT analysis. Process frameworks are those that provide the 

processes to govern and manage information systems; namely, ITIL, ITSM, and ISMS, while the 

relevant management frameworks are standards, which a business has to get certified in and/or 

comply with; namely, ISO 27000, ISO 20000, ISO 9000, and PCI DSS. 

                                                  

Figure 4. Positioning of framework in the ‘Plan’ stage of the ISG process 

In a security governance model, all the respondents stated the need to have IT controls focused 

on two standards, namely ISO 27K and the NIST 800 series, with the three framework categories 

forming the peripheral layer, forming an IS governance system involving the management and 

                                                      
1
 COBIT 5 released in 2012 consolidates and integrates COBIT 4.1, Val IT 2.0 and Risk IT frameworks  

2
 ibid 

3
 The respondent refers to COBIT 4.1 

Governance 
frameworks

•E.g. COBIT

Management 
frameworks

• ISO 20000, ISO 
27000, ISO 

9000, PCI DSS

Process 
frameworks

•E.g. ITIL, 
ISMS

ISO 27K/ 

NIST 
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business. Regarding ISO 27000, respondents unanimously stated the creation of a security 

management system, to have ‘across-the-board value.’ They recommended organizations to use 

ISO 27001 since it is considered as the most comprehensive standard focused on security unlike 

frameworks such as COBIT, which moderately encompasses security from a governance 

perspective. The inclusion of relevant IT governance controls, implementation guidelines, 

control objectives for 11 domains, support guidelines for risk management, and guidelines for 

creating ISMS provide the impetus for deploying relevant ISO 27 K series controls within an 

ISG model. 

Integrating NIST with ISO 27002 has been cited by respondents as the best practice for ISG 

implementation, principally due to the presence of ‘how to’ guidelines in NIST as well as its 

technical security focus from a governance perspective. Other relevant drivers include providing 

a pathway to governance risk and compliance (GRC), technical configurations for IT control 

implementations, the free availability of NIST (unlike ISO standards) standard, and its global 

nature. 

 Regarding the role of the governance framework COBIT in ISG, all the respondents were 

of the opinion that it helps security from a governance perspective, aligns IT with business, 

enhance IT strategy and objectives, and support the governance aspect of security. From an IS 

security perspective, “COBIT assists the IS security personnel to communicate to the 

management in a language that they are able to understand” (IT Manager). In ISG, COBIT and 

ITIL have a limited role, where COBIT supports it from a high-level governance perspective 

while, ITIL supports IS security at the operational level. However,  ITIL has limited role in ISG 

since ITIL’s corresponding management framework “ISO 20000 has a limited impact as it 

covers only a small aspect of security from a service management perspective” (Director - 

Strategic Security Consulting). Enterprise architecture is a critical component of the ISG 

framework since integration of different frameworks and standards requires a framework 

(TOGAF 9.1). PCI DSS has only optional value to ISG due to its selective application  within the 

financial sector.  

Control selection and mapping: This is considered as a continuous process due to the dynamic 

nature of risks, and threats to the organization’s assets, which require the organization to 

implement new controls or modify existing controls. Since, controls are selected from different 

standards and frameworks, the IT manager advised to undertake the selection of IT control 

process from a business case perspective.   

4.1.1.4 Planning subsequent phases 

This sub-phase consists of allocating roles and responsibilities, deciding on the governance and 

audit measurement tools, establishing KPIs and KGIs, and deciding on the security technologies 

to aid in automation. Some of the questions (that highlights the relevance of measurement tools) 

raised by the Senior Consultant -Security & Trust are stated as: 
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“How are you going to audit it? How you are going to assess it? What is the frequency of 

assessment? Is it once a year or twice a year? What tools are you are going to use? Is it 

external auditing, internal auditing, or a combination of both? These are the questions 

you are going to define in the ‘Plan’ phase…, again, these questions depend on the 

organizational assets and business plan.” 

Respondents unanimously highlighted the role of planning stage wherein each activity during the 

ISG process is pre-defined, and positioned. This also includes decisions on training, the role of 

consultants, and the audience for the periodic reports generated through internal and external 

audits. 

4.1.2 ‘Do’ phase 

The overarching activity during this phase is the implementation of IT controls. In this regard, 

this phase is typically about execution (IT controls), where implementing an IT project (as a 

requirement of IT controls implementation) is not only deploying a tool in place but also 

encompasses activities like resource training, user training, hardware provisioning, and the 

initiation of monitoring/measuring the performance (see appendix – 6). Accordingly, this phase:  

“Sets up boundaries or rules on how [the organization is] going to implement it (the 

plan). Once you have implemented your controls in the form of configuration, in the form 

of policies, procedures, in the form of tools, you will come to know which 

hardware/software devices to deploy. For example, once these controls are implemented, 

you can develop matrices, matrices for your controls, and tools to assess the effectiveness 

of these controls.  Only after its deployment, you can start measuring their performance” 

(Senior Consultant -Security & Trust). 

The Senior Consultant - Security & Trust illustrates the deployment of controls through the 

deployment of firewalls. He states  

“While implementing a firewall policy, people have to clearly define the policy in terms 

of configuration, the source of this configuration – whether it came from the industry best 

practices or [was] customized. And since best practices come from best practices, it 

should be in the implementation phase, mainly because best practices have to be followed 

during the implementation of technical, as well as non-technical, controls.” 

Monitoring of these controls is initiated in the implementation phase (do phase), because once 

the controls are deployed, the key performance indicators (KPI’s) and key goal indicators 

(KGI’s) are created and initiated. Even though allocation of roles and responsibilities are done in 

the ‘Plan’ phase, the creation of the RACI matrix, where the people are allocated to respective IT 

controls, is done at this phase.  

4.1.3 ‘Check’ phase 

Three predominant themes in the ‘Check’ phase are monitoring controls, measurement using 

KPIs and KGIs, and the use of automated tools for measurement and monitoring (see appendix – 

7). In this phase, monitoring is based on activities planned in the first phase of the PDCA cycle, 

especially the audit plan. Monitoring controls enable a business to view the past, present and 
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forecast the future during the risk assessment process. Since the level of risk acceptance changes 

over time due to changing business and security requirements, one of the best practices 

suggested by respondents is for the monitoring mechanism to have adequate flexibility to change 

and improve controls as necessary. Furthermore, it was suggested that an effective monitoring 

mechanism could show the change in risk appetite over the longer term, as well as the 

improvements made to the controls to mitigate the changed risk. Respondents also suggested the 

need to visually track the IT control performance over a period. 

 In the ISG process, all security parameters have to be monitored using KPIs. From an 

ISG perspective, respondents highlighted the relevance of KPIs to keep track of  the frequent 

multiple  attacks on organizational network and website. In this regard, respondents were 

unanimous in recommending the practice of measuring relevant ISO 27 K controls from a 

quantitative perspective. Accordingly, the controls are measured using KPIs and KGI’s to enable 

tracking over time, including “deviations to the KGIs and KPIs.”  

 Automated tools are preferred in the security domain, as it is an efficient method for 

control, but due to the cost involved, one cannot deploy them the way an organization 

implements their security program. This is because management must have justification of the 

investments proposed and undertaken. Thus, respondents, have recommended, as well as 

cautioned against, automation of the IT controls monitoring process. From a security perspective, 

the IT Manager did not see the relevance of the automation of controls, since “it would take the 

security people back to the administrative level.” The supporters of automation (Director - 

Strategic Security Consulting, Senior Consultant - Security & Trust, and Director and CEO) 

perceived it from a commercial off-the-shelf (COTS) perspective, citing the need for automated 

multidimensional measurement tools to view and track historical scores. The role of Security 

Information and Event Management (SIEM) solutions as part of IS governance, was emphasized, 

and it was stated that organizations were leveraging SIEM solutions not only to track, analyze, 

and manage how the technical and non-technical controls are being satisfied, but also to take 

appropriate actions against deviations. 

 

4.1.4 ‘Act’ phase 

Best practices in this phase includes modification and updating controls based on internal 

feedback and changes in the external environment, use of automated tools to serve as 

dashboards, and reports for decision making. Three major updates in the ‘Act’ phase are the asset 

list, security governance steering committee review meetings, and security policy. First, the ISG 

personnel should update the asset list regularly, which helps them to continually revisit the 

nature of the risk. During the regular audit phase, some of the things that the auditor should 

check from an ISG perspective are the review and update of the previous audit asset list, mainly 

to see any difference between the two asset lists. Second, the auditor needs to checks the outputs 

of the regular security steering committee review meetings, to look for recommendations. It has 

been affirmed by the IT Manager, that a lack of recommendation/s typically indicate a non-

productive outcome of the steering committee meeting with reference to ISG. In the normal ISG 
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process, during the ‘Act’ phase, “the security governance steering committee meets every month 

to review the attacks/risks. Moreover, the security environment being highly dynamic, updates 

would definitely lead to improvement.” Third, due to the changes to the asset list and review 

meetings, there is a need to update the security policy. Apart from the above, any IS asset, or 

process that can affect “system effectiveness,” needs to be updated. This includes “penetration 

testing, access control, vulnerabilities list, scanning for new threats, and password management.” 

 The ‘Act’ phase is thus “an update based on the ‘Plan’ phase, to search for degrees of 

variance on each element of the plan” (Director - Strategic Security Consulting). Once the 

organization detects any degrees of variance, they decide to either accept the variance, or go 

back to the cycle of ‘Plan’, where the PDCA cycle is started all over again. Subsequently, once 

the audit report is checked, the controls are left untouched, or updated. In this regard, the 

Director - Strategic Security Consulting stated: 

“If, from your audit, it is known that the firewall is not good – either the firewall or the 

firewall security architecture – the security architecture at the perimeter is updated which 

again leads to the planning stage and the security governance cycle is repeated again.” 

Thus, the ‘Act’ phase consists of the review/update process, whose feedback loop differs from 

the normal IT governance process in its focus of the review, update, and feedback from ISMS 

systems, mainly the ISO 27K series of standards (see appendix - 8). 

4.1.5 Training, best practices, feedback and security governance 

Three major themes in training with regard to ISG focus on the objective, training perspective 

and the training culture. In this regard, respondents commented on the need to train both the IT 

staff as well as the management with the objective to focus on the ‘dynamic risk’ environment 

faced by organizations. Accordingly, building an ISG culture involves injecting IT controls into 

the DNA of the IT security staff and management. Best practices normally involve following the 

industry practices, competitors and peers and customizing these to the target organization. 

Respondents have repeatedly emphasized the concept of the feedback loop on the lines of the 

PDCA. In this regard, they recommend an iterative loop with gradual increment of IT controls in 

each subsequent PDCA cycle. A significant benefit of “appending ‘IT governance’ in security is 

to provide end to end security” (Senior Consultant – Security and Trust), since it “does away 

with a siloed approach” (Director and CEO). 

5. Discussion  of Propositions 

5.1 PDCA cycle 

Being the focus of the ISG process (see appendix 3 for the alignment of the propositions with the 

themes), the proposition of using the PDCA cycle was fully supported by all the respondents 

(Figure 5). Regarding its use for information security governance, all the respondents supported 

the cycle model’s four stages of continuous improvement, where they recommended starting 

with a simple process, followed by additional IT processes as the cycle moves along. Once the 

‘Plan’, ‘Do’, and ‘Check’ processes are done, the ‘Act’ stage will materialize automatically in 
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the form of audit and assessment reports that are the outputs of ‘Check’ and, which assists 

improvement as the process continues its cycle. Here, the advantage of the cycle is the concept of 

continuous improvement. In this respect, the IT Strategy Manager stated:  

“If you plan it properly, it can never go wrong and the best thing to plan is to start with 

the simple steps. Start with a few controls, with a small phase in a single domain like the 

IT department or within the IT department, with certain applications. As you proceed 

further, increase the scope in the coming years and slowly, gradually cover the entire 

governance domain. …, and the PDCA cycle ensures this process”  

Respondents thus unanimously supported the use of PDCA cycle, citing the ‘continuous 

improvement’ clause in ISO 27K series standard that must be followed when implementing the 

ISO 27K series standard. Moreover, the “dynamic threat environment, with hundreds of threats” 

requires changing the plan on a regular basis. As information security moves to respond to 

existing and new threats, organizations find that the goal posts are not only moving, but also 

widened each time, making it very difficult to protect information and its infrastructure (Dlamini, 

Eloff, & Eloff, 2009).  

 

Figure 5. PDCA cycle in the ISG process 

5.2 Risk based perspective of ISG 

As discussed in section 4.1.1.2, all respondents stated that the ISG process starts with risk 

assessment (Figure 6). According to the Director and CEO, “governance starts after risk 

assessment, because you have a risk and you want to manage it.” It was stated that management 

should communicate the fact that “risk assessment is the heart of any security program, such that 

the more effective the risk assessment, the more effective the security program will be” (Senior 

Consultant - Security & Trust). All respondents reiterated the necessity for a holistic perspective 

of IS risk in the ISG model due to growing understanding that, managing IT-based risk must be a 

strategic activity that is not just the responsibility of a small group of IT specialists, but part of a 

mindset that extends from partners and suppliers to employees and customers (Smith & McKeen, 

2009).   

 

 

Proposition 1

PDCA cycle 

Continuous improvement 

supported in ISO 27 K 

Dynamic threat 

environment   

Flexibility to modify and 

improve 

PDCA provides the 

flexibility to start small 
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Figure 6. Risk-based perspective of the ISG process 

 

5.3 Select relevant security governance framework 

As discussed in detail in section 4.1.1.3, while respondents had differing views on the selection 

of relevant frameworks due to being in five different business sectors, all of them were 

unanimous in stating the central role of the ISO 27 K series standards, while two respondents 

stated the need to include NIST for detailed implementation methodology (Figure 7). Two 

respondents supported categorizing frameworks, with ISO 27K having a central role in an ISG 

model. However, all stated the need to select relevant governance and IS frameworks based on 

industry best practices, to be deployed in the peripheral layer of the ISG model. 

 

 

Figure 7. Framework selection in ISG process 

 

5.4 Map relevant controls of the ISG 

Due to the overlapping nature of controls, the respondents supported control selection and 

mapping from frameworks and standards (Figure 8). Mapping not only helps in the integration of 

controls at the same level (horizontal), but also integration between the higher and lower levels 

IT controls (vertical). In contrast to an IT governance implementation, ISG focuses mainly on 

ISO 27 K mapping with other IT controls. 

 

Proposition 3 

Framework 

selection 

Use ISO 27K series as the 

core standard  

Use NIST to support 

implementing ISO 27K 

Categorize frameworks into 

governance, process and 

management. 

Non security framework form 

the peripheral layer in ISG 

 

Proposition 2 

Risk 

assessment 

Helps in defining risk  

Helps in mapping risk to 

information criteria    

 

Help in understanding 

attack surface 

Help in understanding 

threat vector  

Help in mapping risk to 

controls  

Helps in assessing value of 

counter measures 

Drive future phases   
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 Figure 8. Mapping controls in the ISG process 

 

5.5 Monitoring and measurement  

This encompasses the ‘Do’ and ‘Check’ phases, in which the monitoring mechanism is initiated 

in the ‘Do’ phase, while measurement and tracking are done in the ‘Check’ phase (Figure 9). All 

respondents supported Proposition 5, which focuses on the automation and tracking of security-

related IT controls. They saw this as an effective technique for security threat detection, 

monitoring and control. 

 

 
Figure 9. Monitoring and measurement in the ISG process 

 

5.6 Feedback loop 

The concept of having a feedback loop was unanimously supported, due to the highly dynamic 

nature of IS security threats emanating from external, as well as internal, sources (Figure 10). 

The ‘Act’ phase takes in the output of the ‘Check’ phase, process it, and provide it as an input to 

the subsequent ‘Plan’ phase. 

 

 
Figure 10. The role of feedback loop in the ISG process   

 

Proposition 6 

Feedback loop 

Update based on external 

threats   

For regular internal and 

external audit 

Helps in evaluating the degree of 

variance  

Helps in updating, modifying, 

removing and/or installing 

technical mechanisms  

Helps in updating the controls 

 

Helps in the decision to accept or 

mitigate IT risks   

 

Proposition 5 

Monitoring & 

measurement 

Relevance of KGIs, and KPIs  

Evaluate effectiveness of 

controls 

Quantification helps in tracking 

KPIs related to security incidents 

Follows the internal audit 

process  

Helps in benchmarking KPIs 

based on security incidents 

 

Automation primarily to track IT 

controls related to security 

 

Proposition 4 

Mapping 

controls 

Overlapping controls  

Maintain integrity 

 

Reduce effort 

Helps in horizontal and vertical 

integration  

D
ow

nl
oa

de
d 

by
 U

N
IV

E
R

SI
T

Y
 O

F 
N

E
W

 E
N

G
L

A
N

D
 (

A
U

S)
 A

t 0
9:

02
 3

0 
Ja

nu
ar

y 
20

18
 (

PT
)



23 

 

5.7 Security culture 

The concept of an ISG oriented security culture was supported by all the respondents. In this 

respect, the IT Manager stated that security culture “should be injected into the DNA of the IT 

security division, the management, and the employees” helping them to follow the security 

controls (Figure 11). From a management perspective, security culture helps the management 

understand IT risks, as well as understands the need for investments in IT security. Regarding 

training, respondents did not delve into the specifics of training to impart at different managerial 

levels. 

 
Figure 11. Relevance of security culture in the ISG process 

 

5.8 Best practices 

Respondents supported the use of training to impart the use of best practices, a step that is 

predominantly employed in the ‘Do’ phase (Figure 12), but also evident in subsequent phases. 

From an ISG perspective, optimal implementation of IT security policies, technical safeguards 

like firewall policies and configuration come from best practices. However, the Senior 

Consultant - Security & Trust stated that the “best practices should come during implementation, 

in the ‘Do’ phase, because best practices mostly happen at the technical side.” According to the 

Director and CEO:  

“You look at what industry practitioners are doing, what competitors are doing, what 

your peers are doing what the industry generally do. It is a good guideline to follow, but 

you have to be very careful about it because if you just copy, it may not work for you. It 

has to be customized for you, but it’s good to have guidelines.” 

 
Figure 12. Best practices in the ISG process 

Governance in security 

 

Proposition 8 

Best practices 
Helps in configuring IS 

security tools   

Helps mainly in technical 

control implementation 

Use of industry best practices aid 

in ISG process implementation 

PDCA cycle ensures best 

practice implementation 

 

Proposition 7

Security  

culture 

It enables management to 

justify and allocate IT-

security-related budget  

It allows the management 

to understand IT risks 

Need to upgrade the skills and 

capabilities of IT staff 

It enables the security 

department to take 

responsibility and accountability  

The security as well as the 

management should be updated 

on the dynamic security threats 

Need continuous training of 

current, new and outsourced staff. 
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Success of information security depends on whether it is perceived from an ISG perspective. 

Governance is the cornerstone of ISG, as “without governance this whole concept of information 

security governance, will not be possible, as it will tear apart” (Senior Consultant: Security & 

Trust). Hence, “if each department is responsible for its own security, there is no governance, 

leading to non-uniformity where one department is very good, the other one not,” for a chain is 

only as strong as its weakest link (Senior Consultant: Security & Trust). Accordingly, the IT 

Manager stated the “importance of ‘governance’ in information security governance, which 

provides vertical, as well as horizontal, end-to-end security.” Accordingly, ISG implementation 

should be regarded as a “phased approach, starting with the implementation of IS security 

controls (ISO 27K and NIST) in the IT department, covering critical assets and gradually 

increasing the scope to cover other departments’ assets” (IT Strategy Manager). This should be 

followed by progressively expanding the scope to “cover relevant IT governance frameworks, 

which is how it [ISG] works” (IT Strategy Manager) 

Out of the eight propositions, five propositions (1, 2, 6, 7, and 8) were fully supported by 

all of the respondents, while the other three (3, 5, and 9) were supported with exceptions 

(summarized in Table 2). 

Table 2. Validation of the eight propositions 

1. Implementing ISG through the Plan Do 

Check Act cycle; 

Fully supported by all respondents. 

2. Viewing IT governance security from a risk 

based perspective; 

Fully supported by all respondents. 

3. Selecting relevant IS security and 

governance frameworks (technical as well 

as non-technical); 

Supported by all respondents with exceptions. 

All respondents were unanimous in stating the 

central role of the ISO 27 K series standards, 

while two respondents stated the need to 

include NIST for detailed implementation 

methodology. 

4. Mapping relevant IT controls of ISG 

frameworks and  standards; 

All respondents supported this proposition, but 

with exceptions. In this regard, two 

respondents stated that the focus of the ISG 

model should be mapping ISO 27 K/NIST IT 

controls with relevant IT controls from a 

horizontal as well as vertical perspective. 

5. Implementing a measurement framework 

for tracking and monitoring IS security 

governance entities using quantifiable 

metrics; 

All respondents supported this proposition with 

exceptions. However, three respondents stated 

the need to track and monitor IT security 

controls through automation, while automating 

IT governance controls should be left at the 

discretion of the organization. 

6. A feedback loop that takes in the outputs 

from the ‘Check’ phase to provide 

Fully supported by all respondents. 
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corrective actions;  

7. Making sure that the people involved in the 

ISG framework share a security culture 

through continuous, multi-level, optimally-

crafted, technical and non-technical training; 

Supported by all respondents, to the extent of 

imparting training at all levels, but respondents 

did not specify the need for multi-level, 

optimally crafted, technical and non-technical 

training. 

8. Using best practices in the industry to 

implement ISG in each stage of the PDCA 

cycle.  

Fully supported by all respondents without 

reservations. 

 

6. Conclusion and Future Research 

This study, primarily conducted to empirically validate the ISG process model derived from the 

extant literature confirms the relevance of integrating IT governance controls into IS security 

resulting in a phased methodology to implement ISG. First, the paper confirms the role of the 

Plan-Do-Check-Act Deming cycle in ISG where concepts of IS security and IT governance were 

conspicuous throughout the ISG process model. Second, the study provides guidelines/best 

practices to consider in each phase of the PDCA cycle. Third, the relevance of an automated 

feedback mechanism using appropriate metrics throughput the cycle was methodologically 

demonstrated. Fourth, the research affirms the relevance of inculcating an IT security as well as 

IT governance culture in any organization prior and during the process of ISG. Finally, the 

guidelines provided in the study aid in continuously updating the model to align with the highly 

dynamic nature of information security threats. 

The validated model helps academics, and practitioners gain insight into the methodology 

of the phased implementation of an information systems governance process through the PDCA 

model, as well as the positioning of ITG and ITG frameworks in ISG. Practitioners can glean 

valuable insights from the empirical section of the research where experts detail the critical 

success factors, the subsequent steps, and justifications of each factor on the ISG implementation 

process. This can assist practitioners in incrementing and building an ISG knowledge base to 

apply the steps outlined in each of the four phases of PDCA. 

Our study highlights several directions for future research. First, since the practices in the 

PDCA cycle may differ  between countries, mainly due to the country-specific governance 

regulations and compliance, extension to this study is encouraged in this direction. Second, 

respondents have provided numerous best practices and guidelines during the empirical model 

validation process. In this regard, we encourage researchers to collate these, differentiate 

between success factors, critical success factors, and undertake ranking using Delphi research for 

the four phases of PDCA cycle. Third, further empirical studies in different sectors are required 

to come up with sector-wide positioning of different ISG frameworks and models (see Figure 4). 

Finally, while the role of training has been emphasized for both IT staff and the management to 

ensure a balanced approach in IS security and business needs, the ‘what’ and ‘how’  trainings is a 
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promising area of research. Since, ISG frameworks have been categorized into operational, 

tactical and strategic levels in the literature, researchers can delve into categorizing the best 

practices and guidelines that have been stated in PDCA process of ISG into the three levels. We 

hope that the proposed ISG process model support and assist the governance and security 

managers to successfully implement ISG in a phased manner incorporating appropriate IT 

governance controls into IS security. 

Our study is not without its limitations. First, the study was done in one country (UAE) in 

the services sector, which may not be generalized to other countries, or sectors. Hence, validation 

of the model in different regions and sectors is recommended to arrive at a core set of global and 

region-centric factors.  Second, the core IS security controls may not depend on ISO 27K series 

standard, as different countries may adopt different IS security standards. The above limitations 

notwithstanding, we believe that the results reported in this paper adds to the understanding of 

how IS security governance can be implemented in a phased cyclical manner to successfully 

address the dynamic nature of IS security threats. 
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Appendix – 2 

Mapping of interview questions with propositions 

 Questions 

1 2 3 4 5 6 7 8 9 10 11 Ots 

P
ro

p
o

si
ti

o
n
s 

1 PDCA   ����       �   

2 Risk   ����       �   

3 Frameworks /Stds   ���� � �        

4 Integration   ����   � �      

5 Monitoring   ����     � �    

6 Feedback   ����      �    

7 Training   ����        �  

8 Best practices   ����        �  

 Introductory 

questions 

� �            

 

Appendix 3  

Mapping of the pre determined themes with the propositions 

  P1 P2 P3 P4 P5 P6 P7 P8 

 Plan � � �       

 Do �   � � �   

 Check  �    � �   

 Act �     �    

 Training       �  

 Best 

practices 
       � 

 Feedback 

loop 
     �   

 ISG         

 

Appendix – 4 

The pre defined themes 
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Appendix – 5 

Open coding at the Plan phase 
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Appendix – 6 

Open coding at the Do phase 

 

Appendix – 7 

Open coding at the Check phase 

 

Appendix – 8 

Open coding at the Act phase 

 

 

D
ow

nl
oa

de
d 

by
 U

N
IV

E
R

SI
T

Y
 O

F 
N

E
W

 E
N

G
L

A
N

D
 (

A
U

S)
 A

t 0
9:

02
 3

0 
Ja

nu
ar

y 
20

18
 (

PT
)

http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6422.jpg&w=328&h=109
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6422.jpg&w=328&h=109
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6422.jpg&w=328&h=109
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6425.jpg&w=328&h=76
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6425.jpg&w=328&h=76
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6427.jpg&w=330&h=88
http://www.emeraldinsight.com/action/showImage?doi=10.1108/ICS-07-2016-0061&iName=master.img-6427.jpg&w=330&h=88

