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CHAPTER 5

Shadow Side of Social Media Marketing: 
A User’s Perspective

Anuragini Shirish

Introduction

Digital transformation initiatives are forcing organizations to envisage 
new ways of marketing their products and services (Trapp, 2016). The 
relatively new phenomenon of social media marketing, accelerated by Web 
2.0 broadcasting, promises to have great potential for reaching out to a 
wider set of social media audiences and establishing engagement within a 
very short span of time using limited resources (Chen, De, & Hu, 2015). 
It is expected that the number of social media users will grow to 2.95 bil-
lion by 2020 (Statista, 2017). A recent survey indicates that the top two 
reasons for the use of social media marketing communication are (1) to 
increase exposure to the organization’s business so as to increase traffic, 
and (2) to generate leads for sales of products and services. Though many 
small and large firms are making considerable investments in social media 
initiatives with a view to enhancing their profits, there are many unre-
solved uncertainties related to the envisaged returns (Dickinson-Delaporte 
& Kerr, 2014). Notwithstanding the fact that academic research has exam-
ined social media marketing and its implications from diverse perspectives 
such as service science, information systems, psychology, and law, it is still a 
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nascent research domain with several unanswered questions (see Alves, 
Fernandes, & Raposo, 2016; Kao, Yang, Wu, & Cheng, 2016; Mackey & 
Liang, 2013; Thies, Wessel, & Benlian, 2016; Tushnet, 2010; Xie & 
Young-Jin, 2015). The current study aims to extend the extant under-
standing on the subject by addressing a few significant gaps.

The social media environment is characterized by the participation, 
openness, conversation, community, and connectedness of its users, 
resulting in a number of advantages. Consequently, most academic 
research and popular press on the subject focuses on the affordances or 
the bright side of social media marketing. But as with any other technol-
ogy mediated phenomenon, social media marketing has many intended 
and unintended constraints that constitute the dark side and have larger 
ramifications for different stakeholder groups (Majchrzak, Markus, & 
Wareham, 2016). Such constraints and/or unethical effects of social 
media marketing can hinder the peaceful coevolution of professional and 
public good in this digital ecosystem and hence need a deeper examina-
tion. In this study, we term these constraints the shadow effect of social 
media marketing. Such shadow effects do not allow us to leverage the full 
potential of affordances offered by social media ecosystems. Hence, 
examining the negative side of social media will contribute to both 
research and practice.

Social media marketing as a phenomenon is not static. In fact, its 
dynamic nature takes into account the relational interaction of the tech-
nology, actors, and the situating environmental factors. The combined 
effect of all three of these elements contributes to the perception of affor-
dances or constraints in the given context of a sociotechnical system 
(Majchrzak et al., 2016). Few recent attempts have been made by research-
ers to study the negative influences in marketing. Most of these studies 
deal with the subject in a general way and tend to focus on an organiza-
tional rather than a customer/user perspective (Alves et al., 2016; Daunt 
& Greer, 2017). Examining the constraints that may limit the possibility 
of leveraging the affordances from social media marketing is thus expected 
to contribute to this growing body of knowledge.

In this article, taking a technology constraints perspective for social 
media users, we first explore the current research on the dark side of social 
media marketing via a systematic literature review. Next, we identify two 
distinct forms of constraints that apply to this context. Subsequently, we 
highlight the need for meaningful discourse on the subject and describe 
the two identified shadow effects of social media marketing. Finally, we 
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conclude by highlighting how this study will contribute to research and 
practice in this domain.

Systematic Literature Review: Dark Side of Social 
Media Marketing

Following past guidelines, we undertook a systematic literature review of 
the subject with the objective of identifying important biases and research 
gaps (Okoli & Schabram, 2010). We sought not only to synthesize prior 
literature on the subject but also propose future research directions (Rowe, 
2014). Because social media is a cross-disciplinary domain, to conduct a 
comprehensive search, no restrictions were introduced for the year and 
type of publication. The search was conducted in digital libraries using the 
EBSCOhost (EH) interface, which is a multimotor search engine com-
prising the databases of 116 providers covering the fields of management, 
social science, humanities, and pure sciences. Using EH also helped in 
eliminating duplicate material. Some of the popular databases that were 
covered using EH were EBSCOhost, JSTOR, Science Direct, PsycINFO, 
ERIC, and Academic Onefile, to name a few. The search terms social 
media and marketing as keywords were chosen as the first step. Although 
the dark side of social media usage per se has received a fair share of atten-
tion in literature, we preferred to limit the exploration to marketing related 
papers in order to remain within the chosen context. The search resulted 
in 2194 papers out of which 2053 were written in English. We further 
refined this list by choosing papers that squarely dealt with social media 
marketing as the primary subject matter. We ended up with a total of 117 
papers. After manually screening the abstracts of all 117 papers, we found 
only a handful of the papers discussed the shadow effect of social media 
marketing (Gainsbury et al., 2016; Hoffman, Pinkleton, Austin, & Reyes-
Velázquez, 2014; Mackey et  al., 2015). Additional papers that covered 
ethical aspects of social media marketing in their abstracts were included 
in this search, which led to three additional papers out of seventeen total 
papers in this category (Dickinson-Delaporte & Kerr, 2014; Kadić-
Maglajlić, Arslanagić-Kalajdžić, Micevski, Michaelidou, & Nemkova, 
2017).

Cross-searches through public search engines and cross-citations led to 
identification of a few other potential articles that were not captured in the 
initial online library search. We leveraged these research papers to develop 
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a conceptual framework of constraints for social media marketing from the 
user perspective. Notwithstanding the limitations of this search method, 
from a purely exploratory stance, we conclude that the current literature 
on social media marketing is swayed toward the brighter side of this 
phenomenon and little research has delved deep into the shadow side 
from a user/consumer/customer perspective.

Actors in the Social Media Marketing Ecosystem

In addition to other findings, a systematic literature review of the subject 
helped unearth certain core actors (stakeholders) that are interdependent 
within the sociotechnical system. Using the stakeholder lens will help 
examine the phenomenon holistically from a user perspective. Figure 5.1 
provides a pictorial depiction of the actors derived from the review. The 
topmost category relates to regulatory bodies and public policy bodies 
including governments that are trying to enforce social media regulations 
with a view to providing affordances for businesses and individuals. Actors 
also include trade regulation bodies that control antispam and antitrust 

Regulatory and Public Policy Bodies 

Technology Infrastructure providers

Media platform providers

Marketers, their agents or 
intermediaries (Legal and Illegal) 

Users (General, vulnerable and 
peer-content generators)
(Human and Non-Human)

Fig. 5.1  Key stakeholders’ groups in social media
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violations, and take care of consumer interests. Additionally, included 
within this review’s ambit are larger bodies such as the European Trade 
Commission (issuing regulations and guidelines for trade and privacy pro-
tection) and other supranational bodies such as the United Nations and 
regulatory bodies tasked with setting technological standards. The objec-
tive of these regulators is to ensure an appropriate balance between private 
and public good in social media. Other categories depicted in Fig. 5.1 are 
referred to in the sections that follow.

Typology of Constraints

Based on the results of the systematic literature review, we divide the dark 
side of social media marketing into two broad typologies of constraints 
that are distinct in terms of the factors that cause them. The two distinct 
categories of causes are structural and behavioral, and they lead to most of 
the constraints for different stakeholder groups. Figure 5.2 summarizes 
the key aspects of the two delineated typologies, listing the relevant details.

Intended 
Constraints

Nature of the Cause: Structural

Identified Symptoms:
- Illegal and Hazardous Marketing
- Vapourware marketing

- Cyberturfing
- Cybrogs and Sploggings and 

crowdtrufing

Unintended
Constraints

Nature of the Cause: Behavioral

Indentified Symptoms:
- Vulnerable user and their negative 
implications
- Taboo marketing and its effects

- Uninformed consent and privacy 
issues

- Uncertain protection for Intellectual 
Property Rights

Affordances

Fig. 5.2  Typology of constraints from the users of social media 
marketing
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Intended Constraints

Intended constraints for our purpose are those constraints that can be 
attributed to an identifiable source or an actor in the social media market-
ing ecosystem. In other words, the causality of the symptoms can be clearly 
attributed. These constraints can therefore be mitigated in order to pro-
mote the peaceful coexistence of private and public good in market place.

Identified Structural Cause: Lack of Transparency 
and Legitimacy

One of the factors leading to the perception of intended constraints iden-
tified from the literature review is user uncertainty of how to deal with the 
lack of transparency, and legitimacy issues in social media marketing. The 
users, including existing customers and potential customers, are often 
exposed to different kinds of advertisements and promotional campaigns, 
but they may be unsure about the authenticity of the information source 
and the legitimacy of the information disseminated through social media. 
Often, social media marketing relies upon user-generated or peer-produced 
content as its marketing strategy (Tushnet, 2010). Some users blindly fol-
low the herd and pursue the preferred tendencies promoted by the groups 
they associate themselves with. This approach may be harmful for the user 
and is different from that of a traditional “rational” consumer (Tushnet, 
2010). Such uninformed-decision practices lead to inappropriate pur-
chases, causing personal harm to individual users and, in effect, may lead 
to professional harm to the corporations, over a period of time.

�Identified Symptom 1: Illegal and Hazardous Marketing
As discussed above, in some cases, the lack of legitimacy in social media pro-
motional messages leads to potential health hazards if the products or ser-
vices were sourced from rogue marketers in social media that remain 
unregulated. Mackey and Liang (2013) demonstrated that there were sev-
eral pharmaceutical companies that operated illicitly on social media plat-
forms such as Facebook, Myspace, and Twitter, selling outdated drugs and/
or drugs for which no prescription was required. The study done in the 
2012–2014 period demonstrates that such rogue sellers have been attracting 
thousands of unsuspecting global users. The paper highlights the need to 
regulate illicit pharmaceutical companies selling potentially harmful drugs to 
social media users by taking advantage of the lack of entry barriers and the 
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potential reach in such marketing platforms and practices. Some legal studies 
have raised the pertinent issue of monitoring the authenticity of user-gener-
ated content as it could have widespread harmful effects. Answers to these 
basic questions are particularly challenging for policy makers in the current 
digital age (Elliot, 2014; Tushnet, 2010).

�Identified Symptom 2: Cyberturfing
Cyberturfing is a form of astroturfing mediated by technology (Leiser, 
2016). It is used as means to obtain market intelligence and manage 
reputation (Berkman, 2008). Jacobs (2012) defines cyberturfing as the 
“artificial advocacy of a product, service or political viewpoint, to give 
the appearance of a ‘grassroots’ movement” (p.  567). It is a popular 
organizational malpractice afforded by the viral and anonymous nature 
of communication through social media platforms. Such a communica-
tion is deceptive and inauthentic because it is intended to give an impres-
sion that the origin of the information is from the grassroots supporters 
(i.e., flowing bottom-up and not top-down), whereas in reality such fake 
support movements of user-generated content are controlled by the 
sponsoring corporation (Sisson, 2017). Such malpractices are also 
referred to as green marketing. Well-known corporations have perpe-
trated such deceptive practices to sway public opinion or to defame their 
rivals, using a smear campaign. Some studies report a growing service 
industry of microtask workers who are accomplices to such practices 
(Conner, 2013; Sisson, 2017), which are prohibited by regulatory bod-
ies in many countries. It was reported in the press that Samsung had to 
pay a huge fine of 350 million USD to Taiwan’s trade regulatory body 
for having paid people to write negative reviews about HTC, a rival 
mobile phone company, on social media platforms (Elmer-DeWitt, 
2013). Goldschein (2011) lists out a few alleged attempts of such cyber-
turfing undertaken by companies for profit motives. Walmart was alleg-
edly behind a fake YouTube video post undertaken for the sake of 
publicity by one of its employees. It was also alleged that Walmart devel-
oped a fake blog called Our Community. Our Choice in order to gain 
publicity for new store openings (Ciarallo, 2010). In another case, Ask.
com tried to start an information revolution against Google on the 
London Underground, using cyberturfing strategies (Aaron, 2007). 
Some of these advertisements were intended to promote vaporware 
around a new product or service.
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�Identified Symptom 3: Cyborgs, Splogging, and Crowdturfing
In the current age of social media there is growing evidence of auto-
mated, self-tweeting accounts that directly communicate with organic 
accounts with a view to manipulating the users (Li, Mukherjee, Liu, 
Kornfield, & Emery, 2014). These automated manipulations can pass for 
authentic, electronic, word-of-mouth exchanges, thereby misleading 
consumers (Dellarocas, 2006). Such promotional messages are generated 
using human-assisted computer-bot accounts called cyborgs. A data min-
ing study of e-cigarettes tweets was undertaken in 2013–2015 on the 
Twitter platform. The study showed the growth of cyberturfing using 
cyborgs as a vaporware marketing strategy and this has significant regula-
tory and societal implications (Clark et al., 2016). As a new medical phe-
nomenon that is scientifically unproven and thus risky, the study raised 
the concern of adolescents on social media platforms becoming addicted 
to nicotine due to such practices. The study also highlights the need to 
regulate practices of vaporware promotional tactics to protect public 
health and safety.

The other phenomenon of interest is flogging, which is cyberturfing 
using a blog, or splogging, a combination of spamming and cyberturfing. 
One of the earliest alleged cases of flogging reported in the popular press 
was that of a Sony executive who set up a fake blog called All I Want for 
Christmas Is a PSP in order to attract PlayStation Portable (PSP) sales, 
which was later removed (Kohler, 2006). All of these practices are abun-
dant in the marketing industry. Users are uninformed about the perils of 
such practices and rely very much on such inauthentic referrals and fabri-
cated peer-shared information. Wang and his colleagues (Wang, Wilson, 
Zhao, Zhu, & Mohanlal, 2012) coined the term crowdturfing to describe 
the practice whereby a company recruits financially compensated users to 
initiate false campaigns that often violate fair practice social media poli-
cies. Hardly any researchers have been interested in uncovering this appar-
ently nontraceable phenomenon. A recent news article reported that 
Amazon, in an attempt to ensure product reviews were legitimate and 
reliable, sued 1114 users in 2015 for writing fakes reviews. Because the 
current security measures do not take into account attacks by humans 
(Wang et al., 2012), there is a growing need to provide fact-checking sites 
and authenticity-tracking technology products. More attention needs to 
be given to tools/regulations that can allay concerns about fabricated 
computer-mediated and human-perpetrated content to ensure trans-
parency and legitimacy in the social media environment. Educating social 
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media users on such deceptive practices and providing a means of recourse 
for those victimized by such activities is the key to having some order in 
this rather noisy market place.

Unintended Constraints

Unintended constraints, for our purpose, are those constraints that cannot 
be attributed to a particular source/actor in the social media marketing 
ecosystem and may be linked to several aspects of the ecosystem and have 
idiosyncratic characteristics. Such constraints can be considered as the 
spillover effects of social media marketing.

Identified Behavioral Cause: Development of Negative Affect, 
Cognition and Behavior Among Users

From our systematic literature review, we found that what can lead to the 
perception of unintended constraints is the impact of social media market-
ing on users’ affective, cognitive, and behavioral outcomes. These behav-
ioral concerns may be specific to an individual or a group of individuals, 
but at the same time, can have larger societal implications that need to be 
resolved. The user groups identified in this category are those that are 
vulnerable and powerless in nature and those that willingly collaborate 
with marketers for personal gains. Another set of users comprises those 
who do not know that they been targeted by other actors of social media 
ecosystems.

�Symptom 1: Powerless and Vulnerable Users
The literature review reveals that social media marketing can make vulner-
able users more prone to risky behavior. Users who already suffer from 
vulnerabilities such as addiction to alcohol and gambling (Gainsbury et al., 
2016; Hoffman et al., 2014; McCreanor et al., 2013) are known to under-
take risky, abusive, or illegal behaviors (Nicholls, 2012). These vulnerable 
users are easy targets of social media marketing, which has rapidly made 
advances in certain controversial markets such as alcohol and cigarettes. 
Social media affords pervasive and personalized marketing. Furthermore, 
that ubiquity of such tools helps marketers gain access to and the attention 
of vulnerable users, who are often not self-regulated in their behaviors but 
are driven by endorsements from virtual peers and easily subscribe to 
unreal social status concerns (Sherman, Payton, Hernandez, Greenfield, 
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& Dapretto, 2016). In their experiment, Sherman et al. (2016) found that 
the adolescent population in a simulated Instagram environment favored 
pictures that had more “likes”—those of their peers undertaking risky 
behaviors—as opposed to nonpeers’ pictures that had fewer “likes” and 
were mundane in nature. This appetite for enticing promotional messages 
endorsed by peers is known to reduce the cognitive control of the users, 
who are driven by a need for instant gratification in order to fit in with 
their peer groups. There is high risk that such users would indulge in com-
pulsive buying, paving the way to more serious health disorders and addic-
tion due to their reduced self-control. Thus, it is important to consider the 
broader societal, cultural, and cognitive influences of marketing strategies 
upon the “vulnerable users” of social media, who would suffer a greater 
harm than discerning self-regulated users.

�Symptom 2: Controversial and Taboo Advertising
Encouraging ethical marketing strategies as opposed to relying on contro-
versial advertising is the key. It is common knowledge that many corpora-
tions, in a race to get an ounce of user’s attention, resort to promotional 
tactics that can cut through all the available advertising clutter (Kadić-
Maglajlić et al., 2017). They play upon the notion of taboo to sensitize 
promotional messages to social media users (Fam, Waller, Ong, & Yang, 
2008). Prior research has shown that taboo advertising and exposure to 
unwanted offensive content can generate irritation and negative cogni-
tion, with consequential spiraling losses to the corporate bottom line 
(Kadić-Maglajlić et al., 2017). Research has also shown that the effects of 
such controversial advertising are more pronounced among mobile social 
media users because of the pervasive and ubiquitous nature of the device 
(Truong & Simmons, 2010). An integrated policy and regulatory change 
in social media marketing may be the most suitable way to tackle its behav-
ioral impact among users.

�Symptom 3: Uninformed Consent and User Privacy
Prolific growth and adoption of social media networks by global users led 
us to believe that social media communication is one of the primary modes 
for interpersonal communication in today’s world (Nunan & Yenicioglu, 
2013). According to one survey, approximately 70 percent of the US pop-
ulation has one or more social media accounts (Pick, 2017). The data-
driven marketplace is thriving in a system of uninformed consent that is 
seen to be in alignment with the rhizomatic nature of such network 
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communications touted to be conducive to marketing models based on 
peer-based cocreation (Nunan & Yenicioglu, 2013). However, the peril 
lies in ignoring the essential concept of any data-driven research in the 
offline world (i.e., informed consent of the users before a data collection 
process). User’s data privacy and even spatial privacy that involves intru-
sions into one’s psychological space/integrity can be grossly violated by 
social media market research (Cohen, 2008; Shirish, Chandra, & Srivastava, 
2017). Social media networks are known to capture the minutiae of indi-
viduals’ everyday lives (Hanna, Rohm, & Crittenden, 2011; Parent, 
Plangger, & Bal, 2011). Since there is no legal or technical requirement 
for informed consent from those targeted in the diverse methods of com-
mercial data gathering made possible by social media, no single actor can 
be considered responsible for this issue. However, nonalignment of social 
and commercial interests raises the ethical dilemma of how best to pro-
mote the use social media for the benefit of all.

All actions and inactions can be monitored in social media, be it a pub-
lic or private conversation. Location-based information is also transmitted 
to others. Legally speaking, the concept of what is sensitive personal infor-
mation is not very clear in many legal contexts. Cookies collected from the 
use of social media may be viewed as personally identifiable information 
implying the need to respect privacy rights. The phenomenon of the pri-
vacy paradox looms heavily on social media use (Nunan & Yenicioglu, 
2013). Many users are unaware that they are subjects of market research 
and the structural make-up of the social media networks favors entities 
with the technical skill to undertake such searches, be they corporations or 
individuals. Our online interaction creates a digital exhaust and such data 
can be used for research at later stages. Thus far there is not much clarity 
on how to regulate the umpteen ways to collect data without violating the 
privacy rights of the users (Nunan & Yenicioglu, 2013). The European 
Commission has proposed a general data protection regulation that 
enforces broader protection for the personal data and privacy rights of 
consumers in terms of how data can be collected and used. Businesses will 
be required to report express consent (as opposed to a sweeping privacy 
policy) in order to operate in the European Union, including in the digital 
spheres. This regulation is meant to take effect in May 2018 (European 
Union, 2016). Thus far, social media users are better described as victims 
of privacy breaches despite structural measures taken to enhance privacy 
protection and awareness by social media platform owners.
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�Symptom 4: Intellectual Property Rights Concerns
Intellectual property rights (IPR) protections are again areas that lack clar-
ity and are often ignored in mainstream literature. Users of social media 
may be infringing proprietary rights over intangible assets such as 
copyright, trademark, corporate trade secrets, or individuals’ trade secrets 
as they share writings, music, film, photography, or art work that may be 
proprietary in nature. These infringements, referred to as unknown 
infringements, can be liable for violation of IPR laws (Verbauwhed, 2014). 
Several employees/users have faced criminal charges for tarnishing the 
brand image of corporations negligently. Reportedly, an employee of a 
famous pizza company was charged with felony for posting a video prank 
that supposedly tarnished the image of the brand (Clifford, 2009). 
Further, the coproduction model of marketing does not always provide 
clarity on how to protect the intellectual inputs of social media users. 
Therefore, an individual may infringe someone else’s intellectual property 
rights unknowingly or his rightful intellectual property protection may be 
undervalued. Calls for protection guaranteeing a rule of law in social 
media platforms have been made in recent research but have, so far, not 
been empirically demonstrated (Risch, 2009; Shirish, Chandra, & 
Srivastava, 2013).

Thus, unintended constraints can hinder both the growth of social 
media marketing and also violate personal and property rights of individ-
ual social media users. However, the answers to these questions require a 
systemic approach where the notion of public good is prime.

Conclusion

Recent years have seen an exponential growth of social media tools by 
businesses and individuals for multifarious purposes. Currently, social 
media is considered a useful marketing tool. A systematic literature review 
on the subject of social media marketing revealed that the bulk of research 
on the subject talks about the positives or the bright side of social media 
marketing. Owing to its pervasive and ubiquitous nature, social media not 
only provides affordances to its users but may impose constraints that need 
to be acknowledged. Surprisingly, prior research is largely reticent about 
the dark or shadow side of social media marketing. Grounding this work 
in a systematic literature review, we develop a framework and typology for 
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better understanding the shadow side of social media marketing. 
Specifically, we classify the dark side of social media marketing into two 
kinds of constraint: intended and unintended. Through a rich discourse of 
literature, we develop and describe the two kinds of constraints. We also 
elaborate the need to tackle these constraints systematically through 
policies, practices, and regulations to avoid the negative impact of social 
media marketing on different user groups.
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