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5 Conclusion and Future Work

This paper presents a trust evaluation model based on

fuzzy mathematics in cloud computing environment

according to direct and recommendation interactions

between cloud entities. The entity’s trust value is not

entirely consistent with the credibility of the recommen-

dation. Therefore to resist malicious behavior, the global

trust value for an entity computed by calculating the

similarity-weighted recommendations of the entities who

have interacted with him according to adjusted cosine

similar function.

Also, we have verified the trust and security of our

proposed model by comparing our algorithm with others,

and give systematic analysis on how our proposed model

can enhance the system trust. Experimental results

demonstrate that the proposed approach is well comparable

with the well-known techniques, and in some cases,

superior performances are achieved. Simulation experi-

ments show that it can effectively identify malicious enti-

ties, and provide reliable information to correctly make the

security decisions for the system. Also, the proposed model

has some identification and containment capability in

synergies cheating, promotes interaction between entities,

and improves the performance of the entire cloud

environment.
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