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CRFID: An RFID system with a cloud database as a

back-end server
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6. Conclusion

We proposed a secure and efficient RFID authentication scheme and
presented a formal security analysis and detailed discussion. The
parameters and security strength were confirmed by experimental
results. Our improved solution maintains the same search complexity
and significantly improves the security strength of each part of the path
key. Most importantly, to protect against desynchronizing attacks, the
reader reads the tag again after updating the key. If the tag responds
with the message created by the previous key, this indicates that key
updating has not yet been completed.
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