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Cyber Security Challenges in Smart Grids
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VI. CONCLUSION

An important part of the Smart Grid concept is introducing
telecommunication as a means to manage the power grid. This
makes the power grid vulnerable to a large set of new threats —
new in the context of the power grid, but not new in the
context of telecommunication. This provokes the need for
security mechanisms addressing the threats appropriately
while supporting the operational requirements, especially for
availability, in the power grid.

Moving towards a Smart Grid is a long term investment
and expensive process. Thus the grid should be built “future-
proof” — also meaning that it should be able to survive future
malicious attacks. As Smart Grids is just in the early
beginning, it is possible to do things right from the beginning
instead of rushing forward and return to the security
challenges afterwards.
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