NI ST ] &

63g-Ll> gLaULS a5 g 49

Srén Colo 50 Siwid WMo plp 5 Cdadlow Gl 395 63,599,

)15&3.'5 Oyguo ds 00 (Hlwy)gp ddw Cewdd 3 oolaiwl b

s Alie LSSl Glgie

A novel approach to protect against phishing attacks at

client side using auto-updated white-list
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5 Conclusions

In this paper, we proposed a novel approach to protect
against phishing attack using auto-updated white-list of
legitimate sites accessed by the individual user. Further-
more, our approach is able to check the legitimacy of a
webpage using hyperlink features. Our experimental re-
sults showed that the proposed approach is very effective
in protecting against phishing attacks as it has 86.02 %
true positive rate with a very less false positive rate of
1.48 %. Moreover, our proposed system is efficient to
detect various other types of phishing attacks (i.e.,, DNS
poisoning, embedded objects, zero-hour attack). More-
over, our approach is suitable for a real-time environment.
In the future, the performance of the proposed system can
be improved by taking the other features along with the
hyperlinks; however, extracting other features will increase
the running time complexity of the system.
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