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A Practical Dynamic Buffer Overflow Detector
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6. Conclusions

We presented CRED, a practical dynamic buffer over-
flow detector for C programs. Our solution is built upon
Jones and Kelly’s technique of tracking the referent object
of each pointer. Compared to the previous system, our so-
lution does not break existing codes that compute with
out-of-bound addresses and is significantly more efficient
by limiting the buffer overrun checks to strings.

Our experimental results demonstrate the compatibil-
ity of our technique with commonly used programs and
its effectiveness in detecting buffer overrun attacks in vul-
nerable programs. The overheads experienced range fron
1% to 130%, depending on the use of strings in the appli-
cation. These numbers are significantly better than pre-
viously published results on dynamic bounds checking.
Further improvement in performance is possible using
known techniques for optimizing bounds checking[15],
and using static verification to reduce the portion of code
that requires instrumentation[9].
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