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Abstract

With the significant improvement in deployment of Internet of Things (IoT)
into the smart grid infrastructure, the demand for cyber security is rapidly
growing. The Energy Internet (EI) also known as the integrated internet-
based smart grid and energy resources inherits all the security vulnerabilities
of the existing smart grid. The security structure of the smart grid has
become inadequate in meeting the security needs of energy domains in the
21st century. In this paper, we propose a cyber security framework capable
of providing adequate security and privacy, and supporting efficient energy
management in the EI. The proposed framework uses an identity-based secu-
rity mechanism (I-ICAAAN), a secure communication protocol and an Intel-
ligent Security System for Energy Management (ISSEM) to certify security
and privacy in the EI. Nash Equilibrium solution of game theory is applied
for the evaluation of our proposed ISSEM based on security events alloca-
tion. The formal verification and theoretical analysis show that our proposed
framework provides security and privacy improvement for IoT-based EI.

Keywords: Energy Internet, Cyber Security, IoT, I-ICAAAN, Secure
Communication

1. Introduction

Security attacks on smart grid have increased over the last few years.
These attacks have led to great economic losses and increase in environmen-
tal concerns. The current security posture of the smart grid is inadequate
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to address all its existing and emerging security attacks. The concept and
adoption of Energy Internet (EI) will significantly improve the security of the
smart grid. EI is proposed as an integrated platform with multidirectional
communication and power flow mechanisms designed for improvement of the
smart grid. The IoT technologies are used to collect and analyse real-time
data for intelligent energy management. EI ensures that the energy domains
such as generation, transmission, distribution, operations, service provider,
markets, end-users and regulators are seamlessly integrated. It enables the
gradual transition from non-renewable to renewable energy sources [1] [2] [3]
which supports energy management initiatives like environmental and eco-
nomic efficiencies. The concept of EI can also be referred to as a software
platform for controlling, monitoring and managing the entire smart grid,
with interconnectivity orientation amongst all power systems [4]. It pro-
vides new energy efficiencies not limited to intelligent energy management,
automatic redirection and adjustment of energy usage, energy security, asset
degradation control and availability of smart energy choices to customers.
EI is envisaged as the technology to transform the smart grid into a smarter
grid via improved technological advancement with the support of IoT for the
entire future smart grid system.

The IoT is a key enabler for the energy domains [5] in which sensing and
actuating are major features of many assets in order to increase operational
and communication efficiencies. The capabilities of IoT in EI for adequate
energy management supports the efficient detection of security vulnerabilities
and attacks. However, due to the complexity nature of the IoT, it is very
challenging to design a fully secure and efficient framework to detects and
prevents security vulnerabilities and attacks in EI. One of the main features
of EI is the ability to use IoT to control and monitor all the activities and
functionalities of the smart grid [6]. While the research about EI security
has just begun, the importance of security software framework in the energy
sector is becoming more prominent. The security attacks on assets, data,
network, users and applications are huge challenges for the EI. These security
attacks and other challenges such as risk management and network assurance
are major security problems that we need to study and solve.

In this paper, we propose a cyber security framework for the IoT-based
EI taking into account the existing security concerns in the smart grid. The
proposed framework comprises of an identity-based security mechanism (I-
ICAAAN), secure communication protocol and an Intelligent Security Sys-
tem for Energy Management (ISSEM). I-ICAAAN represents integrity, con-
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fidentiality, availability, authenticity, authorisation and nonrepudiation secu-
rity parameters. It integrates the security parameters to support components,
data and events in EI, which is capable of preventing security vulnerabilities
and attacks, and addressing the security misconfiguration and session mis-
management concerns facing the smart grid thereby providing end-to-end
security in EI. The secure communication protocol provides adequate secure
data exchange in EI, and it uses the I-ICAAAN for communication amongst
all components. The ISSEM is used for assessing and modelling the secu-
rity status of the EI. An Intelligent Security Unit for Energy Management
(ISUEM) that is controlled by the ISSEM is embedded in an energy manage-
ment device called Energy Router for assessing the security behaviours of the
energy components as propose in this paper. The proposed framework will
help to mitigate security concerns in the existing EI architecture presented
in [2] [3] [7] [8] [9] and evolutionalized the existing security parameters in
place to secure the smart grid.

Our main contributions are: 1) identifying security attacks in the smart
grid; 2) proposing I-ICAAAN that takes into account various security pa-
rameters required for security and privacy in the EI; 3) presenting a secure
communication protocol that supports secure exchange of data and prevents
various security attacks in EI; 4) proposing ISSEM that takes into account
an ISUEM to further improve the security capabilities in the energy router
and EI in general; and 5) proposing a cyber security framework that utilises
the I-ICAAAN, secure communication protocol and ISSEM to address crit-
ical security challenges of analysing and solving complex smart grid vulner-
abilities at scale. The I-ICAAAN provides security and privacy platform
for the EI. Identification and authentication security parameters are utilised
by default in order to certify and register all components in EI. While the
I-ICAAAN is primarily evaluated using theoretical analysis, the secure com-
munication protocol is validated using an Automated Validation of Internet
Security Protocols and Applications (AVISPA) tool. The ISSEM is assessed
and evaluated using Nash Equilibrum since it exhibits properties to analyze
the outcome of interaction amongst several players.

The rest of this paper is organized as follows. In Section II, we discuss
some approaches and schemes that have been presented for the security of
EI and smart grid. Section III describes the EI architecture and its security
requirements. Section IV presents our proposed framework. The analysis of
our proposed framework, and its comparison with existing related schemes
are presented in Section V. Finally, we present our concluding remarks and
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future research directions in Section VI.

2. Related Works

Cyber Security concerns usually arise in many areas of smart grid and
EI [3]. Multiple security and privacy solutions had been proposed to prevent
security vulnerabilities and attacks in the smart grid depending on the archi-
tecture in used. These solutions have been described in [14] [15] [16] [17] [18]
and are mainly based on the use of Q-learning based vulnerability analysis
approach [14], dependable framework and taxonomies for energy big data
analytics and security [15], Merkle-tree based handshaking scheme [16], au-
thentication and authorisation scheme [17], and virtual ring architecture for
privacy protection [18]. Some research focus on security attacks, such as De-
nial of Service (DoS) attack [19], false data attack [20], Man-In-The-Middle
(MITM) attack [21], bad data injection attack [22], cyber physical attacks
[23] and data integrity attacks [24]. However, cyber security concerns and
vulnerabilities such as weak security configuration and session mismanage-
ment, arising from the smart grid architectures cyber security design stage
have not been well investigated. These security issues exist due to weak secu-
rity design and growing security concerns from the smart grid architecture.

Minoli et al. [10] presented the importance of IoT in smart grid and
physical security, and IoT-based systems support for security and energy
management, and then offered some technical opportunities on the deploy-
ment limitation issues and disjointed cybersecurity solutions currently facing
IoT utilization. Yang et al. [11] recognized smart grid as an important form
of IoT applications that is vulnerable to cyber-attacks such as contamina-
tion attacks and data integrity attacks that can disrupt smart grid operations
and cause energy loss and further damaging impacts. Yang et al. [11] further
proposed a Gaussian-mixture model-based detection scheme to mitigate the
data integrity attacks. While the solutions presented in [10] and [11] can
mitigate security attacks in the smart grid, they are inadequate to meet the
security requirements of the EI.

Xu et al. [7] presented the importance of communication security in the
energy router in order to prevent unauthorised users from intercepting any
information during communication and to ensure that falsified information
can be detected and discarded. However, the architectural design of the
energy router presented in [7] is vulnerable to data, network and asset security
threats and issues. The structure of the EI presented in [2] lacks a cyber
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security interface for energy and information flows through the use of Energy
Local Area Network (Energy LAN) and energy router its core equipment.
While serious need for research on the protection of EI is proposed in [2],
a secure communication protocol for data exchange in EI is required for
effective energy operation, production and consumption.

The authors of [9] relate the communication challenges in EI to reliability
and security, and propose the need for many researches to help in resolving
these communication challenges in other to ensure system reliability and secu-
rity. Despite the proposed parameters for smart grid security in [12], security
during the smart grid communication cannot be guaranteed. The authors in
[12] proposed the need for future research on the existing smart grid secu-
rity standard. Shapsough et al. [1] explained the functions of availability,
integrity, confidentiality, authentication, authorisation and nonrepudiation
as the security requirements and objectives of the smart grid. However, the
security parameters presented in [1] are not integrated and they lack a cyber
security design that meets the end-to-end security requirements of the smart
grid.

In [13], the authors presented the cybersecurity challenges for Cyber-
Physical Systems (CPS) and urged that new architectures and techniques
are required to ensure the integrity, confidentiality and availability of data
as well as protection of users and assets. The CPS comprise of cyber sys-
tems and physical systems used for integrating sensing and intelligence to
the power networks [13]. More specific to CPS security attacks, [25] pro-
posed a layered approach for evaluating risk of physical power applications
security and cyber infrastructure security. Their work was focused on risk
and operational modelling, and did not capture the cyber-physical network
security. The process of moving control systems such as SCADA system to a
cloud-based environment is one of the tasks associated with the EI, however,
security vulnerabilities and attacks must be addressed.

It is worth noting that many extensive research already articulated the
need for security and privacy solutions for the EI [2] [3] [7] [9]. However,
we found that many of the existing approaches in the literature are not
suitable to meet the security and privacy of the EI. A simple comparison of
security parameters amongst various existing related approaches and schemes
is presented in Table 1. This table shows the security parameters that are
utilised in these approaches and schemes.
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Table 1: Comparison of Security Parameters

Security Shapsough Minoli Yang et Elgargouri Yu et
Parameters et al. [1] et al. [10] al. [11] et al. [12] al. [13]
Identification × X × X ×
Authentication X X X X ×
Integrity X X X X X
Confidentiality X X X X X
Availability X X × X X
Authenticity × × × × ×
Authorisation X X X × ×
Nonrepudiation X × × × ×

3. Energy Internet Architecture and Security Requirements

According to Jeremy Rifkin [4], EI represents a new convergence between
communication, energy and internet. In this section, we first examine a
simple EI architecture from which we identify and present the EI security
requirements. The EI architecture is made up elements that are capable of
providing security and privacy to components, data and events in EI thereby
supporting energy management.

3.1. Energy Internet Architecture

As shown in Figure 1 [26], we describe the EI architecture to ensure its
effectiveness in securing and maintaining privacy across all its components.
It should be noted that IoT [27] serves as the underlying element that sup-
ports the EI architecture. We present the interconnected elements of the EI
architecture, which rely on the IoT for connection and interaction with one
another. These elements include: 1) Cyber Systems Layer; 2) Energy Layer;
3) Cyber Security Model; and 4) Secure Communication Model. These ele-
ments contribute to the security of the EI. Brief descriptions of the elements
are given below:

3.1.1. Cyber Systems Layer

This element is responsible for providing, overseeing and monitoring the
cyber systems across the EI. Two major supporting technologies of this el-
ement are Supervisory Control and Data Acquisition (SCADA) system and
Geographic Information System (GIS). The SCADA system is used for mon-
itoring and controlling operations in EI. Using IoT-based SCADA provides
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Figure 1: Energy Internet Architecture

improved monitoring and timely decision making in the smart grid [28]. The
GIS is used for analysing and processing real-time geographic data to enhance
management of energy, and reduce maintenance cost and time [29] [30]. Real-
time data from the grid are displayed by the GIS to optimize the performance
of the smart grid network [30] [31]. IoT is characterised by energy efficiency
[32] [33] and considered as an enabler responsible for providing all connec-
tions and interactions that are utilised by these supporting technologies and
other elements in the EI. The changing resource constraints such as system
resources, operations and performance in Information and Communication
Technologies (ICT) have been addressed by IoT for adequate decision making
and support [34], thereby preventing any negative impact on the EI architec-
ture. The proposed framework will assist in providing an end-to-end security
and privacy to this layer for efficient energy management support.

3.1.2. Energy Layer

This element is responsible for energy management across the energy do-
mains and energy resources [35] of the EI. With the help of IoT, the energy
layer is managed in a smart and intelligent fashion. In this paper, we use
the smart grid energy domains and introduced three additional entities to
support the security and privacy of the EI. These additional entities include:
1) regulator/legal; 2) Cyber Security Change Authority (CSCA); and 3) Cy-
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ber Security Assurance Authority (CSAA). The regulator/legal will monitor,
enforce and automate energy compliance across the energy domains. Both
the CSCA and CSAA are cyber security authorities of the EI. The CSCA
is a cyber security authority assigned to authorise and deal with change
specifications within the agreements made on cyber security. It is assigned
collectively by the energy domains, excluding the CSAA. The agreement is
made by the concerned/associated domains (including regulators/legal and
excluding CSAA). The CSAA is presented as an entity assigned to monitor
the cyber security performance and changes associated with the EI. It is as-
signed collectively by the energy domains, excluding the CSCA. In addition,
one of the energy components utilised by the EI architecture is the energy
router which is presented as a concept in energy internet that controls energy
flow and information exchange [7]. The energy router uses a communication
module for communication amongst power components [7]. Thus, the energy
router is utilised in the proposed secure communication model. As presented
in Figure 1, energy resources represent the sources and storage of energy. It
is sub-divided into the following: 1) renewable energy sources (high rates);
2) non-renewable energy sources (low rates which will be gradually replaced
by the renewable energy sources with the help of IoT and EI); and 3) energy
storage. The renewable energy sources include wind, solar, rain, waves, tides
and geothermal heat while non-renewable energy sources include petroleum,
coal and natural gas. Furthermore, IoT ensures that all energy sources are
inter-connected for efficient energy management [36].

3.1.3. Cyber Security Model

This element provides end-to-end security and privacy to all layers in
the EI. It models and assesses the relationship and dependencies between
Functional Security Area (FSA) and Logical Security Area (LSA) of the EI
as shown in Figure 2. The emergence of IoT enables the adoption of an
extensive approach to cybersecurity for privacy and security improvement in
smart grid [37]. With the support of IoT, the FSA interacts with the LSA in
real-time to improve energy management. Major entities in FSA are briefly
described as follows.

• Asset: This consists of all the energy infrastructure.

• Data: This represents set of values and information.
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• Network: This provides the pathway for connection, communication
and services.

• Software: This represents energy applications and programs.

• Users: These are energy operators and customers.

The LSA normally contains the following entities.

• Risk Management (RM): This is used for identifying, assessing, priori-
tising and controlling security threats.

• Network Assurance: This provides network insights to reduce any vul-
nerabilities or attacks.

• Business Information Continuity (BIC): This presents control plan for
vulnerabilities and threats

• Incident and Problem Management (IPM): These represent scalable
proactive processes towards cyber security incidents, with preparation,
detection, analysis, containment, eradication and recovery techniques.
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• Cyber Security Ethics: This consists of principles for security, privacy,
trust, safety and usability across the EI.

• Cyber Forensics: This is used for detection, reporting and providing
evidence of security vulnerabilities and attacks across the EI.

• Cyber Security Policies, Planning and Practices (Cyber Security 3P):
These represent security guidelines, processes, needs and procedures
across the EI.

3.1.4. Secure Communication Model

EI depends on communication to coordinate its entire architecture. Given
the variety of communication models available in the smart grid, a secure
communication model is presented to ensure end-to-end secure data exchange
in EI. Figure 3 shows a simple secure communication model for EI, which
comprises of the control centre premises and cyber-energy premises. As IoT
has pave the way for communication between components without any in-
volvement of human [38], all premises are always reachable. The key per-
formance indicators for communication in EI include reliability, availability,
security and maintainability. The secure communication model provides the
security and privacy considerations required to ensure the reliability, avail-
ability, security and maintainability of communication in the EI. One of the
key considerations for EI architecture is end-to-end secure communication
where all components, data and events in the EI are considered very critical
in order to avoid any form of security attacks such as DoS attack, replay
attack, MITM attack, impersonation attack, Sybil attack, false data injec-
tion attack and repudiation attack. Additionally, the secure communication
model provides communication security to the energy router to ensure end-
to-end secure energy flow in EI. Brief descriptions of the major components
in the secure communication model are given below.

• Intrusion Detection System (IDS): This is either a hardware or software
component used for detecting malicious activities during communica-
tion and operations in EI. The IDS is utilised as additional component
to defend against potential security vulnerabilities and attacks on IoT-
based applications [39].

• Firewall: This could be a hardware device or software system capable
of monitoring and controlling network traffic based on the security rules
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that support effective energy management. Due to the sensitivity of
huge amount of data on components and events collected by IoT in any
environment, a firewall is used to provide access control and support
communication security [40].

• Historian Server: This is a corporate server with enterprise resources/data
to support energy management. In this paper, the historian server is
deployed to support data security in EI.
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• Secure Programmable Authomation Controllers (Secure PACs): These
combine the functions of Remote Terminal Units (RTUs) and Pro-
grammable Logic Controllers (PLCs) in a secure manner. They act as
local control systems supporting the SCADA system or remote con-
troller for energy applications. IoT supports the use of PACs in the
smart grid automation [41].

• Simulation Server: This is a virtual operational server imitating the
operations of the real systems. It simulates the energy environment for
security investigation and testing.

• Sensors and Actuators: These are devices that support the energy envi-
ronment for advanced connections and interactions. These components
are extensively utilised by IoT [42] [43] [44].

3.2. Energy Internet Security Requirements

According to the European Network and Information Security Agency
[45], the cyber security requirements for the smart grid include confidential-
ity, integrity and availability of data and systems. In addition, according to
the National Institute of Standards and Technology (NIST) of the United
States, security objectives of smart grid data, performance and information
systems include confidentiality, integrity and availability of data and infor-
mation system [35]. Due to the presence of IoT in the smart grid, CIA are not
adequate to represent the security parameters of the smart grid [37]. Thus,
the cyber security framework for the EI should meet the following security
requirements.

• Integrity: This ensures that data and systems are prevented from unau-
thorised modification by adversaries or unauthorised components. In-
tegrity is considered as one of the important security features in IoT
[46].

• Confidentiality: This ensures that data and systems are prevented from
unauthorised read access or eavesdropping. To protect data in IoT,
confidentiality must be met [46]. In addition, confidentiality is a basic
cyber security requirements in IoT [47].

• Availability: EI data and systems are functional and accessible by gen-
uine components. One of the objectives of IoT is to increase system
availability [28] [46].
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• Authorisation: This ensures that permission is given to authorised com-
ponents before any event is carried out. Authorisation is presented as a
cyber security requirement for granting access to IoT networks in [47].

• Authenticity: This ensures that all authorised components are genuine
and can prevent against user impersonation. Authenticity is one of the
security goals used for preventing security attacks in IoT [48].

• Nonrepudiation: This ensures that components cannot deny events
they carried out. This will further ensure that all events by authorised
components and failed-attempts by unauthorised components or ad-
versaries are tracked and recorded for adequate security analysis and
forecast. Nonrepudiation is considered as a cyber security requirement
that provides proof of entities behaviours in IoT networks [47].

The I-ICAAAN utilises all the aforementioned security parameters to
tackle security vulnerabilities and attacks in the EI.

4. Cyber Security Framework for Energy Internet

In this section, we present the proposed cyber security framework for IoT-
based EI which includes the composition of the following: 1) I-ICAAAN; 2)
a secure communication protocol; and 3) ISSEM. We introduce I-ICAAAN
and build a secure communication protocol based on I-ICAAAN, and then we
propose a system, ISSEM, that utilises the secure communication protocol.

4.1. Identity-based Security Mechanism (I-ICAAAN)

I-ICAAAN uses the combination of integrity (int), confidentiality (con),
availability (ava), authenticity (aut), authorisation (auo) and nonrepudiation
(nor) security parameters to provide and certify the security and privacy
of components, data and events in the EI. It is proposed to address the
security concerns in the EI. The energy domains can connect and interact
with the energy resources or any other part of the EI based on the I-ICAAAN.
Moreover, the EI architecture is set to make use of identity-based function
to aggregate an event or component’s request. A proposition is presented
to show how the I-ICAAAN handles the security parameters and supports
secure communication in EI. The notations used in this paper are presented
in Table 2.
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Table 2: Notations and Meanings

Notations Meanings
TSE1 Timestamp of sensor SE1
NSE1 Nonce of sensor SE1
IDSE1 Identity of sensor SE1
MSE1 Message by sensor SE1
K shared secret key between components
SP Security and Privacy of a component
CS(.) Cipher-based MAC signing operation
CV (.) Cipher-based MAC verification operation
GSE1.SE2 MAC Tag between sensor SE1 and sensor SE2
E(.) Encryption Operation
D(.) Decryption Operation
Si Strategy set for player i
fi Playoff function of player i
tan Attack action by an attacker A
CA

n Cost of attacker A implementing an attack action
ICta

n TA action based on I-ICAAAN
CTA

n Cost of TA implementing the I-ICAAAN action
Cta

i Cost of TA supporting I-ICAAAN communication
RA Total number of resources available to attacker A
CA Cost of the attacker A to perform an attack action

Proposition 1:. I-ICAAAN provides the security and privacy that supports
secure communication in EI.

Proof:. Let int, con, ava, aut, auo, nor be security parameters such that
they connect to each other for adequate security and privacy in EI. Then we
have: SP = int∧ con∧ ava∧ aut∧ auo∧nor for presenting the security and
privacy of any component in EI (this shows that all the security parameters
must be met by any component in order to achieve security and privacy in
EI).

Failure of any security parameters Int, Con,Ava,Aut, Auo,Nor cannot
guarantee security and privacy (including secure communication) in EI. One
of the major issues in IoT is lack of identification standard for objects [49].
The proposed I-ICAAAN will assist in supporting the identification of objects
in EI, and can further be considered as a security identification standard in
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energy management.

4.2. Secure Communication Protocol

This provides secure end-to-end data exchange between components in
the EI. It is designed with the support of Cipher-based Message Authenti-
cation Code (CMAC) [50] and other cryptpographic operations, taking into
considerations the I-ICAAAN. We consider the secure communication model
presented in this work. We assume that a trusted authority, TA, in the energy
domains is responsible for identifying and authenticating every component
in EI. Suppose a Sensor, SE1, wants to exchange data with another Sensor,
SE2, we assume that: 1) SE1 and SE2 have two shared secret keys K1 and
K2 to support the secure communication between them (these shared secret
keys are only known by SE1 and SE2); 2) SE1 and SE2 have knowledge of
the CMAC signing operation, CS(.), CMAC verification operation, CV (.),
encryption operation, E(.), decryption operation, D(.), and other operations
that are made available by the TA. The steps below represent the secure
communication between SE1 and SE2 utilising the proposed protocol:

• Step 1: SE1 encrypts a message, MSE1, with K1 and use CS(.) that
takes the encrypted message, E(MSE1)K1 , and K2 to produce a MAC
tag, GSE1.SE2. Then, SE1 joins GSE1.SE2 to E(MSE1)K1 and send to
SE2. Along with the message, MSE1, SE1 adds its identity, IDSE1,
nonce, NSE1, and timestamp, TSE1. These are included to ensure that
the I-ICAAAN is fully achieved to secure the communication between
SE1 and SE2. Here, the I-ICAAAN features include CS(.), IDSE1,
E(.), K1, K2, GSE1.SE2, NSE1 and TSE1.

SE1 : E(MSE1, IDSE1, NSE1, TSE1)K1 (1)

SE1 : GSE1.SE2 = CS(E(MSE1, IDSE1, NSE1, TSE1)K1 , K2) (2)

SE1→ SE2 : [E(MSE1, IDSE1, NSE1, TSE1)K1||GSE1.SE2] (3)

• Step 2: SE2 receives E(MSE1, IDSE1, NSE1, TSE1)K1 and GSE1.SE2, and
runs CV (.) on the GSE1.SE2 to produce G

′
SE1.SE2. If G

′
SE1.SE2 = Y es,

SE2 accepts and decrypts the message.
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SE2 : CV (GSE1.SE2) = G
′
SE1.SE2 (4)

G
′
SE1.SE2 = Y es (5)

SE2 : D(MSE1, IDSE1, NSE1, TSE1)K1 (6)

4.3. Intelligent Security System for Energy Management (ISSEM)

ISSEM is an intelligent security system that protects the EI against se-
curity vulnerabilities via computing relevant security metrics necessary for
end-to-end security control thereby supporting energy management optimiza-
tion. It can also be referred to as an Enterprise Resource Security Planning
System. As IoT provides interoperability among different elements in EI,
ISSEM uses IoT to leverage on Data Analytics System (DAS) to collect data
[51] in the EI. The DAS examines the data collected from IoT and sends to
the ISSEM’s security components for security decision making. The security
components include: 1) Business Intelligence Security (BIS) Component; 2)
Artificial Intelligent Security (AIS) Component; and 3) Human-Computer
Interaction Security (HCIS) Component. The interconnections among the
security components are given in Figure 4. The brief descriptions and roles
played by the security components are given below.

• Business Intelligence Security (BIS) Component: This is responsible
for analysing and processing the data from DAS in order to identity
and solve the security problems. This is considered as a basic level
for security problem identification and resolution in EI. All the BIS
solutions to the security problems identified have been configured in
the ISSEM. Suppose a sensor in the EI is acting abnormally due to
security causes, the BIS function is capable of identifying and solving
the security problem, and returning the sensor to its default working
state. All the BIS solutions to the security problems are based on
I-ICAAAN in order to ensure effective security across the EI.

• Artificial Intelligence Security (AIS) Component: This is responsible
for analysing the data from DAS in order to identity and learn to solve
the security problems. This is an advanced level for solving security
problems in EI. The AIS function has the ability to come up with
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Figure 4: DAS and Security Components in ISSEM. Abbreviations: DAS - Data Analytics
System, BIS - Business Intelligence Security, AIS - Artificial Intelligence Security, HCIS -
Human-Computer Interaction Security.

solutions to the security problems, thus it doesnt reply on solutions
configured in ISSEM. Based on the sensor that is acting abnormally,
the AIS component is capable of learning and solving the problem, and
returning the sensor to its previous normal working state. All the AIS
solutions to the security problems are based on I-ICAAAN for adequate
security in EI.

• Human-Computer Interaction Security (HCIS) Component: This is re-
sponsible for solving security problems with the help of human/operator.
The data from DAS requires human input for security solution. De-
spite the help of human, all interactions are carried out actively and
in a timely manner. To determine appropriate security solutions, an
operator uses standard operating procedures during interaction, which
is validated by the system for any human or unknown errors. To use
the HCIS to solve the security problem associated with the abnormal
behaviour of a sensor, the operator provides inputs to the system for
security solution. Possible security problems requiring the HCIS in-
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Figure 5: Intelligent Security Unit for Energy Management (ISUEM) in Energy Router.
Abbreviations: DAS - Data Analytics System, ISSEM - Intelligent Security System for
Energy Management.

clude social engineering and other security problems that occur across
the IoT, ICT and cyber systems layer. All interactions between an
operator and the system are based on I-ICAAAN.

An ISSEM unit that is presented as ISUEM is proposed for the energy
router. A simple description of the ISUEM for the energy router is presented
in Figure 5. The ISUEM is proposed to carry out BIS and AIS function-
alities. For HCIS function, the energy router sends the data to the ISSEM
via the DAS (based on I-ICAAAN). The ISUEM allows the energy router to
communicate with the ISSEM. The ISSEM is the only system that is allowed
to carry out HCIS function in order to ensure effective security monitoring
and adequate security assurances of human inputs in EI. Thus, any HCIS
function or unresolved security problem in the energy router is forwarded to
the ISSEM for security solutions in a secure and timely fashion.

5. Evaluation

In this section, the evaluation of the proposed framework which attains
high effectiveness in securing the EI is presented. We introduce an attack
model to analyse the capabilities of the adversary in the EI. We analyse the
security of I-ICAAAN, secure communication protocol and ISSEM followed
by integrated privacy evaluation of the proposed framework.

5.1. Attack Model

We assume that the adversary is actively and passively monitoring the
EI. The adversary can be internal or external. Once the EI is compromised,
the adversary can intercept or falsify any messages. The Dolev-Yao Attack
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Model [52] is followed which allows the adversary to accomplish the following
goals: intercept, inject, replace, re-arrange, modify and collect messages in
the EI. The Internal Adversary (IA) is a trusted user in the EI that has
access to the EI and its resources, while the External Adversary (EA) is not
a trusted user, but can carry out attacks from outside of the EI.

5.2. Security

In this subsection, we evaluate the proposed I-ICAAAN, secure commu-
nication protocol and ISSEM based on security in the EI.

5.2.1. I-ICAAAN Evaluation

The security of assets, data, network, users and software in the smart
grid is required to prevent against security attacks. As much as security is a
huge part of EI, we need to consider the system performance and complexity.
Consider the case of an asset A, user U and MITM attacker M . Suppose that
M wants to listen on the link between A and U . From the representation
of the I-ICAAAN in EI, the identity of M cannot be verified in the EI and
therefore access is denied. This implies that M will not be able to listen
on the link. Thus, the system has detected a security attack, and further
investigation is being carried out to prevent future security attacks.

5.2.2. Secure Communication Protocol Evaluation

We evaluate the secure communication protocol using the communication
between SE1 and SE2. The proposed protocol is analysed from two aspects:
1) formal verification using AVISPA [53]; and 2) theoretical analysis to show
its resilient against various security attacks.

1. Formal Verification: To evaluate the validity of the secure commu-
nication protocol, we use the AVISPA tool. AVISPA is a tool for
analysing and verifying internet security protocols, and its one of the
most trusted security tools for evaluating communication security. It
uses back-end servers such as On-the-Fly Model-Checker (OFMC) [54]
and Constraint-Logic-based Attack-Checker (Cl-AtSe) [55] to analyse
the security of protocols and applications, taking into considerations
various security attacks by adversaries. The simulation results are pre-
sented in the appendix, which show that the communication between
SE1 and SE2 is secure and resilient against many security attacks.

2. Theoretical analysis showing resilient against various security attacks.
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Proposition 2:. The proposed protocol is resilient against MITM at-
tack, DoS attack, replay attack, impersonation attack, Sybil attack,
false data injection attack and repudiation attack.

Proof:.

• Resilient against MITM attack: In the secure communication pro-
tocol, by verifying if G

′
SE1.SE2 = Y es, SE2 is checking the authen-

ticity and integrity of the received message. Thus, this prevents
MITM attack and an adversary cannot masquarade as a genuine
component to carry out this attack.

• Resilient against DoS attack: In this attack, if SE1 knowingly
or unknowingly enters incorrect IDSE1, K1, and K2 to establish
communication with SE2, the CV (.) detects that the information
used by SE1 are incorrect. Additonally, if an adversary enters
incorrect ID and shared secret keys, SE2 detects the wrong in-
formation and avoids any data exchange with the adversary. Thus,
the proposed protocol is safe from this attack.

• Resilient against replay attack: If an adversary intercepts and re-
places MSE1, SE2 verifies whether MSE1 is fresh using NSE1 and
the event time using TSE1. Thus, both NSE1 and TSE1 prevents
this attack. Additionally, CS(.) prevents the adversary from per-
forming this attack. Therefore, these operations make our propo-
tol secure against this attack.

• Resilient against impersonation attack: If an adversary success-
fully impersonates SE1, SE2 uses K1, K2 and IDSE1 to determine
whether the adversary is legitimate. Since the adversay does not
have K1 and K2, and cannot change IDSE1, the adversary cannot
impersonates SE1.

• Resilient against Sybil attack: In Sybil attack, the adversary fal-
sifies the identity of many components. Since all components are
identified and authenticated by the TA, the adversary is prevented
from falsifying the identity of any genuine component. We assume
that any component with multiple identities in EI will be auto-
matically blacklisted by the TA.

• Resilient against false data injection attack: In this attack, through
the combination of CS(.), K1, K2 and CV (.), the adversary is pre-
vented from injecting false data into MSE1. Additionally, NSE1
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Table 3: Comparison of Security Properties

Security Schemes
Properties Minoli Yang et Elgargouri Our

et al. [10] al. [11] et al. [12] Scheme
Resilient against X − X X
MITM attack
Resilient against X − X X
DoS attack
Resilient against X − × X
replay attack
Resilient against X − X X
impersonation attack
Resilient against X − X X
Sybil attack
Resilient against × X X X
false data injection
Resilient against × − × X
repudiation attack
− not applicable in the scheme.

and TSE1 support the prevention of this attack. Thus, our proto-
col is secure against this attack.

• Resilient against repudiation attack: In this attack, MSE1 from
SE1 is tracked using GSE1.SE2 with the support of utilising K1

and K2 as well as NSE1 and TSE1 for every communication. Thus,
our protocol is safe from this attack.

Table 3 presents the comparison of security properties of our protocol and
existing related schemes. We equipped the EI with security parameters ca-
pable of preventing many security attacks during communication. Referring
to the TA as part of the energy domains that identifies and authenticates
components before communication, it monitors and supports the protection
of a component’s identity in an offline mode. Furthermore, due to the non-
existence of the TA during secure communication between components, our
protocol prevents single point of failure and supports high availability of com-
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munication between components in the EI. Therefore, our protocol has the
security characteristics for ensuring secure communication in EI.

5.2.3. ISSEM Evaluation

Here, we analyse the effectiveness of the ISSEM. Since the DAS acts as
scheduler that selects and allocates security events/issues for best possible
execution, a Nash-Equilibrium solution is applied to submit security issues
to the BIS, AIS and HCIS functions for appropriate security actions. The
ISSEM uses the proposed protocol to ensure end-to-end communication se-
curity amongst its security components and DAS. Due to the complexity of
the EI environment, security functions are allocated by DAS based on Nash
equilibrium solution of game theory. Generally, suppose in a standard game
G=(S1, ..., Sn; f1, ..., fn) with n players, where Si is the strategy set for player
i, and fi is its payoff function, the strategy profile (S∗1 , S

∗
2 , ..., S

∗
n) is a Nash

Equilibrium if any player i selects S∗i as the best strategy when other choose
the strategy (S∗1 , , S

∗
i−1S

∗
i+1, ..., S

∗
n) with no derivations [56] [57] [58] [59]. In

this paper, the standard game is presented by the DAS (represented as G)
such that three-player game is modelled as a finite ordered element of three
strategy profiles, together with a finite ordered of three playoffs. Suppose
each player i in 1,2 and 3 has chosen a strategy Si. This yields the strategy
profile S = (S∗1 , S

∗
2 , S

∗
3), in which player i will get in return payoff fi(S).

The strategy profile (S∗1 , S
∗
2 , S

∗
3) is a Nash equilibrium if any single player i

selects S∗i as the best strategy when other choose the strategy (S∗1 , S
∗
i−1) with

no deviations. In this case, if HCIS is assigned to carry-out HCIS function,
both BIS and AIS cannot carry-out such function irrespective of any form of
abnormalities.

Now, we consider possible targets on the BIS, AIS and HCIS by an at-
tacker. The DAS represents the defender capable of taking the defense ac-
tions. We define set of desired concurrent attack and defense actions by
attacker, A, and defender, D, respectively as follows:

A = ta1, t
a
2, t

a
3 (7)

D = td1, t
d
2, t

d
3 (8)

where A represent the attack actions and D represent the defense actions.
All actions undertaken by each player cannot exceed the total number of
resources available, i.e.
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CA
n =

∑

i∈tan

Ca
i 0 RA (9)

CD
n =

∑

i∈tdn

Cd
i 0 RD (10)

where CA
n is the cost of the attacker implementing attack action tan, CD

n is
the cost of the defender for implementing the defense action tdn. Ca

i is the
cost of attacking the component i, Cd

i is the cost of defending the component
i. Since all communications in EI are I-ICAAAN based, we also define set of
desired I-ICAAAN action by the TA in EI.

ICta
n = ICta

1 , ICta
2 , ICta

3 (11)

where ICta
n represent the TA actions to ensure I-ICAAAN based communi-

cation across the ISSEM. The total cost of actions undertaken by the TA is
given by:

CTA
n =

∑

i∈ictan

Cta
i 0 RTA (12)

where CTA
n is the cost of the TA for implementing the I-ICAAAN action

ictan and Cta
i is the cost of ensuring that all communications are based on

I-ICAAAN.
The Playoff of the players are given by:

fA = CD − CA ∗ CTA (13)

fD = CA − CD ∗ CTA (14)

where fA is the playoff of the attacker, fD is the playoff of the defender,
CD is the cost of the defender to perform a defense action, CA is the cost
of the attacker to perform an attack action, CTA is the cost of the trusted
authority to ensure I-ICAAAN. Since the attacker cannot determine CTA,
this shows that the attacker cannot computefA, thus no value is received by
the attacker at the end of the game. This shows that our I-ICAAAN has
provided security to the ISSEM and its security components.
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5.3. Privacy

We evaluate the proposed framework based on privacy by integrating the
I-ICAAAN, secure communication protocol and ISSEM. In EI, privacy is
ensured across the components, data and events. EI will not allow the use
of data or any resources until the I-ICAAAN has been confirmed thereby
assisting to prevent against privacy attack. An attacker could be located
inside or outside the EI architecture in order to steal or reveal information
about any components or events. An EA will not be able identify a specific
component’s information because all components use different identities and
attributes to request or exchange any data. An IA could be one of the
energy domain entities that knows about the basic configuration of the EI.
IA needs to be identified and authenticated by the TA and all components
are assigned nonrepudiation security parameter. Since the I-ICAAAN of the
attackers, EA and IA, cannot be verified, information or events cannot be
shared with the attackers thereby maintaining privacy. In addition, data
confidentiality and integrity in EI can be achieved via privacy. Therefore,
the I-ICAAAN has also been used to achieve privacy via automatically not
disclosing any information to the attackers. The cyber security policy in LSA
is also used to communicate and enforce privacy in an automated fashion.
The I-ICAAAN provides additional level of privacy to components, data and
events in EI when compared to the smart grid privacy features. Furthermore,
we also use the I-ICAAAN to add privacy and confidentiality to components,
data and events in order to maintain components and events integrity.

6. Conclusion and Future Works

We have proposed a cyber security framework for IoT-based Energy Inter-
net, which comprises of an identity-based security mechanism (I-ICAAAN),
a secure communication protocol and an Intelligent Security System for En-
ergy Management (ISSEM). The framework provides adequate security and
privacy to components, data and events, and supports enhanced energy man-
agement in the Energy Internet. Using AVISPA tool and theoretical analysis,
we showed that the secure communication protocol is resilient against many
security attacks and it is superior to existing related schemes. The correct-
ness of the ISSEM is confirmed by the proof with Nash Equilibrum. The
evaluation results show that our proposed framework is secure and efficient
for the Energy Internet. As part of our ongoing work, we plan to develop
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secure and lightweight key exchange schemes for secure unicast, multicast
and broadcast communications in the Energy Internet.
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Appendix

Table : Analysis Output from OFMC and CL-Atse Backends in AVISPA

OFMC Backend CL-Atse Backend
% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF SESSIONS
PROTOCOL
/home/span/span/testsuite/results/CSF.if
GOAL
as specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 3
depth: 6 piles

SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF
SESSIONS
TYPED MODEL
PROTOCOL
/home/span/span/testsuite/
results/CSF.if
GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS
Analysed: 0 states
Reachable: 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

The simulation results presented in the table above represent the follow-
ing: 1) our proposed protocol is safe from Dolev-Yao attack model; 2) the
OFMC and CL-AtSe Backends reported that the proposed protocol is safe;
3) DETAILS indicated that the conditions of all sessions of the proposed
protocol are safe. Hence, the proposed scheme is safe and resilience against
various security attacks.
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Cyber Security Framework for Internet of Things-Based Energy Internet

Highlights 

 The security and privacy of components, data and events in the Energy Internet.
 The framework relies on an identity-based security mechanism.  
 A secure communication protocol that provides secure data exchange. 
 An Intelligent Security System for Energy Management to handle security metrics.
 The framework prevents security attacks and support energy management.
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