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Abstract— With the increase in popularity of Internet of 

Things (IoT), pervasive computing, healthcare services, sensor 
networks, and mobile devices, a lot of data is being generated at 
the perception layer. Cloud is the most viable solution for data 
storage, processing, and management. Cloud also helps in the 
creation of further services, refined according to the context and 
requirement. However, being reachable through the Internet, 
cloud is not efficient enough for latency sensitive multimedia 
services and other time-sensitive services, like emergency and 
healthcare. Fog, an extended cloud lying within the proximity of 
underlying nodes, can mitigate the issues traditional cloud cannot 
solve being standalone. Fog can provide quick response to the 
requiring applications. Moreover, it can preprocess and filter 
data according to the requirements. Trimmed data is then sent to 
the cloud for further analysis and enhanced service provisioning. 
However, how much better is it to have a fog in any particular 
scenario instead of a standalone cloud working without fog is a 
question right now. In this paper, we provide an answer by 
analyzing both cloud-only and cloud-fog scenarios in the context 
of processing delay and power consumption according to 
increasing number of users, on the basis of varying server load. 
The simulation is done through Discrete Event System 
Specification (DEVS). Simulation results demonstrate that by the 
use of fog networks, users experienced lower waiting times and 
increased data rates. 

Keywords—Fog computing; cloud computing; performance 
evaluation; Simulation; DEVS 

I. INTRODUCTION 

Clouds have been used to provide a variety of online 
services. Cloud is a paradigm that provides infrastructure and 
other resources, such as memory, storage, and processing, to 
the users on-demand. Such services alongside better 
performance, accessibility, and scalability have made the use 
of cloud ever more popular. Given the increasing number of 
users on the cloud, heterogeneity in the services offered, advent 
of Internet of Things (IoT), and the evolution of Big Data, the 
conventional cloud is no longer sufficient as a standalone 
strategy, specially when it comes to delay-sensitive services. 
The limitations of the cloud such as requirement of high 
bandwidth, reliable connectivity, and sometimes multihoming 
has led to the development of a new concept, the fog [1-5]. 

Cisco estimates that by 2020, there will be 50 billion 
connected devices. This means that using the current methods 
and available concepts, networks might fail to handle the 
massive data demand with a guaranteed QoS. To be able to 
cope with future demand, low power, small cell networks are 

necessary. This will not only reduce path loss, but will result in 
a more efficient use of the spectrum. This issue has lead Cisco 
to propose a new concept for computing called “Fog 
Computing”. Fog is a localized cloud with relatively limited 
processing power which allows for reliable, low-latency, data 
processing in the proximity of the user. Cisco suggests the use 
of fog networks in three scenarios [6]: 1) Data is collected from 
the edge (for example: vehicles, ships, sensors, and roadways); 
2) A very large number of devices are in the network sending 
data; 3) Data processing and decision making should happen in 
less than a second. 

The fog infrastructure is proposed to be used in association 
with a cloud. This collaboration enables a fog to forward data 
to the cloud for processing in case of an overload and handle 
time-sensitive data on the spot. Doing so offloads tasks running 
on the underlying nodes, reduces network traffic at the core, 
reduces latency, and improves reliability. This not only avoids 
the need for costly bandwidth, but also protects sensitive data 
by processing it within the local network. Cisco proposes the 
following architecture to be used with fog [6]: 

1- Most time-sensitive data is processed and analyzed by 
the fog allowing a decision to be made within less than a 
second. 

2- Data that is less time-sensitive and can be processed in 
seconds or minutes, is forwarded to an aggregation node for 
processing and decision making. 

3- Even less time-sensitive data is sent to the cloud for 
analysis and storage. 

There are multiple scenarios in which the use of fog 
computing can be beneficial. Some of these scenarios are, but 
not limited to: smart grids, vehicular networks, smart buildings, 
and wireless sensors. Taking smart grids for an example, fog 
networks can process some data at the edge and filter the data 
that needs to be sent out to the cloud for further processing.  

Keeping in mind that the fog and the cloud serve different 
purposes, it can be implied that the concept of fog is not a 
replacement for the cloud, but really a complement to it. In this 
paper, we implement a simulation based on Discrete Event 
System Specification (DEVS) in order to evaluate how the 
cloud and the fog can work together to enhance user 
experience. Different metrics such as the number of users, 
average occupancy, waiting time, data rates, and power 
consumption are evaluated. In the following sections, we first 
talk about the architecture of fog followed by the related work. 
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Then, Sections IV and V describe the simulation setup and the 
associated results. Finally, Section VI concludes the paper. 

II. FOG ARCHITECTURE 

Fog computing is known to be a system level architecture 
which builds on the basic capabilities of the cloud. The main 
element of this type of architecture is called the fog node. 
These nodes are connected within a network using different 
connection media: wired and wireless. The architecture of the 
nodes can be further investigated by considering two 
categories: hardware architecture and software architecture. 
While the connection media may be different, the connections 
rely on the IPv6 protocol because of its wide range of 
addresses. It should be pointed out that Ethernet is also an 
option for the connection. Being a system-level architecture, 
fog computing aims to optimize the distribution of 
computational and storage capabilities amongst the hierarchy 
levels of the network by supplementing the cloud. Figure 1 
describes a sample architecture for fog layers which are located 
between the cloud and the smart objects [3]. 

 
Figure 1. Architecture of the fog [3] 

Fog computing is a highly virtualized platform enabling the 
user to store and analyze data [7]. Cisco recommends the use 
of fog in collaboration with IoT. It outlines a number of 
advantages of integrating fog into IoT services. “Expanded 
Portfolio with Unified Infrastructure, Data Management from 
the Cloud to the Fog, Redundancy and Failover, Increased 
Agility and Innovation, Improved Security, Deeper Insights 
with Improved Data Privacy, and Lower Operating Expenses” 
are all benefits of using IoT applications on the fog [7].   

III. RELATED WORK 

The area of fog computing is relatively new. Different 
researchers have explored different uses of the fog architecture 
in different fields. Hong et al. [8] propose the concept of 
mobile fog and outline two main benefits for their architecture: 
1) high-level programming model 2) application scaling based 
on demand. They assume that the fog consists of a 
programming platform through which one can manage 
computing instances similar to Infrastructure as a Service 
(IaaS). They conclude that mobile fog can use the instances 
created in the fog to execute code. Wang et al. present a 

concept called the Mobile Cloud Computing (MCC). They 
define MCC as an infrastructure where data storage and 
processing happens outside the mobile device. They claim 
moving the mobile applications to the cloud can make them 
available not only to smartphone users, but all mobile users [9]. 
By the use of Mobile Edge Computing (MEC), content 
providers and application developers can take advantage of the 
cloud computing characteristics while focusing on the edge of 
the network. This will allow them to take advantage of very 
low latency and high bandwidth for their applications. Due to 
limited resources for processing data on the fog network, 
having the fog assisting the cloud can improve the network's 
performance. 

Fog computing has also been used in smart devices. For 
instance, fog computing can be used to manage smart traffic 
lights. In this case, image processing techniques can be used to 
identify emergency vehicles and smart lights can change 
signals based on the current situation. The neighboring traffic 
lights serving as fog devices can coordinate with one another to 
create a wave of green lights for the emergency vehicle [2]. 
Furthermore, many applications such as smart meters can be 
implemented at the edge of the network [10]. These devices 
can switch to other energy sources such as wind and solar 
based on a variety of factors such as demand, availability, or 
costs. They can also categorize the received data to either be 
processed locally or sent out to the cloud for processing [11, 
12]. Smart gateways are another domain in which fog 
computing can be used in association with smart devices. 
Bonomi et al. [2] investigate the appropriateness of fog as 
being a platform for different applications such as smart cities 
and connected vehicles. Aazam and Huh [13] talk about fog 
computing and smart gateway based communication. They 
point out that at certain periods of time, the fog can help 
analyze the data and decide whether to upload or not. This 
way, the cloud will not be burdened. In such cases, the 
gateway, referred to as “Smart Gateway”, would be responsible 
for deciding on what to do with the data based on the feedback 
received from the application. They suggest the use of such 
gateways in the fog and present the architecture shown in 
Figure 2.  

 
Figure 2. Smart Gateway with Fog computing/Smart network [13] 
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Zhu et al. [14] propose ways to improve website 
performance via fog boxes. They assume users are connected 
to the Internet via edge servers and propose an algorithm that 
caches commonly requested webpages for future use resulting 
in the requests being fulfilled faster. The fog server can also 
determine the browsing speed of the user based on the 
feedback it receives and can adjust the resolution of graphic 
files being sent accordingly.  

Stojmenovic and Wen [11] focus on the security issues of 
fog computing. They suggest that the major security threat 
posed by the use of such networks is authentication at different 
levels of gateways. They claim that the man-in-the-middle 
attack can be simple to launch but difficult to address and 
conclude that fog computing is vulnerable to such type of 
attacks. Madsen et al. [15] conclude based on their analysis 
that building fog computing based projects is a challenging 
task but fault tolerant techniques and specific conditions make 
these projects possible. Hong et al. [8] discuss the migration 
costs of fog placements in the network for providers of 
infrastructures. They define a probabilistic data structure and 
create a distributed algorithm to create these types of 
structures. They also propose a migration algorithm which 
minimizes the network utilization. Finally, they investigate the 
costs imposed by executing such a plan. Satyanarayanan et al., 
in [16], propose the concept of cloudlets. Very similar to fog 
computing, cloudlets are computers with high processing 
power which are connected to the Internet and are available for 
use by nearby users. Yi et al. [17] review some challenges 
faced by offloading data to fog networks. They list three main 
challenges encountered in doing so. First is the fact that 
wireless networks are highly dynamic, second, the nodes in the 
network are dynamic, and third, the resources in the fog 
network are highly dynamic. This dynamic architecture of the 
fog allows it to be flexible, hence making it very useful, but 
also imposes the challenges listed above. Dubey et al. [18] 
propose, validate, and evaluate a service oriented architecture 
for fog computing called Fog Data. They characterize their 
architecture by 3 layers. First is a body sensor network (BSN) 
for gathering the data, second is a fog gateway which is 
responsible for on-site data processing, and third is the backend 
cloud which takes care of storage and heavy processing. They 
define the Fog Data as: “a generic architecture that allows a 
wide variety of wearable sensors such as smartwatch, wearable 
ECG system, and pulse glasses to be used for acquisition of 
health data” [18]. The paper validates the use of Fog Data for 
two main healthcare issues which are: speech disorder and 
ECG. They conclude that the use of Fog Data can reduce 
requirements for telehealth applications.  

To the best of our knowledge, we did not find any papers 
on simulation of fog networks and how they compare to classic 
cloud networks. As a result, the next section introduces the 
simulation that we developed based on DEVS to demonstrate 
the effects of using fog networks. 

IV. SIMULATION SETUP 

From the previous sections, it can be concluded that the use 
of fog can greatly improve user experience. As we did not find 
any simulators which show how fog can assist the cloud in 
managing raw data locally and pre-process it before sending it 

to the cloud, we decided to develop one using DEVS [19]. 
DEVS consists of a two layer structure which enables the 
developer to separate the simulator from the model. 
Furthermore, the model layer can be further categorized into 
sub-models to further reduce the complexity of each model. 
This allows the developer to test each model individually in the 
beginning and as a whole system towards the end of the 
development process. On the other hand, DEVS is a message 
based specification meaning that all communication between 
models is done through customizable messages. This enables 
DEVS to mimic the behavior of networks in which all events 
are triggered by messages. All DEVS models are written in 
C++ and consist of 6 functions: a constructor, initialization 
function, external function, output function, internal function, 
and a destructor. The input and output ports that the model will 
use to communicate and the time required to process a message 
are defined in the constructor. It should be noted that a model 
can have multiple input and output ports. The initialization 
function is used to initialize parameters that the model will use, 
for example the ID. The external function is called whenever a 
new message arrives. The programmer uses this function to 
extract any information required from the received message 
through the input ports as the other functions are not able to 
access the received message. The output function is used for 
sending the desired information on any of the defined output 
ports in the constructor. The internal function is used to define 
internal state transitions for the model. Finally, the destructor is 
used to release managed and unmanaged resources.  

The order of execution of any DEVS model starts with the 
constructor followed by the initialize functions. The model will 
then oscillate between the output and internal functions until a 
message is received. As soon as a message is received by the 
model, the model will execute its external function. Once the 
external function execution is done, the model will go back to 
oscillating between the output and internal functions. The 
simulation will end once the time specified by the user through 
the run command is reached. The run command should be 
initialized through the terminal application in the Linux 
environment.  

The above mentioned features of DEVS makes it a good fit 
for simulating complex systems such as fogs and clouds. 
Figure 3 demonstrates a high level architecture of the 
simulation. To connect the models to one another, the links 
between the models are defined in a .ma file. The .ma file also 
contains the name of all models and any number of arguments 
which can be used later in the initialization function of the 
models. As shown in Figure 3, different instances of the 
models (User, Cloud/Fog, and Broker) have been used for this 
purpose. The following paragraphs describe each model and 
the number of instances used. 

User: Each user consists of two sub-models: a queue and a 
processor. The queue sub-model is responsible for queuing all 
incoming messages. Once the processor requests a message 
through the Req port, the queue will forward the message to 
the processor. The processor will then process the message and 
send an output message on its output port to the Broker. The 
user will not decide which fog/cloud will be responsible for 
processing its request, but it will specify the type of service it is  
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Figure 3. Simulation architecture 

 

requesting in the message. This process will be performed by 
the Broker. 

Broker: This model also consists of two sub-models 
similar to the User model. The broker (which has only 1 
instance) is responsible for gathering the messages from all 
users and clouds/fogs and broadcasting it to all models just like 
a switch. Furthermore, this model has a map-key data structure 
which allows it to keep track of the service each fog/cloud 
offers. Once a message is received from the user, the broker 
will decide on where the message should be processed. Once 
the decision is made, the broker will set a new destination for 
the request and broadcasts the message over the network. On 
the other hand, if a message is received from the fog/cloud, the 
broker will simply change the destination to the user whom the 
message is intended to and broadcasts the message over the 
network. This is known as all incoming messages from the 
fog/cloud contain the user ID. The IDs being unique ensures 
the correct delivery of every message. 

Fog/Cloud: This model also consists of two sub-models 
similar to the User model. There are 3 instances of this model 
used in our simulations, two of which act as fogs and one acts 
as a cloud. In the simulation, the difference between the fog 
and the cloud is the CPU capacity and the service they provide. 
The CPU capacity of the cloud has been set to be double the 
CPU capacity of the fogs. For simplicity but without loss of 
generality, we only used CPU as the available resource. 
However, the model could be easily extended to include 
memory and storage. The fogs are each responsible for one 
specific service where the cloud processes all requests despite 
the type of service requested. Finally, if a fog cannot handle a 
request because of shortage of capacity, the broker will be 
informed and the request will be sent to the cloud to be 
processed. 

It should be noted that since all messages are broadcasted 
through the network by all models, the queue of each model 
will only queue the messages intended for that model and will 
drop all other messages. 

The process which happens for a sample message sent by 
the user to be processed is as follows: 

1- The user generates a request with a specific type of 
service, CPU requirement, and time required to stay 
connected to the cloud/fog. 

2- This request is sent to the broker by the user. 

3- The broker receives the request and extracts the service 
type. 

4- If the service type matches a service handled by a fog, 
the broker will send the request to that fog. Go to step 
6. 

5- If the service type does not match a service handled by 
any of the fogs, the broker sends the request to the 
cloud.  

6- The fog/cloud receives the request, checks its CPU 
occupancy and decides if it has enough CPU capacity 
to handle the request. A grant or reject message is sent 
to the broker based on its decision. 

7- The broker receives the decision and forwards it to the 
user who requested the service. 

8- The user receives the decision. If its request is rejected, 
the user waits for 5 minutes  [20]. Go to step 2. 

9- If the request of the user is granted, the user will 
connect to the fog/cloud through the broker. 

10- The fog/cloud will track the time each user has been 
connected. If the requested time is up, the fog/cloud 
will send a leave message for the user to the broker. 

11- The broker receives the message from the fog/cloud 
and sends it to the user. 

12- The user receives the message from the broker and 
disconnects from the fog/cloud. 

It should be noted that to simplify and add randomness to 
the simulation, the normal distribution has been used to 
generate values for the request process time, request start time 
and CPU occupancy. Table 1 shows the simulation parameters 
used to collect the results.  

Finally, we would also like to mention that the DEVS 
simulation code developed in this paper is made available to 
the wider community. The source code can be downloaded 
from: http://www.csit.carleton.ca/~msthilaire/FogDEVS. 

V. RESULTS AND DISCUSSION 

To evaluate the benefits of the fog, two different scenarios 
were created. In the first scenario, only one cloud is present 
and all requests will be processed by the cloud. In the second 
scenario, we still have the cloud from scenario 1 but now two 
fogs are added to support the cloud in processing requests. For 
the scenario with the fogs, a linear distribution was used to 
generate the type of service required by each user. The services 
generated were set to match the service offered by either fog 1, 
fog 2, or neither of them forcing the message to go directly to 
the cloud. In this case, not only the cloud was responsible for 
handling its own requests, but also helped process requests 
which were targeted for fog 1 and fog 2 at times when they 
cccc 
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Table 1. Initial conditions for the simulations 

Parameter Value 
Number of Users 300 
Request Process Time 
(by Fog/Cloud) 

Normal Distribution: 
Min: 60 minutes 
Max:  180 minutes 
Mean: 120 
Standard deviation: 20 
min and max are 3 standard deviations away from 
the mean value. 

Request Start Time (by 
User) 

Normal Distribution: 
Min: 0 min – representing 12:00 AM 
Max: 1439 min – representing 11:59 PM 
Mean: 720 
Standard deviation: 240 
min and max are 3 standard deviations away from 
the mean value. 

Cloud CPU 32 CPUs at 2.4 GHz for each CPU  
Total: 76.8 G CPU 

Fog CPU 16 CPUs at 2.4 GHz for each CPU 
Total: 38.4 G CPU 

CPU Occupancy 
Request (by User) 

Normal Distribution: 
Min: 768 M 
Max: 11.5 G 
Mean: 6.1 G 
Standard deviation: 1792 M 
min and max are 3 standard deviations away from 
the mean value. 
(1% to 15% occupancy of the cloud CPU 
equivalent to 2% to 30% occupancy of each fog) 

 

 

were busy. To get more accurate results and to minimize 
anomalies, 10 different simulations were done with different 
request process time, request start time and CPU occupancy for 
the users. These values were generated using a normal 
distribution function in C++ (Table 1 shows the min., max., 
mean, and standard deviation values for each parameter). 
Figure 4 shows a side by side comparison of the average 
occupancy. It can be observed in Figure 4a that when fogs are 
not present, the load on the cloud increases and is mostly 
occupied above 90%. However, when the fogs are present 
(Figure 4b), the cloud is mostly operating below 50% 
occupancy. Also, it should be noted that in the case were fogs 
were present, an average of 99.7% of the users were able to 
fully complete their tasks in a given day, while in the scenario 
where fogs were not present, an average of 99.5% of the users 
were able to finish their assigned tasks. Furthermore, the 
average time for the users to connect to the cloud/fog was 26.5 
seconds without the presence of the fogs, whereas with the 
presence of the fogs, the average time to connect went down to 
2.1 seconds. This shows that the use of fogs can noticeably 
decrease the waiting time before users get connected.  

 To further assess the performance of the two scenarios, the 
total consumed power and the average processing delay were 
also calculated. To see the effect with respect to the number of 
users, data was collected for 50, 100, 150, 200, 250 and 300 
users. As mentioned previously, the fog has been assumed to 
have half the capacity of the cloud. In this scenario, we set the 
fog to consume 65% of the energy of the cloud (at full 
capacity). This hypothetical assumption was made to observe 
how the use of a fog will impact the energy consumption if a 
fog provides half the capacity of the cloud while consuming 
fgfg 

 
Figure 4. Average occupancy over 10 runs for a) cloud-only scenario vs. b) 
cloud-fog hybrid scenario.  

 
more than half the energy of the cloud at full capacity. In this 
case, the power consumption for powering up and shutting 
down services has been assumed to be a transient phase, hence 
it has been ignored. The results are shown in Figure 5a with the 
95% confidence interval. Furthermore, the overall delay of the 
system was also analyzed as shown in Figure 5b (also with the 
95% confidence interval). As can be seen, there is a tradeoff 
between the power consumption and the average processing 
delay. In the approach where no fogs are present, the total 
power consumption outperforms the case in which fogs are 
available while the presence of the fogs helps reduce the 
average processing delay of the system. 

It can also be concluded from Figure 5 that in the presence 
of fog, adding users does not severely impact the average 
processing delay. This is because the load is spread between 
the fogs and the cloud resulting in minimal effect on the overall 
system. On the other hand, increasing the number of users in 
the cloud-only scenario imposes significant delay on the 
system while keeping the power consumption similar to the 
scenario where fogs are present. Without the presence of fog, 
the average processing delay increases exponentially. This is 
because once the cloud is at 100% capacity, users will not be 
granted access to connect to the cloud. At this point, users will 
re-transmit the connection request after a certain period of 
time. This results in a jump in the number of requests received 
by the cloud which will further worsen the processing delay. 
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Figure 5. Results for a) total power consumed and b) average processing delay.  

VI. CONCLUSION AND FUTURE WORK 

In this paper, we developed a simulation based on DEVS in 
order to evaluate the impact of deploying fogs. Based on the 
preliminary experiments, it can be concluded that the use of 
fogs combined with the cloud can result in an improved user 
experience. Doing so will not only help the cloud offload some 
of its tasks, but will also result in the users experiencing higher 
data rates. We also showed that the use of fogs can 
significantly decrease the amount of delay and reduce the 
number of outdated packets. As future steps, the simulation can 
be updated to incorporate more factors for the cloud, fog, and 
users. Additionally, load balancing algorithms can be 
implemented to minimize the processing time of a request. 
Another interesting algorithm that may be applied to the 
current simulation is BitTorrent. By the use of this algorithm, 
the cloud and fogs can perform parallel processing resulting in 
potentially better user experience. 
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