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Topology Discovery in Software Defined Networks: Threats,

Taxonomy, and State-of-the-art
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7 Conclusion

The network visibility at the logically centralized controller is a unique
characteristic of SDN. Despite the network visibility of the controller, network
topologies are poisoned by attackers through the exploitation of vulnerabilities
found in the controller functions. This can happen due to lack of security measures
in the design of SDN. A substantial work is in development to build a secure and
sustainable method to discover the network topologies by the SDN controller.
However, research on the area of topology discovery security is still in its early
stages. Efficient secure topology discovery mechanisms remain a distant goal for
SDN in the future.
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