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and simplicity by placing their physi-
cal servers in a UK-owned and located 
datacentre, on a co-location basis. This is 
reflected in the 64% of respondents who 
believe that in the current climate, the 
assurance of colocation and flexibility of 
cloud infrastructure strikes a good balance.

We also have to consider the European 
Commission’s recently published 
Free Flow of Data Initiative (FFDI) 
Communications proposal.2 Until this was 
published, the position of the European 
Commission was that member states (with 
the exception of certain specific classes of 
data) need not require data to be located 
within nation state boundaries – by law. 
Companies would have the right to choose 
where to locate their data within the EU. 
To add to the confusion, the Commission 
is also proposing to introduce new legal 
concepts and policy measures targeted at 
business-to-business transactions.

The only silver lining to this is that 
these proposals are still at the consulta-
tion phase and there may be oppor-
tunities for trade associations such as 
TechUK to push for reform. 

UK market
So where does this leave software, cloud 
and hosting companies that want to 
enter the UK market over the next cou-
ple of years? Until very recently, data 

sovereignty has been a bit of a misno-
mer in the US and Europe as we’ve all 
become used to storing and transfer-
ring private citizen data across borders 
without much fuss. The only certainty 
emerging from all this uncertainty is that 
if you are looking to expand into the 
UK market, the safest long-term bet is to 
put your servers and data into UK-based 
datacentres. By doing so, you will auto-
matically be aligning the data security 
needs of your UK clients with current 
and future UK data protection legisla-
tion – whatever that may be.

The UK is also likely to adhere to the 
very strict data privacy rules it (ironically) 
helped craft in the upcoming GDPR. If 
the datacentre or hosting provider happens 
to be UK-owned, even better, as it won’t 
be subject to outside meddling from US 
agencies, as Microsoft has found out with 
some of its datacentres based in Ireland.

Taking a home-grown approach would 
certainly insulate SMEs from the Brexit 
negotiations’ changing winds. This aware-
ness is starting to dawn. Almost one third 
of companies using an international public 
cloud for company data intend to stop 
doing so in two years’ time, following 
Brexit. Meanwhile, the proportion of com-
panies using a UK public cloud for com-
pany data is expected to increase by almost 
a third in two years’ time, in the wake of 
the UK’s exit from the European Union.

While the wholesale movement of 
company data would be premature at this 
stage, the thinking certainly needs to be 
done over the next 12 months, in terms 
of the connotations of a business’s current 
cloud mix and the ins and outs of transi-
tioning to a UK-based datacentre. 

The sovereignty of data will only be 
one small piece of the jigsaw but it’s an 
important one. In the digital era, data is 
a company’s crown jewels and the way 
businesses treat and protect their data 
will govern their reputations. 
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What is intellectual 
property and how 
do you protect it? Jamie Graves

Jamie Graves, ZoneFox

Intellectual property (IP) theft is running rampant. Some organisations know  
it and disclose any loss of IP that occurs. Other organisations know it but keep 
their IP disclosures under wraps for as long as they can. The rest … well, they  
may be leaking IP at this very second and be none the wiser. Lack of information 
classification, information security policies and access control measures protect-
ing IP can make for a very sticky situation. Almost every company has intellectual 
property of some sort, even if it doesn’t know it. So how do you know if you have 
IP? And how can you protect it once you figure out what it is?

The first thing you need to do is sit down 
and ask yourself: “What does our organi-
sation do?” If you’re a manufacturer of 
fine gadgets and gizmos, the chances are 
that your IP revolves around blueprints or 
schematics. If you’re a software develop-
ment shop, your IP is most likely your 
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source code. If you make the absolute 
best chocolate chip cookie in the world, 
your IP is definitely your recipes.

Now that we’ve got a method for 
understanding what constitutes intel-
lectual property for an organisation, let’s 
look at the dangers we face when trying 
to keep it safe from prying eyes.

Inside and outside 
threats
One of the biggest threats to IP data 
is the insider threat. Now, the insider 
threat isn’t always a malicious insider 
attempting to exfiltrate data, but is more 
often the unsuspecting user who lacks 
education about IP and organisational 
policies pertaining to IP.

“Allowing an entry point to 
your network means that 
your intellectual property is 
ripe for the picking should 
an attacker gain access and 
pivot into your environment”

If your user base doesn’t know what 
your intellectual property is, where it 
resides or how it should be handled, 
there is a good chance that they’ll leak at 
least a bit of it. If your users don’t know, 
it’s up to you to provide not only educa-
tion but also parameters around how 
they deal with data. You need to be able 
to identify and classify your IP, provide 
written policies to govern access to and 
usage of IP and the technical controls to 
monitor user activity and enforce access 
control on your IP.

Besides the insider threat, there is 
always the external threat. If your net-
work happens to have some low-hanging 
fruit that permits attackers into your 
environment, your data is at serious risk. 
Allowing an entry point to your network 
means that your intellectual property is 
ripe for the picking and if your data isn’t 
properly protected, attackers can get 
away with your crown jewels.

Malware is always a threat too. Just 
think, malware can do to your network 
what any attacker could do, only faster. 
The difference is that malware is much 
harder to prevent because new methods 

are found each day to infect your systems. 
So how can we protect this precious asset?

Information security 
policies
It’s pretty hard to protect data and keep 
a business running smoothly without 
information security policies. You can-
not enforce what does not exist.

An information security policy should 
provide information on which data 
needs to be protected and which level 
of protection is required, who should 
have access, where the data resides and 
how the data needs to be protected. 
You should also note how the data 
needs to be transported, as well as 
methods for its destruction once it has 
outlived its purpose.

Data identification  
and classification
In order to protect the data mentioned 
in the information security policy, data 
in your environment needs to be identi-
fied and classified. Identifying the data 
means sitting down with business own-
ers and gaining an understanding of the 
organisation’s core business objectives, 
the data that supports those objectives 
and the data generated as a result of 
those objectives. Once you identify the 
crown jewels of the organisation, you 
can classify them as restricted.

Next, define a core team that requires 
access to the data and give it access. 
Nobody else should be given access to 
the data without express written consent 
from the business owner.

Education and  
awareness
Once you’ve classified your data, you 
can then start educating users as to how 
they will be accessing and using your 
organisation’s data. First of all, you’ll 
need to provide basic security aware-
ness training for users of your company 
assets. You’ll also need to tailor training 
for users who will be accessing restricted 
data. Provide tools for these users to 
access the data, work with the data, save 
the data and destroy the data securely.

Once training is complete, users need 
to understand that actions such as saving 
IP to their laptop, emailing IP unen-
crypted or through a personal webmail 
service and putting IP on a personal 
USB key can and/or will be seen as data 
theft and will be actionable – potentially 
resulting in dismissal. If there’s one thing 
users need to know, it’s the fact that their 
organisation’s intellectual property is 
what keeps the gears turning and that any 
attempts (or perceived attempts) to com-
promise IP will be taken seriously.

Access control and least 
privilege
Think of these access controls and the 
principle of least privilege as the locks on 
doors to the china cabinet when trying 
to protect your precious heirlooms from 
toddlers. You might tell your children 
that the cups and saucers are priceless 
and off-limits, but they’re still going to 
try to get in at some point.

“Define a core team that 
requires access to the data 
and give it access. Nobody 
else should be given access 
to the data without express 
written consent from the 
business owner”

Although educating your users is 
essential to IP protection, you need 
to ensure that if they forget some of 
the rules you taught them, there are 
security controls in place to keep them 
from going where they shouldn’t. File 
system permissions, firewall rules and 
group policies are examples of access 
control. Implementing access control 
measures gives you flexibility to pro-
vide or revoke permissions on a specific 
IP resource and helps keep the user 
honest. After all, it’s not fair to your 
users if they have to walk on eggshells 
because they are afraid of being fired 
for going somewhere they shouldn’t! 
And just as the toddler leaves chocolate 
fingerprints on the handle to the china 
cabinet, users who wander leave server 
logs when they try to access data they 
shouldn’t.
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Endpoint protection and 
data loss prevention
Since users can get up to all kinds of no 
good (oftentimes unintentionally), it’s a 
great idea to install endpoint protection 
as part of your standard corporate image. 
Endpoint protection suites usually come 
with some sort of anti-virus, intrusion 
prevention, firewall and data loss preven-
tion (DLP) capability.

“Endpoint malware 
protection will put your 
main applications into 
a container and not let 
them do anything they’re 
not supposed to, such as 
send data outside of your 
network. This provides a 
great forensic footprint 
of attempted malicious 
activities on a system”

Endpoint DLP provides protection 
for data in use – data being accessed by 
a user at a given point in time. A prime 
function of endpoint data loss preven-
tion is USB key enforcement. You can 
block all USB drive file transfers and 
most popular vendors can even dictate 
whether or not a file transfer is permit-
ted based on USB drive brand identi-
fiers. Endpoint DLP can generally also 
provide full disk encryption, rendering 
any data useless to an attacker who steals 
a user’s laptop. Just remember to store 
your encryption keys in a safe place and 
not on the laptop!

Endpoint malware protection is also 
generally an effective measure against 
data exfiltration by way of malware 
infection. Note that malware protec-
tion is different from anti-virus, as 
anti-virus uses signatures to detect 
viruses and spyware, while endpoint 
malware protection will put your main 
applications into a container and not 
let them do anything they’re not sup-
posed to, such as send data outside of 
your network. This software generally 
provides a great forensic footprint of 
attempted malicious activities on a 
system too.

Network DLP

Network DLP is very different from 
endpoint DLP, as it uses sensors to 
monitor data in motion (flowing 
through your network from point to 
point) and to monitor data at rest (data 
sitting in file systems or databases). 
Data in motion generally means web 
or email traffic containing data. If 
one of your users attempts to send an 
email containing intellectual property 
or other restricted information, or to 
upload that information to a web-
based service such as Google Drive or 
Dropbox, the network DLP sensor will 
stop the traffic from leaving the net-
work and notify your security team of 
the policy violation.

When protecting data at rest, a net-
work DLP solution will perform data 
discovery – that is, finding sensitive 
information such as intellectual prop-
erty in file shares and repositories on 
your network. Sensitive information is 
defined based on the information clas-
sification groundwork laid previously. 
If sensitive information is found some-
where that it shouldn’t be, or if multi-
ple copies of a sensitive file are found, 
the security team will be alerted.

Data encryption
Encrypting data at rest is a very good 
idea. If you have large archives of 
data or you have a database of cus-
tomer information including contact 
info and credentials, they should be 
encrypted.

“If you don’t understand 
which data is considered 
intellectual property, you 
can’t classify it. If you 
can’t classify your IP, you 
can’t build policies around 
protecting it”

If you have any externally facing 
databases being accessed by a Web por-
tal, the database should be encrypted. 
If there is a chance that your data could 
end up in the wrong hands, it should 
be encrypted, no ‘ifs’, ‘ands’ or ‘buts’. If 
– or when – an attacker happens to get 

hold of your data, it’s best that he not 
be able to view it.

Regular audits
One factor in business that always 
remains the same is the fact that 
everything changes, over time. Your 
requirements may also change. To 
ensure that organisational change has 
not affected your security posture, you 
should be performing audits, vulner-
ability assessments, penetration tests 
and social engineering exercises on a 
regular basis. By consistently trying 
to steal your own crown jewels – in a 
permitted (signed off) and regulated 
fashion, of course – you can help 
enhance your defences against the dark 
arts of those who would steal your IP 
for real.

When it comes to securing your 
intellectual property, there are many 
steps you can take to be successful in 
your endeavours. The key is to lay the 
groundwork for your security policies 
and controls. If you don’t understand 
which data is considered intellectual 
property, you can’t classify it. If you 
can’t classify your IP, you can’t build 
policies around protecting it. If you 
have no policy around data handling, 
protection and destruction, you can’t 
build security controls that ensure that 
your IP does not fall into the wrong 
hands. Information, especially IP, is 
powerful stuff. The information about 
your information (also known as meta-
data) is even more important – after 
all, it’s impossible to protect some-
thing if you don’t know it exists!
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