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A Survey of Security and Privacy in Big Data
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V. CONCLUSION

Big data has become one of the most promising and prevail-
ing technology to predict future trends. In these circumstances,
security and privacy should be taken into consideration for
applications. In this paper, we have analysed the effects of big
data characteristics on security and privacy, which requires
conceptual and operational study on infrastructure security,
data privacy and data management. Then, having surveyed
the research on big data security and privacy in big data, a
set of topics and issues have been illustrated and compared.
Finally, we have focused on privacy-preserving trajectory
data publishing mechanisms, due to sensitivity and widely-
usage of trajectory data in telecom operation. Three com-
mon mechanisms of privacy-preserving trajectory publishing:
generalization and suppression, perturbation and differential
privacy have been presented, and relative research under each
class have been also reviewed.
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