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Decision tree based light weight intrusion detection

using a wrapper approach
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7. Discussion and conclusion

This work proposes lightweight IDS for multi-class categoriza-
tion. The system is aimed at making improvements on existing
work in three perspectives. Firstly, the input traffic pattern is pre-
processed and redundant instances are removed. Next, a wrapper
based feature selection algorithm is adapted which has a greater
impact on minimizing the computational complexity of the classi-
fier. Finally, a neurotree model is employed as the classification en-
gine which imparted a detection rate of 98.4% which is superior to

NN* and extended C4.5. Objective 4 summarizes the characteristics
of our proposed method with various performance metrics like TP
rate, FP rate, Precision, Recall and F-measure. It could be observed
that the proposed system is better even when the dataset is pre-
sented with different number of classes. This justifies our claim
that the proposed features and learning paradigm neurotree is a
promising strategy to be applied on intrusion detection.
The main findings can be summarized as follows:

(1) The performance of the IDS is necessarily proportional to the
training data, machine learning technique and the features
selected to detect intrusion.

(2) The average classification rate (98.4%) for our proposed sys-
tem is better to existing systems discussed in literature.

(3) The training and test database collects a larger number of
normal and anomaly samples that were collected from
KDD and are preprocessed to remove duplicate instances.

(4) The system is operated blindly and can detect specific attack
type.

(5) The system is more suitable for multi-class classification
problem which is a promising one.
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