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A Novel Syn Flood Detection Mechanism for Wireless Network

Abstract-SYN flood attack is a distributed denial of service attack
(DDoS). This paper presents an effective and more accurate
mechanism to detect synflood attack. In the proposed SYN-flood
defense mechanism, different transport layer parameters are used to
characterize attack, like abnormal increase in SYN packet,SYN-ACK
packets, and increase in SYN/FIN rate. Proposed mechanism uses
preprocessing and prediction using AR model to predict the traffic.
Lyapunov exponent developed using prediction error is used as a
threshold to detect attack. Out of the three parameters analyzed using
same method, at least two results must be same which is taken as the
final decision. To analyze validity of proposed scheme, syn flood
attack was created using NS2. Data extracted from trace file, given as
an input to the detection scheme developed by MATLAB. Probability
of false alarm will be very less, since all the parameters do not show
abnormality at the same time in a normal traffic.

Keywords- SYN-flood;DDoS attack; Transport layer; Prediction;
Chaos.

INTRODUCTION

Wireless networks like Mobile Adhoc network (MANET) is
infrastructure-less network, or there is no centralized
controller [1]. It consists of mobile nodes which are free to
move independently in any direction. Nodes can join and
leave the network at any time, and so links are changing
frequently. Due to the dynamic nature of MANET and since
the nodes act asrouters MANET is vulnerable to different
attacks. Since nodes can join and leave at any time, and can
move in any direction it is difficult to detect attack.

In the TCP three- way handshake, when the server receives a
client's SYN request, it replies with a SYN/ACK packet and
then waits for the client to send the ACK to complete the
three-way handshake. While waiting for the final ACK, the
server maintains a half-open connection. But the attacker
never sends final ACK, and the server maintains half open
connection for the entire duration of normal ideal TCP
connection which is 75s normally. SYN flood attack leads to
denial of service. As a result of SYN flood attack, the number
of half open connections in a node is increasing. Since the
connections are half open the server cannot provide service to
good nodes that request for new connection. Thus the services
provided by the server are denied. It is important to detect
SYN-flood attacks at an early stage before there are a large
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number of half-open connections maintained by the protected
server.

Algorithms like CUSUM [2] used to defend SYN flood attack,
is complex. Trace-back mechanism uses the network layer or
MAC layer abnormalities to characterize the SYN flood
attack. After detecting the presence of attack, a search process
is initialized by the victim to trace the attacker. Defending
mechanisms which detect and defend attack at an early stage
is more efficient. It should also inform other nodes about the
attack. Many Detection algorithms like the algorithm based on
chaos theory uses the network traffic for characterizing and
detecting SYN flood attack. Some detection mechanisms use
MAC layer abnormalities for detection. Abnormalities may
occur in a layer due to delay, increased traffic etc.Many
detection algorithms are proposed to detect syn flood attack.
Still a perfect solution is not yet developed.

If each node monitor different symptoms of SYN flood attack
in transport layer like abnormal increase in transport layer
packet, abnormal increase in SYN-FIN rate and abnormal
increase in SYN-ACK rateand make a decision based on
majority, detection will be more accurate. Every node
monitors all the three parameters.Based on the collected
information each parameter independently process and detects
the presence of SYN flood attack. Victim takes a decision
based on the majority result obtained.

The organization of thesis is as follows. This section
introduces to the main properties of the problem identified. In
section 2, a brief review of several research papers related to
the thesis are given. Parameters used and proposed work of
this thesis is included in chapter sections 3 and 4. Section 5
includes result analysis and conclusion of the work is given in
section 6.

RELATED WORK

Researchers suggested different methods to defend SYN flood
attack. Still a perfect solution is not yet developed. To prevent
SYN flood attack, Improving The Functionality of SYN
Cookies [4] was suggested. In his approach, when the server
receives SYN, it computes a normal SYN-ACK reply,gets a
cookie for the server's ISN, and sends it as a pure SYN (with
the ACK bit disabled).
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Anomaly detection algorithms for detecting SYN flooding
attacks [2] proposed two algorithms- adaptive threshold
algorithm and an algorithm based on the CUSUM change
point detection scheme. Adaptive threshold algorithm is
adaptively set using recent traffic measurements. The
algorithm signals an alarm when the measurements exceed
some threshold for a number of consecutive intervals.
Algorithm based on the CUSUM change point detection,
signalsan alarm when the accumulated volume of
measurements up to are above some traffic threshold exceeds
an aggregate volume threshold the CUSUM algorithm
considers the excess volume sent above the normal volume,
hence accounts for the intensity of the violations. CUSUM
based algorithm is complex in nature.

Traceback along with IDPF (Inter Domain Packet Filter-used
to identify spoofed nodes) is proposed to detect DDoS in
network. Attacker traceback determine real attack sources and
full path taken by attack sources. Attacker Traceback
mechanism should be scalabe, efficient, and show robustness
to address spoofing, collusion and topology change. Under
attack, abnormality is observed consistently on route from
attacker to victim. Victim node initiates efficient search
process. SWAT: Small World-based Attacker Traceback in Ad-
hoc Networks [5] is a lightweight in terms of information
gathering. Traffic shows abnormal pattern or volume.
Extended Small World Based Contact is used to search for the
nodes that observe similar traffic signature. In ATTENTION:
ATTackErTraceback using MAC Layer
AbNormalityDetecTION [6] attack signature is characterized
by MAC layer abnormality. ZSBT (Zone- Sampling Based
Attacker Trace-back Algorith) - A Novel Algorithm for
Tracing DoS Attackers in MANETs [7], the network is
partitioned into several zones and assign a unique zone ID for
each zone, which helps to traceback the attacker. CATCH: A
protocol framework for cross-layer attacker traceback in
mobile multi-hop networks [8] uses network layer and MAC
layer activity to characterize attack. There are course-grained
(network layer and MAC layer) abnormality monitoring and
fine-grained (network layer and MAC layer) abnormality
monitoring.

Attacking signatures are captured using an active probing
method DARB in An autonomous defense against SYN
flooding attacks: Detect and throttle attacks at the victim side
independently [9]. It obtains the routers delay values by
sending packets containing special TTL set at the IP headers.
The results of the probing are used to perform SYN flooding
detection.

A collaborative defense mechanism against SYN flooding
attacks in IP networks [10] was proposed to protect a spoofed
network from syn flood attack and reduce the ARP traffic, a
matching table is that keeps track of initiated sessions is used.
The matching table identifies a session by a combination of
the source IP, destination IP, source port, destination port, and
the time the connection was requested.
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PARAMETERS USED TO CHARACTERIZE SYN
FLOOD ATTACK

To detect SYN-flood attack each nodes monitors different
transport layer parameters. Some nodes monitor number of
SYN packets with time, some other nodes SYN-ACK packets,
and increase in SYN/FIN rate. For monitoring these
abnormalities each node collects traffic and flow information
in transport layer. Based on the collected information each
nodes independently check for the presence of SYN-flood
attack. When victim node observes the presence of SYN-flood
attack, it seeks the help from other nodes. Other nodes use the
same mechanism and inform their opinion to victim. Victim
node combine the opinion of others using Un-normalized
Dempster’s combination rule.

SYN traffic

It uses SYN packet count information for characterizing
transport layer traffic. Chaos theorem can be used to predict
and analyze abnormality, to detect SYN flood attack. Victim
nodes continuously monitor traffic pattern collect transport
layer traffic packets and flow information. Sample all the
traffic and get a sequence of samples, x;,x,,...... X)X, Where
x, represents state of traffic. Then carry out preprocessing
method and Chaos theory.

SYN/FIN rate.

To initiate a TCP connection client must first send a SYN
packet to the server. To terminate a TCP connection the client
must send a FIN packet. For a normal connection for every
SYN packet there must be a FIN packet. So the SYN-FIN rate
must be 1. But in a time interval, due to network traffic, delay,
and variable connection time SYN-FIN rate must have some
variations. If the variation is much more, the abnormal
variations in SYN-FIN rate can be concluded as attack. Nodes
that monitor transport layer will continuously check for the
SYN-FIN rate and detect presence of attack.

Abnormalities in SYN-ACK rate

To begin a TCP connection, client will send a SYN packet to
server. Server allocates buffer and a port for the client and
sends back a SYN-ACK packet to the client, and wait for
ACK. Whenever the timeout event occurs, TCP retransmits
the not-yet acknowledged segment with the smallest sequence
number. But each time TCP retransmits, it sets the next
timeout interval to twice the previous value.

When server receives a SYN packet, it will send SYN-ACK to
the client. Let the time out is defined as 3RTT (Round Trip
Time). If the server didn’t get ACK after 3RTT, again
retransmit SYN-ACK and set the timeout to 6RTT[11]. After
6RTT, if ACK is not obtained retransmit SYN-ACK and set
timeout to 12RTT. This process continues till a maximum
timeout set. After that the half open connection will be
terminated. Rate of SYN-ACK transmission will increase in
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this way. DDoS attack (SYN flood attack) can be
characterized by the abnormal increase in the SYN-ACK rate.

PROPOSED DDoSSYN FLOOD DETECTION SCHEME

SYN flood detection method

Each node monitors any one of the above mentioned
parameters to detect the presence of SYN-flood attack.
Collected samples

wherex,, represent the state of traffic. Here we use three
different transport layer parameters. And analyze them
separately to detect syn flood attack. When the syn packets is
used for analyzing, x, represents number of syn packets
received per second. When syn-ack packet is used for
detection, x, is the number of syn-ack packets send per
second. Or x,, may be syn/fin rate per second.

For accurate prediction traffic must be relatively stable.
Preprocessing by calculating cumulative average of x,, with a
time range, makes the traffic relatively stable[12,13].

~ X, +x, + ---+x
X, =( 1 2 k)/tk

€y

Use AR (Auto Regressive) model to predict the future value,
of preprocessed traffic [14].

le = Y1 Ak Xj—k

@

_ SRR Resi=X)

Where a, = SRR

3)
We know that

= X, T x,+ X
X, :( 1 2 k 1)/tk_1and

~ X +x, + - +x
X, =( 1 2 k)/tk

From the prediction of preprocessed data prediction of x, can

be obtained using the following equation.

R = K-t Xy 4

Exact prediction can- not be done always. So there will be
some prediction error. The prediction error can be obtained by
using the equation,
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Axy = xp — Xy ®)
Ax, represents changed traffic due to additional new traffic
busty legitimate traffic or attack traffic.

For the server, however, it is hard to tell which is caused
by congestion and which by attack. As a result, the victim
server will wait until time is out and will try several times by
resending ‘ACK/SYN’ packets. It is important to refer to half-
open connections of this type as abnormal half-open
connections.

{Ax,} is the divergence between predicted traffic {£, } and
real time traffic {x;} . Using the obtained divergence, obtain
Lyapnov exponent as follows[15].

Ax
I/}
b= A0

If 4,> 0, Ax, is still chaotic. The change is due to new
traffic. The change is not caused by DDoS attack.

If 4, =0, Ax,is in steady state. The network traffic is not
moved to new one. Thus there is no attack traffic entering.

If 1,<0, Ax, is not chaotic. It represents legitimate abrupt
traffic entering the system, or DDoS attack traffic that may be
introduced by an attacker entering the system.

Working of Syn flood detection scheme
1. Each node collect the information, number of SYN
packets received per second, number of SYN-ACK
packets send per second, and SYN/FIN rate per
second.

2. Nodes monitor the traffic and take a decision, about
the abnormal increase in traffic.
i Collect traffic packets and flow information in real
time.
ii. Preprocess the collected information with (2) and
then predict with (3) and (4)
iii. Based on chaos theory distributed above analyze
prediction error and then detect abnormal traffic.
3. If analysis of at least two parameters shows

abnormality, the node confirms presence of syn flood
attack.

RESULT ANALYSIS

To analyze the validity of proposed SYN flood detection
scheme, trace files for normal traffic and SYN flood attack
traffic for slow and fast attack are extracted using NS2. From
the trace file required, parameters are extracted. Validation of
the detection scheme was conducted using MATLAB.
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Normal traffic behaviour

For a normal network, without any attack, syn arrival
depends only on the connection requests from legitimate
nodes. Normally number of SYN packets received per second
varies between 0 and 50. Seasonal variations cause an increase
in syn arrival, but this will not persist for a long time.

After the season syn arrival also becomes normal. Result
obtained while analyzing the syn detection scheme using a
normal traffic is shown in Fig.1. Here number of syn packets
arrived during a second is always below 80. Normally syn
arrival varies between 0 and 50. Syn arrival becomes 70 two
times which may be due to seasonal variations. Preprocessed
data, predicted traffic, prediction error, Lyupunov exponent
and attack detection are plotted against time. From the graph it
is clear that Lyupunov exponent never goes negative. Which
indicate the absence of attack.

Mumber of syn packets vs time

h
[}

preprocessed traffic vs time

SYN flood detection

To evaluate relevance of the proposed algorithm in
detecting syn flood attack syn arrival details extracted and
verified the algorithm. At first syn flood attack with a syn
arrival rate 100 syn/sec created. Proposed algorithm evaluated
using, SYN arrival traffic. Analysis result is shown in Fig.2.
The network behaves normally for first twenty seconds. After
thirty second syn arrival increases slowly. SYN arrival varies
between 100 and 200. Preprocessed traffic increases the
stability of detection. Predicted data is shown in the graph.
Prediction error, which is obtained by comparing actual traffic
and predicted traffic, is very high compared to prediction error
in normal traffic. Lyupunov exponent obtained using
prediction error, which is used as the threshold becomes
negative and attack is detected at a time 50s. It takes 20
seconds to detect attack.
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Fig.2. SYN arrival, preprocessed data, predicted traffic, error, Lyupunov exponent and attack detection for network with SYN

flood attack

CONCLUSION

SYN flood attack is one of the major security issues in
infrastructure less network like MANET. The defense
mechanism uses different transport layer abnormalities. Each
node uses algorithm based on preprocessing network traffic
predicted method and Chaos Theory to detect syn flood
attack. Victim node combines opinion of other nodes and take
a decision about the presence of attack. The method is less
vulnerable to false alarm. False alarm is reduced by
monitoring three different parametersand analyzing the using
same method simultaneously. Final decision is made based on
majority result. The proposed mechanism is a better
mechanism to defend SYN flood attack in MANET compared
to the existing mechanisms.
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