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VIII. CONCLUSION I

n this work we have proved analytically that CA
with EXNOR rules (i.e., 51, 153, and 195) can
generate an alternating group. It is found that
alternating groups form a set of fundamental
transformations.  Using these fundamental
transformations a block cipher scheme is proposed
in this paper. A scheme for stream ciphers is also
proposed employing PCA. Keystream generators
of the stream ciphers consist of PCA and rule
selector. The complexity of the proposed schemes
compare with the available schemes reported so
far. The complexity can be further increased with
an increase in block size for block cipher and in
number of CA cells in the stream ciphers.
Enciphering and deciphering process of the
proposed schemes follow the same protocol. One
of the main advantages of proposed schemes is the
use of simple, regular, modular and cascadable
structure of CA as the basic building block that
ideally suits for VLSI implementation.
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