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Big Data Analytics-Enhanced Cloud Computing: Challenges,

Architectural Elements, and Future Directions
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IX. CONCLUSIONS

The sheer volume of structured and unstructured data
generated by machines and humans give raise to the Big Data
era. Businesses in many sectors such as finance, marketing,
retailing, insurance, and real estate are just starting to
leverage these data for commercial advantage. Similarly,
governments and organizations are starting to build smart
cities and e-health solutions that leverage Big Data to
improve quality of life of the population. It is natural that the
ICT industry—which supplies the underlying capability to
enable Big Data—would also leverage it for its own benefit.

In this paper, we presented the challenges and
opportunities of enhancing the operations of cloud data
centers via Big Data analytics. Cloud data centers usually
contains thousands to tens of thousands of physical
(computing and networking hardware) and virtual (virtual
machines and virtualized network functions) elements that
are used by a variable number of users subject to SLAs. To
enable services to comply with SLAs with minimum resource
usage, techniques such as anomaly detection and prediction,

regression and prediction of workloads and performance, and
clustering can be used. Each of these techniques has been
discussed, and an architectural framework for anomaly
detection and prevention has been proposed.
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