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Privacy-Preserving Public Auditing for Secure Cloud Storage
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6 CONCLUSION

In this paper, we propose a privacy-preserving public
auditing system for data storage security in Cloud
Computing. We utilize the homomorphic linear au-
thenticator and random masking to guarantee that
the TPA would not learn any knowledge about the
data content stored on the cloud server during the ef-
ficient auditing process, which not only eliminates the
burden of cloud user from the tedious and possibly
expensive auditing task, but also alleviates the users’
fear of their outsourced data leakage. Considering
TPA may concurrently handle multiple audit sessions
from different users for their outsourced data files, we
further extend our privacy-preserving public auditing
protocol into a multi-user setting, where the TPA can
perform multiple auditing tasks in a batch manner
for better efficiency. Extensive analysis shows that our
schemes are provably secure and highly efficient.
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