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A blind reversible method for watermarking relational

databases based on a time-stamping protocol
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6. Conclusions and future works

In this paper, we have proposed a blind reversible relational
database watermarking scheme. This scheme can prove the true
ownership of the database’s owner, and attains full recovery of
the original database relation once the watermark information is
detected and authenticated. We have extended the AK scheme to
be applied for watermarking some sensitive applications such as
medical and military systems. The watermarks are embedded into
a database relation under the control of a secure embedding key. A

majority voting mechanism was applied to correct the watermark
bits detected from the data at watermark detection phase.

An efficient and secure time-stamping protocol for digital
watermarking of relational databases has been proposed. This pro-
tocol generates a timestamp and a specific signature for each dis-
tinct owner OID;, watermark bits W, and a watermarked relation
RW through a trusted-third party.
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