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VI. CONCLUSIONS AND FUTURE WORK

The results shown in the experimental design those

immune systems can be successfully applied to design

competitive block ciphers. In this line, the 3D-RotateSlice
function as the core components in 3D-AES can be

thought as an instance of a family of designs that can

be explored with this paradigm. Perhaps the most relevant

aspect in this scheme is the appropriate selection of the

AIS algorithms and concepts. The generated block cipher

has successfully passed of very demanding statistical tests.

One of the significant findings to emerge from this paper

is that the one of the security evaluation of the 3D-

AES block cipher is comparable with AES block cipher.

Although this does not ensures a certain security level

for 3D-AES block cipher, it guarantees that neither trivial

weaknesses nor implementation bugs exist. Future work

should include deeper analysis of the cipher, particularly

against basic attacks, such as linear, differential or related-

key cryptanalysis.
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