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Analysis of DDoS Attacks and an Introduction of a Hybrid Statistical

Model to Detect DDoS Attacks on Cloud Computing Environment
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6. Conclusion

In this paper, we proposed an effective alternative
hybrid scheme against DDoS attacks based on Entropy and
Covariance Matrices. We are looking forward to apply a
different approach with a comprehensive hybrid detection
scheme at both the network and host level. Because, many of
the available DDoS detection schemes performance found to
be below the par and DDoS attacks are growing
exponentially, it prompts the real need of having a
comprehensive solution. We believe that this proposed
scheme with double check points is expected to be a better
alternative solution in mitigating the risk significantly by
producing a better result.
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